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1.Which of the following data can be extracted from 1IS and Apache web server logs? (Select two)
A. IP addresses of visitors

B. Contents of a web form submitted by the user

C. Types of HTTP requests

D. Encryption strength of user connections

Answer: AC

2.Which of the following is an example of digital evidence?
A. A user's handwriting sample

B. An encrypted hard drive

C. A network firewall

D. A company’s security policy document

Answer: B

3.In the context of digital forensics, which format is NOT typically used for data acquisition?
A. Raw format

B. Advanced Forensics Format (AFF)

C. Encapsulated PostScript (EPS)

D. Expert Witness Format (EWF)

Answer: C

4. What is the primary goal of computer forensics?

A. To set up firewalls and security protocols

B. To analyze digital evidence and preserve its integrity for legal scrutiny
C. To recover lost or deleted files, regardless of the legality

D. To monitor network traffic for potential intrusions

Answer: B

5.Which of the following are essential steps in static malware analysis? (Select two)
A. Disassembling the binary code of the malware

B. Running the malware in a virtual machine

C. Examining the metadata of the malware file

D. Monitoring outgoing network traffic

Answer: AC
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