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1.During a distributed Performance Management deployment you decide to secure intra-cluster 
communication with HTTPS while also preparing automated DR backups. 
Which two utilities must you employ to meet both goals? (Choose TWO) 
A. SSLConfig on each NetOps Portal host 
B. ssh-keygen to regenerate Data Repository keys 
C. dr backup script on the Data Aggregator 
D. keytool inside the Jetty directory of OneClick 
Answer: A, C 
Explanation: 
SSLConfig secures Portal tomcat/jetty connectors with certificates, and the dr script automates Data 
Repository/Portal/DA backups. keytool is used for Spectrum HTTPS, and ssh-keygen relates to 
password-less SSH, not HTTPS or DR. 
 
2.A tenant administrator needs to create dynamic groups that automatically include devices discovered 
via VNA and already synchronized with Spectrum. 
Which minimum role right must be granted in the Portal? 
A. Administer Users 
B. Administer Groups Owned By You and Others 
C. View Performance Management 
D. Administer Thresholds 
Answer: B 
Explanation: 
Only the Administer Groups Owned By You and Others right enables creating and editing both static and 
dynamic groups, regardless of the device origin (VNA, Spectrum, Flow, etc.). 
 
3.You have imported Flow container images into a local Docker registry and deployed the Helm charts, 
but no flow records arrive in NetOps Portal dashboards. 
Which two troubleshooting steps target both Kubernetes and NetOps integration layers? (Choose TWO) 
A. Verify Kafka topic configuration with kubectl logs on the flow-aggregator pod 
B. Check Flow-to-Portal REST tokens in southbounddata.log 
C. Confirm ip fix export on routers uses TCP/443 
D. Validate the VNA gateway status from OneClick Administration tab 
Answer: A, B 
Explanation: 
Pod logs expose Helm/Kafka mis-wiring; southbounddata.log tracks Flow data transfer to Portal. IP FIX 
uses UDP/2055 or 4739, not HTTPS. VNA gateway is unrelated to Flow ingestion. 
 
4.After upgrading Spectrum, OneClick search performance is slow and users complain about missing 
alarm enrichment from Performance Management. 
Which integrated component should you rebuild to resolve both symptoms? 
A. Reporting Database indices 
B. Spectrum Global Collections 
C. IP Domain synchronization via the SSO Gateway 
D. The Discovery Cache in the DX NetOps Portal 
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Answer: D 
Explanation: 
A stale Portal Discovery Cache causes incomplete device meta-data sent to Spectrum, affecting alarm 
enrichment and Locator searches. Re-caching restores both performance and cross-launch accuracy. 
 
5.True or false? When installing Spectrum in silent mode, pre-creating the Java keystore (cacerts) with a 
CA-signed certificate allows the -accept flag to bypass both the license and HTTPS prompts. 
A. True 
B. False 
Answer: B 
Explanation: 
The -accept (or -agree) flag only answers the license EULA; HTTPS keystore prompts are independent 
and still require Jetty keytool commands post-installation. 
 
 


