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1.Which of the following best describes the responsibility for security in a cloud environment? 
A. Cloud Service Customers (CSCs) are solely responsible for security in the cloud environment. The 
Cloud Service Providers (CSPs) are accountable. 
B. Cloud Service Providers (CSPs) and Cloud Service Customers (CSCs) share security responsibilities. 
The exact allocation of responsibilities depends on the technology and context. 
C. Cloud Service Providers (CSPs) are solely responsible for security in the cloud environment. Cloud 
Service Customers (CSCs) have an advisory role. 
D. Cloud Service Providers (CSPs) and Cloud Service Customers (CSCs) share security responsibilities. 
The allocation of responsibilities is constant. 
Answer: B 
Explanation: 
The shared security responsibility model in cloud environments clarifies that CSPs and CSCs both have 
roles, with specific responsibilities varying based on the service model (IaaS, PaaS, SaaS). In IaaS, 
CSCs handle more security, while CSPs manage most security in SaaS. 
Reference: [CCSK Study Guide, Domain 1 - Cloud Security Scope and Responsibilities][16†source]. 
 
2.In the Incident Response Lifecycle, which phase involves identifying potential security events and 
examining them for validity? 
A. Post-Incident Activity 
B. Detection and Analysis 
C. Preparation 
D. Containment, Eradication, and Recovery 
Answer: B 
Explanation: 
The Detection and Analysis phase involves identifying incidents and determining their impact. It is crucial 
to validate events to understand if they constitute a security incident. 
Reference: [Security Guidance v5, Domain 11 - Incident Response] 
 
3.How does centralized logging simplify security monitoring and compliance? 
A. It consolidates logs into a single location. 
B. It decreases the amount of data that needs to be reviewed. 
C. It encrypts all logs to prevent unauthorized access. 
D. It automatically resolves all detected security threats. 
Answer: A 
Explanation: 
Centralized logging aggregates logs in one location, making it easier to monitor, analyze, and comply 
with regulatory requirements. 
Reference: [Security Guidance v5, Domain 6 - Security Monitoring] 
 
4.Why is early integration of pre-deployment testing crucial in a cybersecurity project? 
A. It identifies issues before full deployment, saving time and resources. 
B. It increases the overall testing time and costs. 
C. It allows skipping final verification tests. 
D. It eliminates the need for continuous integration. 
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Answer: A 
Explanation: 
Integrating testing early helps identify security vulnerabilities and configuration issues before they reach 
production, reducing remediation costs and time. 
Reference: [Security Guidance v5, Domain 10 - Application Security] 
 
5.What process involves an independent examination of records, operations, processes, and controls 
within an organization to ensure compliance with cybersecurity policies, standards, and regulations? 
A. Risk assessment 
B. Audit 
C. Penetration testing 
D. Incident response 
Answer: B 
Explanation: 
Auditing is an independent review process that validates adherence to policies, regulations, and 
standards. It is essential in assessing security posture. 
Reference: [Security Guidance v5, Domain 3 - Compliance][16†source]. 
 
6.Which of the following best describes the primary benefit of utilizing cloud telemetry sources in 
cybersecurity? 
A. They reduce the cost of cloud services. 
B. They provide visibility into cloud environments. 
C. They enhance physical security. 
D. They encrypt cloud data at rest. 
Answer: B 
Explanation: 
Cloud telemetry provides detailed insights and visibility into security events and system behaviors in 
cloud environments, which helps detect and respond to threats. 
Reference: [Security Guidance v5, Domain 6 - Security Monitoring] 
 
7.How does the variability in Identity and Access Management (IAM) systems across cloud providers 
impact a multi-cloud strategy? 
A. Adds complexity by requiring separate configurations and integrations. 
B. Ensures better security by offering diverse IAM models. 
C. Reduces costs by leveraging different pricing models. 
D. Simplifies the management by providing standardized IAM protocols. 
Answer: A 
Explanation: 
Each cloud provider may use different IAM protocols and configurations, increasing complexity and 
requiring customized integration for each cloud environment. 
Reference: [CCSK Study Guide, Domain 5 - Identity and Access Management] 
 
8.In the shared security model, how does the allocation of responsibility vary by service? 
A. Shared responsibilities should be consistent across all services. 
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B. Based on the per-service SLAs for security. 
C. Responsibilities are the same across IaaS, PaaS, and SaaS in the shared model. 
D. Responsibilities are divided between the cloud provider and the customer based on the service type. 
Answer: D 
Explanation: 
The division of security responsibilities changes according to the service model. In IaaS, CSCs handle 
more security responsibilities, while in SaaS, the CSP manages more of the security aspects. 
Reference: [Security Guidance v5, Domain 1 - Shared Responsibility Model][17†source]. 
 
9.How can Identity and Access Management (IAM) policies on keys ensure adherence to the principle of 
least privilege? 
A. By rotating keys on a regular basis 
B. By using default policies for all keys 
C. By specifying fine-grained permissions 
D. By granting root access to administrators 
Answer: C 
Explanation: 
Fine-grained permissions enable specific control over who can access certain resources, thus enforcing 
the least privilege principle. 
Reference: [Security Guidance v5, Domain 5 - IAM] 
 
10.What is the primary purpose of the CSA Security, Trust, Assurance, and Risk (STAR) Registry? 
A. To provide cloud service rate comparisons 
B. To certify cloud services for regulatory compliance 
C. To document security and privacy controls of cloud offerings 
D. To manage data residency and localization requirements 
Answer: C 
Explanation: 
The CSA STAR Registry provides transparency by listing security and privacy controls of CSPs, helping 
customers assess provider security. 
Reference: [CCSK Overview, STAR Registry] 
 
11.Which cloud service model allows users to access applications hosted and managed by the provider, 
with the user only needing to configure the application? 
A. Software as a Service (SaaS) 
B. Database as a Service (DBaaS) 
C. Platform as a Service (PaaS) 
D. Infrastructure as a Service (IaaS) 
Answer: A 
Explanation: 
SaaS enables users to access hosted applications managed by the provider, with only minor 
configuration by the customer. 
Reference: [CCSK Study Guide, Domain 1 - Service Models] 
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12.What primary purpose does object storage encryption serve in cloud services? 
A. It compresses data to save space 
B. It speeds up data retrieval times 
C. It monitors unauthorized access attempts 
D. It secures data stored as objects 
Answer: D 
Explanation: 
Encryption in object storage is used to secure stored data and protect it from unauthorized access, 
ensuring confidentiality. 
Reference: [Security Guidance v5, Domain 9 - Data Security] 
 
13.What is the primary focus during the Preparation phase of the Cloud Incident Response framework? 
A. Developing a cloud service provider evaluation criterion 
B. Deploying automated security monitoring tools across cloud services 
C. Establishing a Cloud Incident Response Team and response plans 
D. Conducting regular vulnerability assessments on cloud infrastructure 
Answer: C 
Explanation: 
The Preparation phase focuses on setting up an incident response team and developing plans to handle 
incidents efficiently when they occur. 
Reference: [Security Guidance v5, Domain 11 - Incident Response] 
 
14.What tool allows teams to easily locate and integrate with approved cloud services? 
A. Contracts 
B. Shared Responsibility Model 
C. Service Registry 
D. Risk Register 
Answer: C 
Explanation: 
A Service Registry lists approved services, making it easy for teams to find and integrate compliant 
services. 
Reference: [CCSK Knowledge Guide, Domain 3 - Risk and Compliance Tools] 
 
15.What is the primary purpose of implementing a systematic data/asset classification and catalog 
system in cloud environments? 
A. To automate the data encryption process across all cloud services 
B. To reduce the overall cost of cloud storage solutions 
C. To apply appropriate security controls based on asset sensitivity and importance 
D. To increase the speed of data retrieval within the cloud environment 
Answer: C 
Explanation: 
Classification and cataloging help assign security controls andmanage data based on its sensitivity and 
criticality. 
Reference: [CCSK v5 Curriculum, Domain 9 - Data Security] 
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16.How does cloud sprawl complicate security monitoring in an enterprise environment? 
A. Cloud sprawl disperses assets, making it harder to monitor assets. 
B. Cloud sprawl centralizes assets, simplifying security monitoring. 
C. Cloud sprawl reduces the number of assets, easing security efforts. 
D. Cloud sprawl has no impact on security monitoring. 
Answer: A 
Explanation: 
Cloud sprawl leads to the distribution of assets across multiple locations, making it challenging to 
maintain visibility and security control over all resources. 
Reference: [Security Guidance v5, Domain 4 - Organization Management] 
 
17.In a cloud environment, what does the Shared Security Responsibility Model primarily aim to define? 
A. The division of security responsibilities between cloud providers and customers 
B. The relationships between IaaS, PaaS, and SaaS providers 
C. The compliance with geographical data residency and sovereignty 
D. The guidance for the cloud compliance framework 
Answer: A 
Explanation: 
The Shared Security Responsibility Model clarifies which security responsibilities are managed by the 
CSP and which by the CSC, based on the service model. 
Reference: [CCSK Study Guide, Domain 1 - Cloud Security Models][16†source]. 
 
18.Which factors primarily drive organizations to adopt cloud computing solutions? 
A. Scalability and redundancy 
B. Improved software development methodologies 
C. Enhanced security and compliance 
D. Cost efficiency and speed to market 
Answer: D 
Explanation: 
Cloud computing is adopted mainly for its cost-effectiveness and the ability to accelerate time-to-market, 
enhancing business agility. 
Reference: [Security Guidance v5, Domain 1 - Cloud Benefits] 
 
19.Which phase of the CSA secure software development life cycle (SSDLC) focuses on ensuring that 
an application or product is deployed onto a secure infrastructure? 
A. Continuous Build, Integration, and Testing 
B. Continuous Delivery and Deployment 
C. Secure Design and Architecture 
D. Secure Coding 
Answer: B 
Explanation: 
The Continuous Delivery and Deployment phase emphasizes deploying applications securely, ensuring 
infrastructure security is prioritized during deployment. 
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Reference: [CCSK v5 Curriculum, Domain 10 - Secure Development Lifecycle] 
 
20.What is the primary goal of implementing DevOps in a software development lifecycle? 
A. To create a separation between development and operations 
B. To eliminate the need for IT operations by automating all tasks 
C. To enhance collaboration between development and IT operations for efficient delivery 
D. To reduce the development team size by merging roles 
Answer: C 
Explanation: 
DevOps aims to improve collaboration and integration between development and operations teams, 
streamlining delivery and enhancing software quality. 
Reference: [CCSK Study Guide, Domain 10 - DevOps & DevSecOps] 
 
21.According to NIST, what is cloud computing defined as? 
A. A shared set of resources delivered over the Internet 
B. A model for more-efficient use of network-based resources 
C. A model for on-demand network access to a shared pool of configurable resources 
D. Services that are delivered over the Internet to customers 
Answer: C 
Explanation: 
NIST defines cloud computing as on-demand network access to a shared pool of configurable resources, 
aligning with the essential characteristics of cloud services. 
Reference: [Security Guidance v5, Domain 1 - Cloud Computing Models] 
 
22.Which of the following best explains how Multifactor Authentication (MFA) helps prevent identity-
based attacks? 
A. MFA relies on physical tokens and biometrics to secure accounts. 
B. MFA requires multiple forms of validation that would have to compromise. 
C. MFA requires and uses more complex passwords to secure accounts. 
D. MFA eliminates the need for passwords through single sign-on. 
Answer: B 
Explanation: 
MFA enhances security by requiring multiple independent forms of authentication, making it harder for 
attackers to gain unauthorized access. 
Reference: [Security Guidance v5, Domain 5 - IAM] 
 
23.Which of the following is a common security issue associated with serverless computing 
environments? 
A. High operational costs 
B. Misconfigurations 
C. Limited scalability 
D. Complex deployment pipelines 
Answer: B 
Explanation: 
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Serverless environments are vulnerable to misconfigurations, which can expose sensitive data and 
resources, making security configurations critical. 
Reference: [Security Guidance v5, Domain 8 - Cloud Workload Security][16†source]. 
 
24.What is a key consideration when handling cloud security incidents? 
A. Monitoring network traffic 
B. Focusing on technical fixes 
C. Cloud service provider service level agreements 
D. Hiring additional staff 
Answer: C 
Explanation: 
SLAs play a key role in cloud incident management as they define response expectations and support 
arrangements between CSPs and CSCs. 
Reference: [CCSK Study Guide, Domain 11 - Incident Response] 
 
25.Which of the following best describes how cloud computing manages shared resources? 
A. Through virtualization, with administrators allocating resources based on SLAs 
B. Through abstraction and automation to distribute resources to customers 
C. By allocating physical systems to a single customer at a time 
D. Through manual configuration of resources for each user need 
Answer: B 
Explanation: 
Cloud computing uses abstraction and automation to pool and distribute resources efficiently among 
multiple tenants. This allows dynamic allocation based on demand. 
Reference: [CCSK v5 Curriculum, Domain 1 - Cloud Computing Models] 
 
26.How does network segmentation primarily contribute to limiting the impact of a security breach? 
A. By reducing the threat of breaches and vulnerabilities 
B. Confining breaches to a smaller portion of the network 
C. Allowing faster data recovery and response 
D. Monitoring and detecting unauthorized access attempts 
Answer: B 
Explanation: 
Network segmentation isolates sections of the network, limiting the spread of a breach and 
containing it to a specific segment. 
Reference: [Security Guidance v5, Domain 7 - Infrastructure & Networking] 
 
27.What is the primary reason dynamic and expansive cloud environments require agile security 
approaches? 
A. To reduce costs associated with physical hardware 
B. To simplify the deployment of virtual machines 
C. To quickly respond to evolving threats and changing infrastructure 
D. To ensure high availability and load balancing 
Answer: C 
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Explanation: 
Agile security approaches allow organizations to adapt to the rapid changes and emerging threats 
characteristic of cloud environments. 
Reference: [Security Guidance v5, Domain 4 - Organization Management] 
 
28.In a hybrid cloud environment, why would an organization choose cascading log architecture for 
security purposes? 
A. To reduce the number of network hops for log collection 
B. To facilitate efficient central log collection 
C. To use CSP's analysis tools for log analysis 
D. To convert cloud logs into on-premise formats 
Answer: B 
Explanation: 
Cascading log architecture enables centralized collection of logs from various sources, enhancing 
visibility and simplifying security monitoring in hybrid environments. 
Reference: [Security Guidance v5, Domain 6 - Security Monitoring] 
 
29.Which practice ensures container security by preventing post-deployment modifications? 
A. Implementing dynamic network segmentation policies 
B. Employing Role-Based Access Control (RBAC) for container access 
C. Regular vulnerability scanning of deployed containers 
D. Use of immutable containers 
Answer: D 
Explanation: 
Immutable containers are not altered post-deployment, ensuring the integrity of the deployed 
environment and reducing the risk of unauthorized modifications. 
Reference: [CCSK v5 Curriculum, Domain 8 - Cloud Workload Security][16†source]. 
 
30.What is an advantage of using Kubernetes for container orchestration? 
A. Limited deployment options 
B. Manual management of resources 
C. Automation of deployment and scaling 
D. Increased hardware dependency 
Answer: C 
Explanation: 
Kubernetes provides automated deployment, scaling, and management of containerized 
applications, which enhances operational efficiency and scalability. 
Reference: [CCSK v5 Curriculum, Domain 8 - Cloud Workload Security] 
 
31.Why is snapshot management crucial for the virtual machine (VM) lifecycle? 
A. It allows for quick restoration points during updates or changes 
B. It is used for load balancing VMs 
C. It enhances VM performance significantly 
D. It provides real-time analytics on VM applications 
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Answer: A 
Explanation: 
Snapshots serve as recovery points, enabling quick rollback to previous states if issues arise during 
updates or changes. This is crucial for VM lifecycle management. 
Reference: [Security Guidance v5, Domain 7 - Infrastructure & Networking] 
 
32.In the context of cloud security, what is the primary benefit of implementing Identity and Access 
Management (IAM) with attributes and user context for access decisions? 
A. Enhances security by supporting authorizations based on the current context and status 
B. Reduces log analysis requirements 
C. Simplifies regulatory compliance by using a single sign-on mechanism 
D. These are required for proper implementation of RBAC 
Answer: A 
Explanation: 
Context-aware IAM enables access decisions that account for real-time conditions, enhancing 
security by adapting to changes in user and resource status. 
Reference: [CCSK Study Guide, Domain 5 - IAM] 
 
33.How does artificial intelligence pose both opportunities and risks in cloud security? 
A. AI enhances security without any adverse implications 
B. AI mainly reduces manual work with no significant security impacts 
C. AI enhances detection mechanisms but could be exploited for sophisticated attacks 
D. AI is only beneficial in data management, not security 
Answer: C 
Explanation: 
While AI improves threat detection, it also introduces risks as attackers can use it to develop advanced 
attack methods. Organizations must balance these risks. 
Reference: [CCSK Study Guide, Domain 12 - AI and Security] 
 
34.Which principle reduces security risk by granting users only the permissions essential for their role? 
A. Role-Based Access Control 
B. Unlimited Access 
C. Mandatory Access Control 
D. Least-Privileged Access 
Answer: D 
Explanation: 
The principle of least privilege limits access to only necessary permissions, reducing the risk of misuse 
and exposure of sensitive data. 
Reference: [CCSK v5 Curriculum, Domain 5 - IAM] 
 
35.Which of the following strategies best enhances infrastructure resilience against Cloud Service 
Provider (CSP) technical failures? 
A. Local backup 
B. Multi-region resiliency 
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C. Single-region resiliency 
D. High Availability within one data center 
Answer: B 
Explanation: 
Multi-region resiliency enhances infrastructure resilience bydistributing resources across multiple 
geographic locations, reducing the impact of regional outages. 
Reference: [Security Guidance v5, Domain 7 - Infrastructure & Networking] 
 
36.Which of the following best describes the primary purpose of cloud security frameworks? 
A. To implement detailed procedural instructions for security measures 
B. To organize control objectives for achieving desired security outcomes 
C. To ensure compliance with all regulatory requirements 
D. To provide tools for automated security management 
Answer: B 
Explanation: 
Cloud security frameworks organize control objectives to guide security practices and achieve specific 
security goals. 
Reference: [CCSK Study Guide, Domain 3 - Cloud Governance] 
 
37.Which approach is essential in identifying compromised identities in cloud environments where 
attackers utilize automated methods? 
A. Focusing exclusively on signature-based detection for known malware 
B. Deploying behavioral detectors for IAM and management plane activities 
C. Implementing full packet capture and monitoring 
D. Relying on IP address and connection header monitoring 
Answer: B 
Explanation: 
Behavioral detection for IAM and management plane activities is essential for identifying unusual or 
suspicious actions by compromised identities, especially in environments where attackers use 
automated tactics. 
Reference: [CCSK v5 Curriculum, Domain 5 - IAM] 
 
38.Which of the following BEST describes a benefit of Infrastructure as Code (IaC) in cybersecurity 
contexts? 
A. Reduces the need for security auditing 
B. Enables consistent security configurations through automation 
C. Increases manual control over security settings 
D. Increases scalability of cloud resources 
Answer: B 
Explanation: 
Infrastructure as Code (IaC) helps maintain consistency in security configurations through automation, 
reducing the likelihood of misconfigurations. 
Reference: [Security Guidance v5, Domain 7 - Infrastructure & Networking] 
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39.What is the primary purpose of cloud governance in an organization? 
A. To increase data transfer speeds within the cloud environment 
B. To reduce the cost of cloud services 
C. To ensure compliance, security, and efficient management aligned with the organization's goals 
D. To eliminate the need for on-premises data centers 
Answer: C 
Explanation: 
Cloud governance establishes controls and policies that align with the organization’s goals for security, 
compliance, and efficient management in the cloud. 
Reference: [Security Guidance v5, Domain 2 - Cloud Governance] 
 
40.Which aspect of cloud architecture ensures that a system can handle growing amounts of work 
efficiently? 
A. Reliability 
B. Security 
C. Performance 
D. Scalability 
Answer: D 
Explanation: 
Scalability is a fundamental aspect of cloud architecture that allows a system to grow in capacity to meet 
increased workload demands effectively. 
Reference: [Security Guidance v5, Domain 1 - Cloud Characteristics] 
 
41.What is a key consideration when implementing AI workloads to ensure they adhere to security best 
practices? 
A. AI workloads do not require special security considerations compared to other workloads. 
B. AI workloads should be openly accessible to foster collaboration and innovation. 
C. AI workloads should be isolated in secure environments with strict access controls. 
D. Security practices for AI workloads should focus solely on protecting the AI models. 
Answer: C 
Explanation: 
AI workloads often require isolation and strict access controls to prevent unauthorized access and 
safeguard sensitive data involved in machine learning processes. 
Reference: [CCSK Study Guide, Domain 8 - AI Workload Security] 
 
42.Which of the following is the MOST common cause of cloud-native security breaches? 
A. Inability to monitor cloud infrastructure for threats 
B. IAM failures 
C. Lack of encryption for data at rest 
D. Vulnerabilities in cloud provider's physical infrastructure 
Answer: B 
Explanation: 
IAM failures are a leading cause of cloud-native breaches, often due to misconfigurations or inadequate 
access control mechanisms. 
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Reference: [Security Guidance v5, Domain 5 - IAM] 
 
43.Which concept focuses on maintaining the same configuration for all infrastructure components, 
ensuring they do not change once deployed? 
A. Component credentials 
B. Immutable infrastructure 
C. Infrastructure as code 
D. Application integration 
Answer: B 
Explanation: 
Immutable infrastructure maintains static configurations after deployment, ensuring consistency and 
preventing unauthorized changes. 
Reference: [Security Guidance v5, Domain 8 - Cloud Workload Security] 
 
44.Which aspect is crucial for crafting and enforcing CSP (Cloud Service Provider) policies? 
A. Integration with network infrastructure 
B. Adherence to software development practices 
C. Optimization for cost reduction 
D. Alignment with security objectives and regulatory requirements 
Answer: D 
Explanation: 
Aligning CSP policies with security and regulatory objectives is essential for ensuring compliance and 
robust security measures. 
Reference: [Security Guidance v5, Domain 3 - Risk, Compliance, and Governance] 
 
45.Which approach creates a secure network, invisible to unauthorized users? 
A. Firewalls 
B. Software-Defined Perimeter (SDP) 
C. Virtual Private Network (VPN) 
D. Intrusion Detection System (IDS) 
Answer: B 
Explanation: 
An SDP creates a "dark" network, visible only to authorized users, enhancing security by hiding 
infrastructure from potential attackers. 
Reference: [Security Guidance v5, Domain 7 - Infrastructure & Networking] 
 
46.What goal is most directly achieved by implementing controls and policies that aim to provide a 
complete view of data use and exposure in a cloud environment? 
A. Enhancing data governance and compliance 
B. Simplifying cloud service integrations 
C. Increasing cloud data processing speed 
D. Reducing the cost of cloud storage 
Answer: A 
Explanation: 
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Implementing these controls supports data governance and compliance by providing visibility into data 
handling and potential exposures. 
Reference: [Security Guidance v5, Domain 9 - Data Security] 
 
47.In a containerized environment, what is fundamental to ensuring runtime protection for deployed 
containers? 
A. Implementing real-time visibility 
B. Deploying container-specific antivirus scanning 
C. Using static code analysis tools in the pipeline 
D. Full packet network monitoring 
Answer: A 
Explanation: 
Real-time visibility allows for monitoring container behavior during runtime, helping to identify and 
respond to security incidents as they occur. 
Reference: [Security Guidance v5, Domain 8 - Cloud Workload Security] 
 
48.Which activity is a critical part of the Post-Incident Analysis phase in cybersecurity incident response? 
A. Notifying affected parties 
B. Isolating affected systems 
C. Restoring services to normal operations 
D. Documenting lessons learned and improving future responses 
Answer: D 
Explanation: 
Documenting lessons learned is essential in the post-incident phase, as it helps improve future incident 
response processes. 
Reference: [Security Guidance v5, Domain 11 - Incident Response] 
 
49.What is a key advantage of using Policy-Based Access Control (PBAC) for cloud-based access 
management? 
A. PBAC eliminates the need for defining and managing user roles and permissions. 
B. PBAC is easier to implement and manage compared to Role-Based Access Control (RBAC). 
C. PBAC allows enforcement of granular, context-aware security policies using multiple attributes. 
D. PBAC ensures that access policies are consistent across all cloud providers and platforms. 
Answer: C 
Explanation: 
PBAC enables highly specific access control based on multiple attributes, enhancing flexibility and 
security in cloud environments. 
Reference: [CCSK v5 Curriculum, Domain 5 - IAM][16†source]. 
 
50.How does serverless computing impact infrastructure management responsibility? 
A. Requires extensive on-premises infrastructure 
B. Shifts more responsibility to cloud service providers 
C. Increases workload for developers 
D. Eliminates need for cloud service providers 
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Answer: B 
Explanation: 
Serverless computing shifts infrastructure management responsibility to the CSP, allowing customers to 
focus on application logic rather than infrastructure. 
Reference: [Security Guidance v5, Domain 8 - Cloud Workload Security] 
 
51.Which best practice is recommended when securing object repositories in a cloud environment? 
A. Using access controls as the sole security measure 
B. Encrypting all objects in the repository 
C. Encrypting the access paths only 
D. Encrypting only sensitive objects 
Answer: B 
Explanation: 
Encrypting all objects in the repository ensures that data is protected at rest, reducing the risk of 
unauthorized access or data exposure. 
Reference: [Security Guidance v5, Domain 9 - Data Security] 
 
52.Which feature in cloud enhances security by isolating deployments similar to deploying in distinct data 
centers? 
A. A single deployment for all applications 
B. Shared deployments for similar applications 
C. Randomized deployment configurations 
D. Multiple independent deployments for applications 
Answer: D 
Explanation: 
Multiple independent deployments help isolate workloads, reducing the potential impact of a breach by 
confining it to a single deployment environment. 
Reference: [Security Guidance v5, Domain 7 - Infrastructure & Networking] 
 
53.Which of the following best describes compliance in the context of cybersecurity? 
A. Defining and maintaining the governance plan 
B. Adherence to internal policies, laws, regulations, standards, and best practices 
C. Implementing automation technologies to monitor the control implemented 
D. Conducting regular penetration testing as stated in applicable laws and regulations 
Answer: B 
Explanation: 
Compliance in cybersecurity involves following internal policies, as well as external regulations, 
standards, and best practices, to ensure legal and security requirements are met. 
Reference: [CCSK v5 Curriculum, Domain 3 - Compliance] 
 
54.Which areas should be initially prioritized for hybrid cloud security? 
A. Cloud storage management and governance 
B. Data center infrastructure and architecture 
C. IAM and networking 
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D. Application development and deployment 
Answer: C 
Explanation: 
Identity and Access Management (IAM) and networking are essential for secure hybrid cloud 
environments, as they control access and communication across diverse environments. 
Reference: [Security Guidance v5, Domain 5 - IAM] 
 
55.What's the difference between DNS Logs and Flow Logs? 
A. They represent the logging of different networking solutions, and DNS Logs are more suitable for a 
ZTA implementation 
B. DNS Logs record domain name resolution requests and responses, while Flow Logs record info on 
source, destination, protocol 
C. They play identical functions and can be used interchangeably 
D. DNS Logs record all the information about the network behavior, including source, destination, and 
protocol, while Flow Logs record users' applications behavior 
Answer: B 
Explanation: 
DNS logs capture information on domain name resolution, while Flow logs capture details about network 
traffic, including source, destination, and protocol. 
Reference: [CCSK Study Guide, Domain 7 - Infrastructure & Networking] 
 
56.How does SASE enhance traffic management when compared to traditional network models? 
A. It solely focuses on user authentication improvements 
B. It replaces existing network protocols with new proprietary ones 
C. It filters traffic near user devices, reducing the need for backhauling 
D. It requires all traffic to be sent through central data centers 
Answer: C 
Explanation: 
SASE reduces latency and enhances performance by filtering traffic closer to the user, avoiding the need 
to backhaul traffic to a central data center. 
Reference: [Security Guidance v5, Domain 7 - Network Security] 
 
57.What is a PRIMARY cloud customer responsibility when managing SaaS applications in terms of 
security and compliance? 
A. Generating logs within the SaaS applications 
B. Managing the financial costs of SaaS subscriptions 
C. Providing training sessions for staff on using SaaS tools 
D. Evaluating the security measures and compliance requirements 
Answer: D 
Explanation: 
Cloud customers are responsible for assessing the security and compliance of SaaS applications, 
ensuring these align with internal policies and regulations. 
Reference: [CCSK v5 Overview, Shared Responsibility Model] 
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58.When designing a cloud-native application that requires scalable and durable data storage, which 
storage option should be primarily considered? 
A. Network Attached Storage (NAS) 
B. Block storage 
C. File storage 
D. Object storage 
Answer: D 
Explanation: 
Object storage is highly scalable and suitable for cloud-native applications that require durability and 
efficient storage of unstructured data. 
Reference: [CCSK Study Guide, Domain 9 - Data Storage Types] 
 
59.Which aspect is most important for effective cloud governance? 
A. Formalizing cloud security policies 
B. Implementing best-practice cloud security control objectives 
C. Negotiating SLAs with cloud providers 
D. Establishing a governance hierarchy 
Answer: B 
Explanation: 
A governance hierarchy provides a structured approach to managing cloud services, ensuring policies 
and controls are effectively enforced. 
Reference: [Security Guidance v5, Domain 2 - Cloud Governance] 
 
60.What is the primary purpose of secrets management in cloud environments? 
A. Optimizing cloud infrastructure performance 
B. Managing user authentication for human access 
C. Securely handling stored authentication credentials 
D. Monitoring network traffic for security threats 
Answer: C 
Explanation: 
Secrets management focuses on securely storing and managing sensitive information, such as API keys 
and passwords, to prevent unauthorized access. 
Reference: [Security Guidance v5, Domain 8 - Secrets Management] 
 
61.All cloud services utilize virtualization technologies. 
A. False 
B. True 
Answer: B 
 
62.If there are gaps in network logging data, what can you do? 
A. Nothing. There are simply limitations around the data that can be logged in the cloud. 
B. Ask the cloud provider to open more ports. 
C. You can instrument the technology stack with your own logging. 
D. Ask the cloud provider to close more ports. 
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E. Nothing. The cloud provider must make the information available. 
Answer: C 
 
63.CCM: In the CCM tool, ais a measure that modifies risk and includes any process, policy, device, 
practice or any other actions which modify risk. 
A. Risk Impact 
B. Domain 
C. Control Specification 
Answer: C 
 
64.Who is responsible for the security of the physical infrastructure and virtualization platform? 
A. The cloud consumer 
B. The majority is covered by the consumer 
C. It depends on the agreement 
D. The responsibility is split equally 
E. The cloud provider 
Answer: E 
 
65.What factors should you understand about the data specifically due to legal, regulatory, and 
jurisdictional factors? 
A. The physical location of the data and how it is accessed 
B. The fragmentation and encryption algorithms employed 
C. The language of the data and how it affects the user 
D. The implications of storing complex information on simple storage systems 
E. The actual size of the data and the storage format 
Answer: D 
 
66.Which cloud-based service model enables companies to provide client-based access for partners to 
databases or applications? 
A. Platform-as-a-service (PaaS) 
B. Desktop-as-a-service (DaaS) 
C. Infrastructure-as-a-service (IaaS) 
D. Identity-as-a-service (IDaaS) 
E. Software-as-a-service (SaaS) 
Answer: A 
 
67.CCM: The following list of controls belong to which domain of the CCM? 
GRM 06 – Policy 
GRM 07 – Policy Enforcement 
GRM 08 – Policy Impact on Risk Assessments 
GRM 09 – Policy Reviews 
GRM 10 – Risk Assessments 
GRM 11 – Risk Management Framework 
A. Governance and Retention Management 
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B. Governance and Risk Management 
C. Governing and Risk Metrics 
Answer: B 
 
68.Which attack surfaces, if any, does virtualization technology introduce? 
A. The hypervisor 
B. Virtualization management components apart from the hypervisor 
C. Configuration and VM sprawl issues 
D. All of the above 
Answer: D 
 
69.APIs and web services require extensive hardening and must assume attacks from authenticated and 
unauthenticated adversaries. 
A. False 
B. True 
Answer: B 
 
70.Which of the following is NOT a cloud computing characteristic that impacts incidence response? 
A. The on demand self-service nature of cloud computing environments. 
B. Privacy concerns for co-tenants regarding the collection and analysis of telemetry and artifacts 
associated with an incident. 
C. The possibility of data crossing geographic or jurisdictional boundaries. 
D. Object-based storage in a private cloud. 
E. The resource pooling practiced by cloud services, in addition to the rapid elasticity offered by cloud 
infrastructures. 
Answer: B 
 
71.Big data includes high volume, high variety, and high velocity. 
A. False 
B. True 
Answer: B 
 
72.CCM: A hypothetical company called: “Health4Sure” is located in the United States and provides 
cloud based services for tracking patient health. The company is compliant with HIPAA/HITECH Act 
among other industry standards. Health4Sure decides to assess the overall security of their cloud 
service against the CCM toolkit so that they will be able to present this document to potential clients. 
Which of the following approach would be most suitable to assess the overall security posture of 
Health4Sure’s cloud service? 
A. The CCM columns are mapped to HIPAA/HITECH Act and therefore Health4Sure could verify the 
CCM controls already covered ad a result of their compliance with HIPPA/HITECH Act. They could then 
assess the remaining controls. This approach will save time. 
B. The CCM domain controls are mapped to HIPAA/HITECH Act and therefore Health4Sure could verify 
the CCM controls already covered as a result of their compliance with HIPPA/HITECH Act. They could 
then assess the remaining controls thoroughly. This approach saves time while being able to assess the 
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company’s overall security posture in an efficient manner. 
C. The CCM domains are not mapped to HIPAA/HITECH Act. Therefore Health4Sure should assess the 
security posture of their cloud service against each and every control in the CCM. This approach will 
allow a thorough assessment of the security posture. 
Answer: C 
 
73.A defining set of rules composed of claims and attributes of the entities in a transaction, which is used 
to determine their level of access to cloud-based resources is called what? 
A. An entitlement matrix 
B. A support table 
C. An entry log 
D. A validation process 
E. An access log 
Answer: D 
 
74.Cloud applications can use virtual networks and other structures, for hyper-segregated environments. 
A. False 
B. True 
Answer: B 
 
75.Your cloud and on-premises infrastructures should always use the same network address ranges. 
A. False 
B. True 
Answer: A 
 
76.Which layer is the most important for securing because it is considered to be the foundation for 
secure cloud operations? 
A. Infrastructure 
B. Datastructure 
C. Infostructure 
D. Applistructure 
E. Metastructure 
Answer: A 
 
77.Why is a service type of network typically isolated on different hardware? 
A. It requires distinct access controls 
B. It manages resource pools for cloud consumers 
C. It has distinct functions from other networks 
D. It manages the traffic between other networks 
E. It requires unique security 
Answer: D 
 
78.Which governance domain deals with evaluating how cloud computing affects compliance with 
internal security policies and various legal requirements, such as regulatory and legislative? 
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A. Legal Issues: Contracts and Electronic Discovery 
B. Infrastructure Security 
C. Compliance and Audit Management 
D. Information Governance 
E. Governance and Enterprise Risk Management 
Answer: C 
 
79.An important consideration when performing a remote vulnerability test of a cloud-based application 
is to 
A. Obtain provider permission for test 
B. Use techniques to evade cloud provider’s detection systems 
C. Use application layer testing tools exclusively 
D. Use network layer testing tools exclusively 
E. Schedule vulnerability test at night 
Answer: A 
 
80.Cloud services exhibit five essential characteristics that demonstrate their relation to, and differences 
from, traditional computing approaches. 
Which one of the five characteristics is described as: a consumer can unilaterally provision computing 
capabilities such as server time and network storage as needed. 
A. Rapid elasticity 
B. Resource pooling 
C. Broad network access 
D. Measured service 
E. On-demand self-service 
Answer: E 
 
81.REST APIs are the standard for web-based services because they run over HTTPS and work well 
across diverse environments. 
A. False 
B. True 
Answer: B 
 
82.Which of the following statements are NOT requirements of governance and enterprise risk 
management in a cloud environment? 
A. Inspect and account for risks inherited from other members of the cloud supply chain and take active 
measures to mitigate and contain risks through operational resiliency. 
B. Respect the interdependency of the risks inherent in the cloud supply chain and communicate the 
corporate risk posture and readiness to consumers and dependent parties. 
C. Negotiate long-term contracts with companies who use well-vetted software application to avoid the 
transient nature of the cloud environment. 
D. Provide transparency to stakeholders and shareholders demonstrating fiscal solvency and 
organizational transparency. 
E. Both B and C. 
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Answer: C 
 
83.What is defined as the process by which an opposing party may obtain private documents for use in 
litigation? 
A. Discovery 
B. Custody 
C. Subpoena 
D. Risk Assessment 
E. Scope 
Answer: A 
 
84.What item below allows disparate directory services and independent security domains to be 
interconnected? 
A. Coalition 
B. Cloud 
C. Intersection 
D. Union 
E. Federation 
Answer: E 
 
85.Use elastic servers when possible and move workloads to new instances. 
A. False 
B. True 
Answer: B 
 
86.To understand their compliance alignments and gaps with a cloud provider, what must cloud 
customers rely on? 
A. Provider documentation 
B. Provider run audits and reports 
C. Third-party attestations 
D. Provider and consumer contracts 
E. Discovery tools 
Answer: C 
 
87.Which of the following is a perceived advantage or disadvantage of managing enterprise risk for cloud 
deployments? 
A. More physical control over assets and processes. 
B. Greater reliance on contracts, audits, and assessments due to lack of visibility or management. 
C. Decreased requirement for proactive management of relationship and adherence to contracts. 
D. Increased need, but reduction in costs, for managing risks accepted by the cloud provider. 
E. None of the above. 
Answer: B 
 
88.Which data security control is the LEAST likely to be assigned to an IaaS provider? 
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A. Application logic 
B. Access controls 
C. Encryption solutions 
D. Physical destruction 
E. Asset management and tracking 
Answer: A 
 
89.How does virtualized storage help avoid data loss if a drive fails? 
A. Multiple copies in different locations 
B. Drives are backed up, swapped, and archived constantly 
C. Full back ups weekly 
D. Data loss is unavoidable with drive failures 
E. Incremental backups daily 
Answer: A 
 
90.What is the newer application development methodology and philosophy focused on automation of 
application development and deployment? 
A. Agile 
B. BusOps 
C. DevOps 
D. SecDevOps 
E. Scrum 
Answer: C 
 
91.Sending data to a provider’s storage over an API is likely as much more reliable and secure than 
setting up your own SFTP server on a VM in the same provider 
A. False 
B. True 
Answer: B 
 
92.What is true of searching data across cloud environments? 
A. You might not have the ability or administrative rights to search or access all hosted data. 
B. The cloud provider must conduct the search with the full administrative controls. 
C. All cloud-hosted email accounts are easily searchable. 
D. Search and discovery time is always factored into a contract between the consumer and provider. 
E. You can easily search across your environment using any E-Discovery tool. 
Answer: A 
 
93.How does running applications on distinct virtual networks and only connecting networks as needed 
help? 
A. It reduces hardware costs 
B. It provides dynamic and granular policies with less management overhead 
C. It locks down access and provides stronger data security 
D. It reduces the blast radius of a compromised system 
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E. It enables you to configure applications around business groups 
Answer: D 
 
94.How can virtual machine communications bypass network security controls? 
A. VM communications may use a virtual network on the same hardware host 
B. The guest OS can invoke stealth mode 
C. Hypervisors depend upon multiple network interfaces 
D. VM images can contain rootkits programmed to bypass firewalls 
E. Most network security systems do not recognize encrypted VM traffic 
Answer: A 
 
95.ENISA: “VM hopping” is: 
A. Improper management of VM instances, causing customer VMs to be commingled with other 
customer systems. 
B. Looping within virtualized routing systems. 
C. Lack of vulnerability management standards. 
D. Using a compromised VM to exploit a hypervisor, used to take control of other VMs. 
E. Instability in VM patch management causing VM routing errors. 
Answer: D 
 
96.Which concept is a mapping of an identity, including roles, personas, and attributes, to an 
authorization? 
A. Access control 
B. Federated Identity Management 
C. Authoritative source 
D. Entitlement 
E. Authentication 
Answer: D 
 
97.Which concept provides the abstraction needed for resource pools? 
A. Virtualization 
B. Applistructure 
C. Hypervisor 
D. Metastructure 
E. Orchestration 
Answer: A 
 
98.Network logs from cloud providers are typically flow records, not full packet captures. 
A. False 
B. True 
Answer: B 
 
99.Select the best definition of “compliance” from the options below. 
A. The development of a routine that covers all necessary security measures. 
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B. The diligent habits of good security practices and recording of the same. 
C. The timely and efficient filing of security reports. 
D. The awareness and adherence to obligations, including the assessment and prioritization of corrective 
actions deemed necessary and appropriate. 
E. The process of completing all forms and paperwork necessary to develop a defensible paper trail. 
Answer: D 
 
100.CCM: In the CCM tool, “Encryption and Key Management” is an example of which of the following? 
A. Risk Impact 
B. Domain 
C. Control Specification 
Answer: B 
 
101.In volume storage, what method is often used to support resiliency and security? 
A. proxy encryption 
B. data rights management 
C. hypervisor agents 
D. data dispersion 
E. random placement 
Answer: D 
 
102.What is true of security as it relates to cloud network infrastructure? 
A. You should apply cloud firewalls on a per-network basis. 
B. You should deploy your cloud firewalls identical to the existing firewalls. 
C. You should always open traffic between workloads in the same virtual subnet for better visibility. 
D. You should implement a default allow with cloud firewalls and then restrict as necessary. 
E. You should implement a default deny with cloud firewalls. 
Answer: E 
 
103.Which statement best describes the impact of Cloud Computing on business continuity 
management? 
A. A general lack of interoperability standards means that extra focus must be placed on the security 
aspects of migration between Cloud providers. 
B. The size of data sets hosted at a Cloud provider can present challenges if migration to another 
provider becomes necessary. 
C. Customers of SaaS providers in particular need to mitigate the risks of application lock-in. 
D. Clients need to do business continuity planning due diligence in case they suddenly need to switch 
providers. 
E. Geographic redundancy ensures that Cloud Providers provide highly available services. 
Answer: E 
 
104.What is known as a code execution environment running within an operating system that shares and 
uses the resources of the operating system? 
A. Platform-based Workload 
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B. Pod 
C. Abstraction 
D. Container 
E. Virtual machine 
Answer: D 
 
105.Which term is used to describe the use of tools to selectively degrade portions of the cloud to 
continuously test business continuity? 
A. Planned Outages 
B. Resiliency Planning 
C. Expected Engineering 
D. Chaos Engineering 
E. Organized Downtime 
Answer: D 
 
106.What is true of companies considering a cloud computing business relationship? 
A. The laws protecting customer data are based on the cloud provider and customer location only. 
B. The confidentiality agreements between companies using cloud computing services is limited legally 
to the company, not the provider. 
C. The companies using the cloud providers are the custodians of the data entrusted to them. 
D. The cloud computing companies are absolved of all data security and associated risks through 
contracts and data laws. 
E. The cloud computing companies own all customer data. 
Answer: C 
 
107.Dynamic Application Security Testing (DAST) might be limited or require pre-testing permission from 
the provider. 
A. False 
B. True 
Answer: B 
 
108.When deploying Security as a Service in a highly regulated industry or environment, what should 
both parties agree on in advance and include in the SLA? 
A. The metrics defining the service level required to achieve regulatory objectives. 
B. The duration of time that a security violation can occur before the client begins assessing regulatory 
fines. 
C. The cost per incident for security breaches of regulated information. 
D. The regulations that are pertinent to the contract and how to circumvent them. 
E. The type of security software which meets regulations and the number of licenses that will be needed. 
Answer: A 
 
109.Which cloud storage technology is basically a virtual hard drive for instanced or VMs? 
A. Volume storage 
B. Platform 
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C. Database 
D. Application 
E. Object storage 
Answer: A 
 
110.Which of the following items is NOT an example of Security as a Service (SecaaS)? 
A. Spam filtering 
B. Authentication 
C. Provisioning 
D. Web filtering 
E. Intrusion detection 
Answer: C 
 
111.How is encryption managed on multi-tenant storage? 
A. Single key for all data owners 
B. One key per data owner 
C. Multiple keys per data owner 
D. The answer could be A, B, or C depending on the provider 
E. C for data subject to the EU Data Protection Directive; B for all others 
Answer: B 
 
112.Which statement best describes why it is important to know how data is being accessed? 
A. The devices used to access data have different storage formats. 
B. The devices used to access data use a variety of operating systems and may have different programs 
installed on them. 
C. The device may affect data dispersion. 
D. The devices used to access data use a variety of applications or clients and may have different 
security characteristics. 
E. The devices used to access data may have different ownership characteristics. 
Answer: D 
 
113.What is resource pooling? 
A. The provider’s computing resources are pooled to serve multiple consumers. 
B. Internet-based CPUs are pooled to enable multi-threading. 
C. The dedicated computing resources of each client are pooled together in a colocation facility. 
D. Placing Internet (“cloud”) data centers near multiple sources of energy, such as hydroelectric dams. 
E. None of the above. 
Answer: A 
 
114.Your SLA with your cloud provider ensures continuity for all services. 
A. False 
B. True 
Answer: A 
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115.Which of the following is NOT normally a method for detecting and preventing data migration into the 
cloud? 
A. Intrusion Prevention System 
B. URL filters 
C. Data Loss Prevention 
D. Cloud Access and Security Brokers (CASB) 
E. Database Activity Monitoring 
Answer: A 
 
116.In which type of environment is it impractical to allow the customer to conduct their own audit, 
making it important that the data center operators are required to provide auditing for the customers? 
A. Multi-application, single tenant environments 
B. Long distance relationships 
C. Multi-tenant environments 
D. Distributed computing arrangements 
E. Single tenant environments 
Answer: C 
 
117.ENISA: Lock-in is ranked as a high risk in ENISA research, a key underlying vulnerability causing 
lock in is: 
A. Lack of completeness and transparency in terms of use 
B. Lack of information on jurisdictions 
C. No source escrow agreement 
D. Unclear asset ownership 
E. Audit or certification not available to customers 
Answer: A 
 
118.What is the best way to ensure that all data has been removed from a public cloud environment 
including all media such as back-up tapes? 
A. Allowing the cloud provider to manage your keys so that they have the ability to access and delete the 
data from the main and back-up storage. 
B. Maintaining customer managed key management and revoking or deleting keys from the key 
management system to prevent the data from being accessed again. 
C. Practice Integration of Duties (IOD) so that everyone is able to delete the encrypted data. 
D. Keep the keys stored on the client side so that they are secure and so that the users have the ability 
to delete their own data. 
E. Both B and D. 
Answer: B 
 
119.ENISA: A reason for risk concerns of a cloud provider being acquired is: 
A. Arbitrary contract termination by acquiring company 
B. Resource isolation may fail 
C. Provider may change physical location 
D. Mass layoffs may occur 
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E. Non-binding agreements put at risk 
Answer: E 
 
120.Which communication methods within a cloud environment must be exposed for partners or 
consumers to access database information using a web application? 
A. Software Development Kits (SDKs) 
B. Resource Description Framework (RDF) 
C. Extensible Markup Language (XML) 
D. Application Binary Interface (ABI) 
E. Application Programming Interface (API) 
Answer: E 
 
121.A cloud deployment of two or more unique clouds is known as: 
A. Infrastructures as a Service 
B. A Private Cloud 
C. A Community Cloud 
D. A Hybrid Cloud 
E. Jericho Cloud Cube Model 
Answer: C 
 
122.ENISA: Which is not one of the five key legal issues common across all scenarios: 
A. Data protection 
B. Professional negligence 
C. Globalization 
D. Intellectual property 
E. Outsourcing services and changes in control 
Answer: C 
 
123.ENISA: An example high risk role for malicious insiders within a Cloud Provider includes 
A. Sales 
B. Marketing 
C. Legal counsel 
D. Auditors 
E. Accounting 
Answer: D 
 
124.What are the primary security responsibilities of the cloud provider in the management 
infrastructure? 
A. Building and properly configuring a secure network infrastructure 
B. Configuring second factor authentication across the network 
C. Properly configuring the deployment of the virtual network, especially the firewalls 
D. Properly configuring the deployment of the virtual network, except the firewalls 
E. Providing as many API endpoints as possible for custom access and configurations 
Answer: D 
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125.What is true of a workload? 
A. It is a unit of processing that consumes memory 
B. It does not require a hardware stack 
C. It is always a virtual machine 
D. It is configured for specific, established tasks 
E. It must be containerized 
Answer: A 
 
126.ENISA: Which is a potential security benefit of cloud computing? 
A. More efficient and timely system updates 
B. ISO 27001 certification 
C. Provider can obfuscate system O/S and versions 
D. Greater compatibility with customer IT infrastructure 
E. Lock-In 
Answer: A 
 
127.The Software Defined Perimeter (SDP) includes which components? 
A. Client, Controller, and Gateway 
B. Client, Controller, Firewall, and Gateway 
C. Client, Firewall, and Gateway 
D. Controller, Firewall, and Gateway 
E. Client, Controller, and Firewall 
Answer: A 
 
128.Which cloud security model type provides generalized templates for helping implement cloud 
security? 
A. Conceptual models or frameworks 
B. Design patterns 
C. Controls models or frameworks 
D. Reference architectures 
E. Cloud Controls Matrix (CCM) 
Answer: D 
 
129.Select the statement below which best describes the relationship between identities and attributes 
A. Attributes belong to entities and identities belong to attributes. Each attribute can have multiple 
identities but only one entity. 
B. An attribute is a unique object within a database. Each attribute it has a number of identities which 
help define its parameters. 
C. An identity is a distinct and unique object within a particular namespace. Attributes are properties 
which belong to an identity. Each identity can have multiple attributes. 
D. Attributes are made unique by their identities. 
E. Identities are the network names given to servers. Attributes are the characteristics of each server. 
Answer: D 
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130.What is a potential concern of using Security-as-a-Service (SecaaS)? 
A. Lack of visibility 
B. Deployment flexibility 
C. Scaling and costs 
D. Intelligence sharing 
E. Insulation of clients 
Answer: A 
 
131.How should an SDLC be modified to address application security in a Cloud Computing 
environment? 
A. Integrated development environments 
B. Updated threat and trust models 
C. No modification is needed 
D. Just-in-time compilers 
E. Both B and C 
Answer: A 
 
132.Which governance domain focuses on proper and adequate incident detection, response, 
notification, and remediation? 
A. Data Security and Encryption 
B. Information Governance 
C. Incident Response, Notification and Remediation 
D. Compliance and Audit Management 
E. Infrastructure Security 
Answer: C 
 
133.Which opportunity helps reduce common application security issues? 
A. Elastic infrastructure 
B. Default deny 
C. Decreased use of micro-services 
D. Segregation by default 
E. Fewer serverless configurations 
Answer: A 
 
134.What is the most significant security difference between traditional infrastructure and cloud 
computing? 
A. Management plane 
B. Intrusion detection options 
C. Secondary authentication factors 
D. Network access points 
E. Mobile security configuration options 
Answer: A 
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135.A security failure at the root network of a cloud provider will not compromise the security of all 
customers because of multitenancy configuration. 
A. False 
B. True 
Answer: A 
 
136.When investigating an incident in an Infrastructure as a Service (IaaS) environment, what can the 
user investigate on their own? 
A. The CSP server facility 
B. The logs of all customers in a multi-tenant cloud 
C. The network components controlled by the CSP 
D. The CSP office spaces 
E. Their own virtual instances in the cloud 
Answer: E 
 
137.If in certain litigations and investigations, the actual cloud application or environment itself is relevant 
to resolving the dispute in the litigation or investigation, how is the information likely to be obtained? 
A. It may require a subpoena of the provider directly 
B. It would require a previous access agreement 
C. It would require an act of war 
D. It would require a previous contractual agreement to obtain the application or access to the 
environment 
E. It would never be obtained in this situation 
Answer: D 
 
138.The containment phase of the incident response lifecycle requires taking systems offline. 
A. False 
B. True 
Answer: B 
 
139.What are the primary security responsibilities of the cloud provider in compute virtualizations? 
A. Enforce isolation and maintain a secure virtualization infrastructure 
B. Monitor and log workloads and configure the security settings 
C. Enforce isolation and configure the security settings 
D. Maintain a secure virtualization infrastructure and configure the security settings 
E. Enforce isolation and monitor and log workloads 
Answer: A 
 
140.What should every cloud customer set up with its cloud service provider (CSP) that can be utilized in 
the event of an incident? 
A. A data destruction plan 
B. A communication plan 
C. A back-up website 
D. A spill remediation kit 
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E. A rainy day fund 
Answer: B 
 
141.Audits should be robustly designed to reflect best practice, appropriate resources, and tested 
protocols and standards. 
They should also use what type of auditors? 
A. Auditors working in the interest of the cloud customer 
B. Independent auditors 
C. Certified by CSA 
D. Auditors working in the interest of the cloud provider 
E. None of the above 
Answer: B 
 
142.Which of the following statements is true in regards to Data Loss Prevention (DLP)? 
A. DLP can provide options for quickly deleting all of the data stored in a cloud environment. 
B. DLP can classify all data in a storage repository. 
C. DLP never provides options for how data found in violation of a policy can be handled. 
D. DLP can provide options for where data is stored. 
E. DLP can provide options for how data found in violation of a policy can be handled. 
Answer: E 
 
143.CCM: The Architectural Relevance column in the CCM indicates the applicability of the cloud 
security control to which of the following elements? 
A. Service Provider or Tenant/Consumer 
B. Physical, Network, Compute, Storage, Application or Data 
C. SaaS, PaaS or IaaS 
Answer: C 
 
144.For third-party audits or attestations, what is critical for providers to publish and customers to 
evaluate? 
A. Scope of the assessment and the exact included features and services for the assessment 
B. Provider infrastructure information including maintenance windows and contracts 
C. Network or architecture diagrams including all end point security devices in use 
D. Service-level agreements between all parties 
E. Full API access to all required services 
Answer: C 
 
145.When mapping functions to lifecycle phases, which functions are required to successfully process 
data? 
A. Create, Store, Use, and Share 
B. Create and Store 
C. Create and Use 
D. Create, Store, and Use 
E. Create, Use, Store, and Delete 
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Answer: A 
 
146.When designing an encryption system, you should start with a threat model. 
A. False 
B. True 
Answer: B 
 
147.Which of the following is one of the five essential characteristics of cloud computing as defined by 
NIST? 
A. Multi-tenancy 
B. Nation-state boundaries 
C. Measured service 
D. Unlimited bandwidth 
E. Hybrid clouds 
Answer: C 
 
148.What type of information is contained in the Cloud Security Alliance's Cloud Control Matrix? 
A. Network traffic rules for cloud environments 
B. A number of requirements to be implemented, based upon numerous standards and regulatory 
requirements 
C. Federal legal business requirements for all cloud operators 
D. A list of cloud configurations including traffic logic and efficient routes 
E. The command and control management hierarchy of typical cloud company 
Answer: B 
 
149.Vulnerability assessments cannot be easily integrated into CI/CD pipelines because of provider 
restrictions. 
A. False 
B. True 
Answer: A 
 
150.How can key management be leveraged to prevent cloud providers from inappropriately accessing 
customer data? 
A. Use strong multi-factor authentication 
B. Secure backup processes for key management systems 
C. Segregate keys from the provider hosting data 
D. Stipulate encryption in contract language 
E. Select cloud providers within the same country as customer 
Answer: C 
 
151.CCM: A company wants to use the IaaS offering of some CSP. 
Which of the following options for using CCM is NOT suitable for the company as a cloud customer? 
A. Submit the CCM on behalf of the CSP to CSA Security, Trust & Assurance Registry (STAR), a free, 
publicly accessible registry that documents the security controls provided by CSPs 
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B. Use CCM to build a detailed list of requirements and controls that they want their CSP to implement 
C. Use CCM to help assess the risk associated with the CSP 
D. None of the above 
Answer: D 
 
152.If the management plane has been breached, you should confirm the templates/configurations for 
your infrastructure or applications have not also been compromised. 
A. False 
B. True 
Answer: A 
 
153.CCM: A hypothetical start-up company called "ABC" provides a cloud based IT management 
solution. They are growing rapidly and therefore need to put controls in place in order to manage any 
changes in their production environment. 
Which of the following Change Control & Configuration Management production environment specific 
control should they implement in this scenario? 
A. Policies and procedures shall be established for managing the risks associated with applying changes 
to business-critical or customer (tenant)-impacting (physical and virtual) applications and system-system 
interface (API) designs and configurations, infrastructure network and systems components. 
B. Policies and procedures shall be established, and supporting business processes and technical 
measures implemented, to restrict the installation of unauthorized software on organizationally-owned 
ormanaged user end-point devices (e.g. issued workstations, laptops, and mobile devices) and IT 
infrastructure network and systems components. 
C. All cloud-based services used by the company's mobile devices or BYOD shall be pre-approved for 
usage and the storage of company business data. 
D. None of the above 
Answer: A 
 
154.Containers are highly portable code execution environments. 
A. False 
B. True 
Answer: B 
 
155.Which statement best describes the Data Security Lifecycle? 
A. The Data Security Lifecycle has six stages, is strictly linear, and never varies. 
B. The Data Security Lifecycle has six stages, can be non-linear, and varies in that some data may never 
pass through all stages. 
C. The Data Security Lifecycle has five stages, is circular, and varies in that some data may never pass 
through all stages. 
D. The Data Security Lifecycle has six stages, can be non-linear, and is distinct in that data must always 
pass through all phases. 
E. The Data Security Lifecycle has five stages, can be non-linear, and is distinct in that data must always 
pass through all phases. 
Answer: B 
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156.Which of the following encryption methods would be utilized when object storage is used as the 
back-end for an application? 
A. Database encryption 
B. Media encryption 
C. Asymmetric encryption 
D. Object encryption 
E. Client/application encryption 
Answer: E 
 
157.In the Software-as-a-service relationship, who is responsible for the majority of the security? 
A. Application Consumer 
B. Database Manager 
C. Application Developer 
D. Cloud Provider 
E. Web Application CISO 
Answer: D 
 
158.What method can be utilized along with data fragmentation to enhance security? 
A. Encryption 
B. Organization 
C. Knowledge management 
D. IDS 
E. Insulation 
Answer: E 
 
159.Which of the following statements best defines the "authorization" as a component of identity, 
entitlement, and access management? 
A. The process of specifying and maintaining access policies 
B. Checking data storage to make sure it meets compliance requirements 
C. Giving a third party vendor permission to work on your cloud solution 
D. Establishing/asserting the identity to the application 
E. Enforcing the rules by which access is granted to the resources 
Answer: D 
 
160.How can web security as a service be deployed for a cloud consumer? 
A. By proxying or redirecting web traffic to the cloud provider 
B. By utilizing a partitioned network drive 
C. On the premise through a software or appliance installation 
D. Both A and C 
E. None of the above 
Answer: A 
 
161.When configured properly, logs can track every code, infrastructure, and configuration change and 
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connect it back to the submitter and approver, including the test results. 
A. False 
B. True 
Answer: B 
 
162.What of the following is NOT an essential characteristic of cloud computing? 
A. Broad Network Access 
B. Measured Service 
C. Third Party Service 
D. Rapid Elasticity 
E. Resource Pooling 
Answer: C 
 
163.Without virtualization, there is no cloud. 
A. False 
B. True 
Answer: B 
 
164.All assets require the same continuity in the cloud. 
A. False 
B. True 
Answer: A 
 
165.Which type of application security testing tests running applications and includes tests such as web 
vulnerability testing and fuzzing? 
A. Code Review 
B. Static Application Security Testing (SAST) 
C. Unit Testing 
D. Functional Testing 
E. Dynamic Application Security Testing (DAST) 
Answer: E 
 
166.CCM: The Cloud Service Delivery Model Applicability column in the CCM indicates the applicability 
of the cloud security control to which of the following elements? 
A. Mappings to well-known standards and frameworks 
B. Service Provider or Tenant/Consumer 
C. Physical, Network, Compute, Storage, Application or Data 
D. SaaS, PaaS or IaaS 
Answer: D 
 
167.Any given processor and memory will nearly always be running multiple workloads, often from 
different tenants. 
A. False 
B. True 
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Answer: B 
 
168.In which deployment model should the governance strategy consider the minimum common set of 
controls comprised of the Cloud Service Provider contract and the organization's internal governance 
agreements? 
A. Public 
B. PaaS 
C. Private 
D. IaaS 
E. Hybrid 
Answer: E 
 
169.What is known as the interface used to connect with the metastructure and configure the cloud 
environment? 
A. Administrative access 
B. Management plane 
C. Identity and Access Management 
D. Single sign-on 
E. Cloud dashboard 
Answer: B 
 
170.What does it mean if the system or environment is built automatically from a template? 
A. Nothing. 
B. It depends on how the automation is configured. 
C. Changes made in production are overwritten by the next code or template change. 
D. Changes made in test are overwritten by the next code or template change. 
E. Changes made in production are untouched by the next code or template change. 
Answer: D 
 
171.CCM: Cloud Controls Matrix (CCM) is a completely independent cloud assessment toolkit that does 
not map any existing standards. 
A. True 
B. False 
Answer: B 
 
172.Which of the following statements best describes an identity federation? 
A. A library of data definitions 
B. A group of entities which have decided to exist together in a singlecloud 
C. Identities which share similar attributes 
D. Several countries which have agreed to define their identities withsimilar attributes 
E. The connection of one identity repository to another 
Answer: E 
 
173.What is a core tenant of risk management? 
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A. The provider is accountable for all risk management. 
B. You can manage, transfer, accept, or avoid risks. 
C. The consumers are completely responsible for all risk. 
D. If there is still residual risk after assessments and controls are inplace, you must accept the risk. 
E. Risk insurance covers all financial losses, including loss ofcustomers. 
Answer: B 
 
174.What can be implemented to help with account granularity and limit blast radius with laaS an PaaS? 
A. Configuring secondary authentication 
B. Establishing multiple accounts 
C. Maintaining tight control of the primary account holder credentials 
D. Implementing least privilege accounts 
E. Configuring role-based authentication 
Answer: B 
 
175.What are the encryption options available for SaaS consumers? 
A. Any encryption option that is available for volume storage, object storage, or PaaS 
B. Provider-managed and (sometimes) proxy encryption 
C. Client/application and file/folder encryption 
D. Object encryption Volume storage encryption 
Answer: B 
 
176.In the cloud provider and consumer relationship, which entity manages the virtual or abstracted 
infrastructure? 
A. Only the cloud consumer 
B. Only the cloud provider 
C. Both the cloud provider and consumer 
D. It is determined in the agreement between the entities 
E. It is outsourced as per the entity agreement 
Answer: C 
 
177.Which term describes any situation where the cloud consumer does not manage any of the 
underlying hardware or virtual machines? 
A. Serverless computing 
B. Virtual machineless 
C. Abstraction 
D. Container 
E. Provider managed 
Answer: A 
 
178.Which practice best helps mitigate security risks by minimizing root/core access and restricting 
deployment creation? 
A. Enforcing the principle of trust and eventually verily on demand' 
B. Disabling multi-factor authentication for staff and focusing on decision makers' accounts 
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C. Deploying applications with full access and applying restrictions based on the need to object 
D. Enforcing the principle of least privilege 
Answer: D 
Explanation: 
Enforcing the principle of least privilege is the practice of granting users and systems the minimum level 
of access necessary to perform their tasks. By limiting root or core access and restricting the creation of 
deployments to only those who absolutely need it, the risk of unauthorized access, misuse, or damage is 
minimized. This helps ensure that critical systems and sensitive data are protected by reducing the 
number of people or services with high-level access. 
Trust and verify on demand is not a standard security practice and could create security gaps. Disabling 
multi-factor authentication is a poor security practice, as multi-factor authentication (MFA) enhances 
security by adding an additional layer of verification. Deploying applications with full access) contradicts 
the principle of least privilege and could expose the system to unnecessary risks. 
 
179.What is one primary operational challenge associated with using cloud-agnostic container 
strategies? 
A. Limiting deployment to a single cloud service 
B. Establishing identity and access management protocols 
C. Reducing the amount of cloud storage used 
D. Management plane compatibility and consistent controls 
Answer: D 
Explanation: 
One of the primary operational challenges associated with using cloud-agnostic container strategies is 
ensuring management plane compatibility and consistent controls across multiple cloud environments. 
Cloud-agnostic strategies aim to make containers portable between different cloud providers. However, 
each cloud provider has its own management tools, APIs, and security controls, which can lead to 
complexities in maintaining consistent policies, monitoring, and management practices across different 
cloud environments. 
Limiting deployment to a single cloud service is contrary to the goal of a cloud-agnostic strategy, which 
seeks to avoid reliance on a single cloud provider. Establishing identity and access management 
protocols is important but not unique to cloud-agnostic strategies; IAM challenges exist regardless of 
cloud approach. Reducing the amount of cloud storage used is a general optimization concern, not 
specifically related to cloud-agnostic containers. 
 
180.How can the use of third-party libraries introduce supply chain risks in software development? 
A. They are usually open source and do not require vetting 
B. They might contain vulnerabilities that can be exploited 
C. They fail to integrate properly with existing continuous integration pipelines 
D. They might increase the overall complexity of the codebase 
Answer: B 
Explanation: 
The use of third-party libraries in software development can introduce supply chain risks because these 
libraries might contain vulnerabilities that can be exploited. Since third-party libraries often come from 
external sources, they might not be thoroughly vetted or maintained with the same level of scrutiny as in-
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house code. Vulnerabilities in these libraries can lead to security breaches, data leaks, or other forms of 
exploitation if not properly managed and updated. 
Although many third-party libraries are open-source, they still require proper vetting for security and 
compatibility. Integration issues, while a concern, are not directly related to the supply chain risks posed 
by vulnerabilities. While increased complexity is a challenge, it does not directly relate to security risks or 
supply chain concerns. 
 
181.What are the essential characteristics of cloud computing as defined by the NIST model? 
A. Resource sharing, automated recovery, universal connectivity, distributed costs, fair pricing 
B. High availability, geographical distribution, scaled tenancy, continuous resourcing, market pricing 
C. On-demand self-service, broad network access, resource pooling, rapid elasticity, measured service 
D. Equal access to dedicated hosting, isolated networks, scalability resources, and automated 
continuous provisioning 
Answer: C 
Explanation: 
The NIST (National Institute of Standards and Technology) defines the essential characteristics of cloud 
computing as: 
On-demand self-service: Users can provision and manage computing resources automatically without 
requiring human intervention from the service provider. 
Broad network access: Cloud services are accessible over the network through standard mechanisms, 
enabling access from various devices and locations. 
Resource pooling: Cloud providers pool computing resources to serve multiple consumers, with 
resources dynamically assigned and reassigned according to demand. 
Rapid elasticity: Cloud resources can be rapidly scaled up or down to meet varying demand. 
Measured service: Cloud services are metered, and customers pay based on their usage, which allows 
for cost efficiency. 
These characteristics define how cloud computing services are provided and accessed, focusing on 
flexibility, scalability, and efficiency. 
 
182.When comparing different Cloud Service Providers (CSPs), what should a cybersecurity 
professional be mindful of regarding their organizational structures? 
A. All CSPs use the same organizational structure and terminology 
B. Different CSPs may have similar structures but use varying terminology 
C. CSPs have vastly different organizational structures and identical terminology 
D. Terminology difference in CSPs does not affect cybersecurity practices. 
Answer: B 
Explanation: 
When comparing different Cloud Service Providers (CSPs), it is important to recognize that while they 
may have similar organizational structures — such as divisions for security, compliance, and support — 
they often use varying terminology to describe their services, roles, and responsibilities. Understanding 
these differences is crucial for cybersecurity professionals to ensure proper alignment of security 
practices, controls, and policies across different cloud platforms. 
CSPs typically have variations in organizational structure and terminology. While the structure can vary, it 
is not usually "vastly" different in terms of core functions. Differences in terminology can have 
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implications for understanding security roles, policies, and practices, affecting how cybersecurity tasks 
are performed. 
 
183.What type of logs record interactions with specific services in a system? 
A. (Service and Application Logs 
B. Security Logs 
C. Network Logs 
D. Debug Logs 
Answer: A 
Explanation: 
Service and Application Logs record interactions with specific services within a system. These logs track 
how users and systems interact with various applications and services, such as API calls, service 
requests, and responses. They are essential for monitoring service performance, troubleshooting issues, 
and auditing service usage. 
Security Logs primarily focus on security-related events, such as unauthorized access attempts or 
security breaches. Network Logs capture network traffic data and information about the movement of 
data across a network. Debug Logs are typically used for debugging purposes and may include detailed 
technical information, but they do not specifically track service interactions like service and application 
logs do. 
 
184.Why is identity management at the organization level considered a key aspect in cybersecurity? 
A. It replaces the need to enforce the principles of the need to know 
B. It ensures only authorized users have access to resources 
C. It automates and streamlines security processes in the organization 
D. It reduces the need for regular security training and auditing, and frees up cybersecurity budget 
Answer: B 
Explanation: 
Identity management at the organizational level is a key aspect of cybersecurity because it ensures that 
only authorized users can access specific resources, systems, or data. By controlling and managing user 
identities, roles, and permissions, identity management helps enforce security policies, preventing 
unauthorized access and potential breaches. This is a fundamental practice in maintaining confidentiality, 
integrity, and availability within an organization. 
 
185.Which of the following cloud essential characteristics refers to the capability of the service to scale 
resources up or down quickly and efficiently based on demand? 
A. On-Demand Self-Service 
B. Broad Network Access 
C. Resource Pooling 
D. Rapid Elasticity 
Answer: D 
Explanation: 
Rapid Elasticity refers to the capability of cloud services to scale resources up or down quickly and 
efficiently in response to varying demand. This characteristic allows cloud environments to dynamically 
adjust resource allocation (such as computing power, storage, or bandwidth) to meet the needs of users, 
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ensuring that resources are available when required and minimizing waste when demand decreases. 
This ability is a key advantage of cloud computing, providing flexibility and cost efficiency for businesses. 
 
186.Which technique is most effective for preserving digital evidence in a cloud environment? 
A. Analyzing management plane logs 
B. Regularly backing up data 
C. Isolating the compromised system 
D. Taking snapshots of virtual machines 
Answer: D 
Explanation: 
Taking snapshots of virtual machines (VMs) is one of the most effective techniques for preserving digital 
evidence in a cloud environment. Snapshots capture the entire state of a VM, including its memory, 
configuration, and disk contents at a particular point in time. This allows investigators to preserve 
evidence as it was at the moment of the incident, enabling detailed analysis without altering the original 
state of the system. 
While isolating the compromised system is important to prevent further damage, snapshots are more 
directly useful for preserving evidence. Backing up data and analyzing management plane logs 
are also valuable for incident response, but they don't capture the complete state of a compromised 
system as effectively as snapshots do. 
 
187.Which cloud service model requires the customer to manage the operating system and 
applications? 
A. Platform as a Service (PaaS) 
B. Network as a Service (NaaS) 
C. Infrastructure as a Service (laaS) 
D. Software as a Service (SaaS) 
Answer: C 
Explanation: 
In the Infrastructure as a Service (IaaS) model, the cloud provider delivers the basic infrastructure 
components such as virtual machines, storage, and networking resources. However, the customer is 
responsible for managing the operating system, applications, and any software configurations that run on 
the infrastructure. This gives the customer more control over the environment while still benefiting from 
the cloud provider's hardware and scalability. 
The provider manages the operating system, runtime, and infrastructure, and the customer is only 
responsible for managing the applications. NaaS focuses on network services, not the management of 
operating systems and applications. The provider manages everything, including the operating system 
and applications, and the customer simply uses the software. 
 
188.In preparing for cloud incident response, why is updating forensics tools for virtual machines (VMs) 
and containers critical? 
A. To comply with cloud service level agreements (SLAs) 
B. To streamline communication with cloud service providers and customers 
C. To ensure compatibility with cloud environments for effective incident analysis 
D. To increase the speed of incident response team deployments 
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Answer: C 
Explanation: 
Updating forensics tools for virtual machines (VMs) and containers is critical because cloud 
environments can differ significantly from traditional on-premises environments. As cloud technologies 
evolve, it is important to ensure that forensic tools are compatible with the latest cloud infrastructure, 
such as VMs, containers, and serverless architectures. This ensures that the tools can effectively collect, 
analyze, and preserve evidence in the event of a security incident, allowing for accurate and efficient 
incident analysis. 
Complying with cloud service level agreements (SLAs)) is not the primary reason for updating forensics 
tools, although some SLAs may require certain levels of incident response capabilities. Streamlining 
communication with cloud service providers and customers) is important, but the primary concern is the 
ability to analyze incidents, not just communication. Increasing the speed of incident response team 
deployments) is a consideration, but ensuring the tools are up to date and compatible is the main priority 
for effective incident analysis. 
 
189.What is the primary function of Privileged Identity Management (PIM) and Privileged Access 
Management (PAM)? 
A. Encrypt data transmitted over the network 
B. Manage the risk of elevated permissions 
C. Monitor network traffic and detect intrusions 
D. Ensure system uptime and reliability 
Answer: B 
Explanation: 
The primary function of Privileged Identity Management (PIM) and Privileged Access Management 
(PAM) is to manage the risk of elevated permissions. These systems are designed to control and monitor 
access to sensitive resources and actions by users with elevated or privileged access rights, such as 
administrators. By managing these privileged accounts and ensuring they are granted only when 
necessary, for the least amount of time, and with appropriate oversight, organizations reduce 
the risk of misuse or abuse of these powerful permissions. 
This helps protect critical systems and sensitive data from being compromised by unauthorized access, 
which is especially important for maintaining the security of IT environments. 
 
190.Which technique involves assessing potential threats through analyzing attacker capabilities, 
motivations, and potential targets? 
A. Threat modeling 
B. Vulnerability assessment 
C. Incident response 
D. Risk assessment 
Answer: A 
Explanation: 
Threat modeling is the technique used to assess potential threats by analyzing attacker capabilities, 
motivations, and potential targets. It involves identifying, understanding, and prioritizing potential security 
threats in the context of a system or application. By considering the attackers' possible objectives and 
methods, organizations can design security controls to mitigate these risks proactively. 
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Vulnerability assessment focuses on identifying and evaluating vulnerabilities in a system, but it does not 
explicitly analyze attacker behavior or motivations. Incident response involves responding to security 
incidents after they occur, not proactively assessing potential threats. Risk assessment involves 
evaluating potential risks to an organization, but threat modeling specifically focuses on understanding 
and mitigating potential threats, making it a more targeted technique for this purpose. 
 
191.What key characteristic differentiates cloud networks from traditional networks? 
A. Cloud networks are software-defined networks (SDNs) 
B. Cloud networks rely on dedicated hardware appliances 
C. Cloud networks are less scalable than traditional networks 
D. Cloud networks have the same architecture as traditional networks 
Answer: A 
Explanation: 
The key characteristic that differentiates cloud networks from traditional networks is that cloud networks 
are often software-defined networks (SDNs). This means that network management, configuration, and 
provisioning in the cloud are handled through software, rather than relying on traditional hardware-based 
network components. SDNs allow for greater flexibility, scalability, and automation, enabling cloud 
providers to dynamically adjust resources to meet changing demands. 
 
192.What is a common characteristic of default encryption provided by cloud providers for data at rest? 
A. It is not available without an additional premium service 
B. It always requires the customer's own encryption keys 
C. It uses the cloud provider's keys, often at no additional cost 
D. It does not support encryption for data at rest 
Answer: C 
Explanation: 
Many cloud providers offer default encryption for data at rest, which is typically enabled automatically for 
data stored within the cloud. In these cases, the encryption is often done using the cloud provider's keys 
as part of the provider’s security infrastructure, and it is usually provided at no additional cost to the 
customer. This ensures that data is protected while at rest, reducing the risk of unauthorized access. 
 
193.Why is it essential to include key metrics and periodic reassessment in cybersecurity governance? 
A. To meet legal requirements and avoid fines 
B. To ensure effective and continuous improvement of security measures 
C. To document all cybersecurity incidents and monitor them overtime 
D. To reduce the number of security incidents to zero 
Answer: B 
Explanation: 
Including key metrics and periodic reassessment in cybersecurity governance is essential for ensuring 
the effective and continuous improvement of security measures. Metrics provide a way to assess the 
current state of security, identify gaps, and measure progress over time. Periodic reassessment allows 
organizations to adapt to emerging threats and vulnerabilities, ensuring that security controls remain 
relevant and effective as the threat landscape evolves. 
While meeting legal requirements is important, the primary reason for metrics and reassessment is 



The safer , easier way to help you pass any IT exams. 

46 / 110 

continuous improvement, not just legal compliance. Documenting cybersecurity incidents is important, 
but the main focus of key metrics and reassessment is improving and adapting security strategies. Zero 
security incidents is not feasible; the goal is to reduce incidents and manage risk, not to eliminate all 
incidents entirely. 
 
194.What is a primary objective of cloud governance in an organization? 
A. Implementing multi-tenancy and resource pooling. 
B. To align cloud usage with corporate objectives 
C. Simplifying scalability and automating resource management 
D. Enhancing user experience and reducing latency 
Answer: B 
Explanation: 
The primary objective of cloud governance in an organization is to align cloud usage with corporate 
objectives. Cloud governance ensures that the cloud resources, services, and strategies are used 
effectively and efficiently, supporting the organization’s overall goals and priorities. It involves 
establishing policies, compliance measures, and management practices to ensure that cloud adoption 
and usage are aligned with business needs, security requirements, and regulatory obligations. 
Implementing multi-tenancy and resource pooling is important for cloud infrastructure but is more related 
to the underlying technology rather than governance. Simplifying scalability and automating resource 
management are benefits of cloud environments, but they are more about cloud architecture and 
operations than governance. Enhancing user experience and reducing latency are concerns of 
performance optimization and user interface design, not the primary focus of cloud governance. 
 
195.Which practice minimizes human error in long-running cloud workloads’ security management? 
A. Increasing manual security audits frequency 
B. Converting all workloads to ephemeral 
C. Restricting access to workload configurations 
D. Implementing automated security and compliance checks 
Answer: D 
Explanation: 
Automating security and compliance checks helps minimize human error in long-running cloud 
workloads by continuously monitoring for security vulnerabilities, misconfigurations, or compliance issues 
without relying on manual intervention. This approach ensures consistent, repeatable security processes 
and can quickly identify and address potential risks, reducing the chances of oversight or mistakes that 
might occur with manual management. 
Manual audits and restrictions can help but do not fully address the continuous nature of cloud workload 
security, which is why automation is critical for minimizing errors in long-running workloads. 
 
196.What is a primary benefit of implementing micro-segmentation within a Zero Trust Architecture? 
A. Simplifies network design and maintenance 
B. Enhances security by isolating workloads from each other 
C. Increases the overall performance of network traffic 
D. Reduces the need for encryption across the network 
Answer: B 
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Explanation: 
The primary benefit of implementing micro-segmentation within a Zero Trust Architecture is that it 
enhances security by isolating workloads from each other. Micro-segmentation involves dividing the 
network into smaller, isolated segments, so that even if an attacker gains access to one part of the 
network, they cannot easily move laterally to other parts. This is crucial in a Zero Trust model, which 
assumes that threats may exist both inside and outside the network, and security is enforced at a 
granular level for each workload. 
Simplifying network design is not a benefit of micro-segmentation; in fact, it can add complexity due to 
the increased number of network segments. Increased network performance is not a primary outcome of 
micro-segmentation, which may introduce overhead. Reducing the need for encryption is incorrect 
because micro-segmentation doesn't eliminate the need for encryption; it works alongside encryption to 
provide better security. 
 
197.What is one of the primary advantages of including Static Application Security Testing (SAST) in 
Continuous Integration (CI) pipelines? 
A. Identifies code vulnerabilities early in the development 
B. Increases the speed of deployment to production 
C. Improves runtime performance of the application 
D. Enhances the user interface of the application 
Answer: A 
Explanation: 
One of the primary advantages of including Static Application Security Testing (SAST) in Continuous 
Integration (CI) pipelines is that it allows developers to identify code vulnerabilities early in the 
development process. By scanning the source code for potential security issues as it is being written and 
integrated into the pipeline, SAST helps to catch vulnerabilities before they make it to later stages of 
development or production, improving overall security and reducing the cost and effort of fixing issues 
later. 
While SAST does not directly impact the speed of deployment, runtime performance, or user interface, 
its early identification of security flaws contributes to better code quality and a more secure application. 
 
198.What is a key component of governance in the context of cybersecurity? 
A. Defining roles and responsibilities 
B. Standardizing technical specifications for security control 
C. Defining tools and technologies 
D. Enforcement of the Penetration Testing procedure 
Answer: A 
Explanation: 
A key component of governance in cybersecurity is defining roles and responsibilities. Governance 
ensures that the right people within an organization are assigned specific duties related to security and 
that they are held accountable for those responsibilities. This helps establish clear lines of authority and 
accountability, ensuring that everyone knows what they are responsible for in terms of security practices, 
policies, and procedures. 
While standardizing technical specifications, defining tools and technologies, and enforcing penetration 
testing are important elements of a cybersecurity strategy, defining roles and responsibilities is essential 
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for overall governance to ensure that security practices are consistently followed. 
 
199.Which aspect of a Cloud Service Provider's (CSPs) infrastructure security involves protecting the 
interfaces used to manage configurations and resources? 
A. Management plane 
B. Virtualization layers 
C. Physical components 
D. PaaS/SaaS services 
Answer: A 
Explanation: 
The management plane refers to the interfaces used to manage configurations and resources in a cloud 
environment. It is responsible forhandling administrative tasks, such as provisioning, configuration 
management, and monitoring of resources. Protecting the management plane is crucial because it is 
where sensitive configurations and access control policies are set, which can potentially be exploited if 
not properly secured. 
Securing the management plane involves ensuring that only authorized users and systems can make 
changes to the cloud infrastructure and resources, protecting these interfaces from unauthorized access 
or malicious activity. 
 
200.Which of the following best describes the Identity Provider (IdP) and its role in managing access to 
deployments? 
A. The IdP is used for authentication purposes and does not play a role in managing access to 
deployments. 
B. The IdP manages user, group, and role mappings for access to deployments across cloud providers. 
C. The IdP solely manages access within a deployment and resides within the deployment 
infrastructure. 
D. The IdP is responsible for creating deployments and setting up access policies within a single cloud 
provider. 
Answer: B 
Explanation: 
An Identity Provider (IdP) is responsible for authentication and authorization, particularly by managing 
user identities and their roles across various systems and services. In a cloud environment, the IdP 
facilitates the management of user, group, and role mappings that determine which users have access to 
which resources, including deployments across different cloud providers. The IdP acts as the central 
authority for managing identities and ensuring that users are granted appropriate access based on their 
roles and credentials. 
 
201.In a cloud context, what does entitlement refer to in relation to a user's permissions? 
A. The authentication methods a user is required to use when accessing the cloud environment. 
B. The level of technical support a user is entitled to from the cloud service provider. 
C. The resources or services a user is granted permission to access in the cloud environment. 
D. The ability for a user to grant access permissions to other users in the cloud environment. 
Answer: C 
Explanation: 
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In a cloud context, entitlement refers to the specific resources or services a user is granted permission to 
access based on their roles or permissions. This includes access to applications, data, or cloud services, 
and is typically managed through Identity and Access Management (IAM) systems, which define what 
users can do and what they can access within the cloud environment. 
 
202.In the context of FaaS, what is primarily defined in addition to functions? 
A. Data storage 
B. Network configurations 
C. User permissions 
D. Trigger events 
Answer: D 
Explanation: 
In the context of Function as a Service (FaaS), trigger events are primarily defined in addition to the 
functions themselves. FaaS allows you to run individual functions in response to events, such as HTTP 
requests, file uploads, database changes, or messages in a queue. These trigger events initiate the 
execution of the serverless function, making them a core part of FaaS architecture. 
Data storage is not directly defined by FaaS, as storage is typically managed separately (e.g., cloud 
storage or databases). Network configurations are not the main focus of FaaS, since cloud providers 
manage the underlying network infrastructure. User permissions may be relevant but are typically 
handled through identity and access management (IAM), not directly tied to the definition of a FaaS 
function. 
 
203.In a cloud computing incident, what should be the initial focus of analysis due to the ephemeral 
nature of resources and centralized control mechanisms? 
A. Management plane activity logs 
B. Network perimeter monitoring 
C. Endpoint protection status 
D. Physical hardware access 
Answer: A 
Explanation: 
In a cloud computing incident, the initial focus of analysis should be on the management plane 
activity logs due to the ephemeral nature of resources and centralized control mechanisms in cloud 
environments. The management plane controls and monitors the overall cloud infrastructure, and its 
activity logs provide crucial information about changes to configurations, access controls, resource 
provisioning, and administrative actions that can help identify the root cause of an incident. 
Network perimeter monitoring and endpoint protection status are also important, but in cloud 
environments where resources can be rapidly provisioned and decommissioned, the management plane 
logs provide the most immediate insight into administrative actions and the overall state of the cloud 
environment. 
Physical hardware access is generally the responsibility of the cloud provider and less relevant in the 
initial stages of a cloud incident analysis, especially when focusing on virtualized and managed 
resources. 
 
204.Which Cloud Service Provider (CSP) security measure is primarily used to filter and monitor HTTP 
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requests to protect against SQL injection and XSS attacks? 
A. CSP firewall 
B. Virtual Appliance 
C. Web Application Firewall 
D. Intrusion Detection System 
Answer: C 
Explanation: 
A Web Application Firewall (WAF) is primarily used to filter and monitor HTTP requests to protect web 
applications from various types of attacks, including SQL injection and cross-site scripting (XSS). WAFs 
work by analyzing incoming traffic and blocking malicious requests based on predefined rules or 
patterns, thus preventing attackers from exploiting vulnerabilities in web applications. 
CSP firewall is more focused on general network security, not specifically on application layer attacks like 
SQL injection or XSS. Virtual Appliance refers to a virtualized instance of a security appliance, but it is 
not specifically designedfor protecting against SQL injection and XSS attacks like a WAF. Intrusion 
Detection System (IDS) is used for detecting suspicious network activity and potential intrusions, but it is 
not focused on filtering web application traffic like a WAF. 
 
205.In the context of cloud workload security, which feature directly contributes to enhanced 
performance and resource utilization without incurring excess costs? 
A. Fixed resource allocations 
B. Unlimited data storage capacity 
C. Increased on-premise hardware 
D. Elasticity of cloud resources 
Answer: D 
Explanation: 
Elasticity of cloud resources is a key feature that directly contributes to enhanced performance and 
resource utilization while avoiding excess costs. Cloud elasticity allows resources (such as compute 
power, storage, and network bandwidth) to automatically scale up or down based on demand. This 
ensures that organizations are only using the resources they need at any given time, optimizing both 
performance and cost-efficiency. 
Fixed resource allocations do not provide the flexibility needed to optimize resource utilization and can 
lead to either over-provisioning (wasting resources) or under-provisioning (affecting performance). 
Unlimited data storage capacity is not typical in all cloud environments and does not directly impact 
resource optimization or performance. Increased on-premise hardware is unrelated to cloud workload 
security, as it refers to traditional, non-cloud infrastructure. 
 
206.Why is consulting with stakeholders important for ensuring cloud security strategy alignment? 
A. IT simplifies the cloud platform selection process 
B. It reduces the overall cost of cloud services. 
C. It ensures that the strategy meets diverse business requirements. 
D. It ensures compliance with technical standards only. 
Answer: C 
Explanation: 
Consulting with stakeholders is crucial for ensuring that the cloud security strategy aligns with the overall 
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business objectives and needs. Stakeholders — such as business leaders, IT teams, legal, and 
compliance officers — bring unique perspectives on what the cloud strategy needs to accomplish, from 
security to compliance, scalability, and performance. By involving stakeholders, organizations can ensure 
that the security strategy supports business goals, addresses various concerns, and is comprehensive. 
Simplifying the cloud platform selection process is a potential benefit but not the primary reason for 
consulting stakeholders. Selecting the right cloud platform is part of the broader strategy. Reducing the 
overall cost of cloud services is not necessarily the outcome of involving stakeholders, although cost 
considerations may be part of the discussion. Ensuring compliance with technical standards only is too 
narrow; stakeholders help ensure compliance with both technical and business requirements. 
 
207.Why is governance crucial in balancing the speed of adoption with risk control in cybersecurity 
initiatives? 
A. Only involves senior management in decision-making 
B. Speeds up project execution irrespective of and focuses on systemic risk 
C. Ensures adequate risk management while allowing innovation 
D. Ensures alignment between global compliance standards 
Answer: C 
Explanation: 
Governance in cybersecurity is crucial because it provides the framework to ensure that security risks 
are adequately managed while still allowing the organization to adopt new technologies and innovations 
at a reasonable pace. Effective governance helps organizations balance the need for security controls 
with the need for agility and speed in adopting new solutions. It ensures that risks are identified, 
assessed, and mitigated without unnecessarily slowing down progress or stifling innovation. 
Without governance, there is a risk that security concerns may be overlooked, or too many restrictions 
might be placed on adoption, leading to delays or failure to innovate. Proper governance strikes the right 
balance between security and agility. 
 
208.Which of the following best describes the shift-left approach in software development? 
A. Relies only on automated security testing tools 
B. Emphasizes post-deployment security audits 
C. Focuses on security only during the testing phase 
D. Integrates security early in the development process 
Answer: D 
Explanation: 
The shift-left approach in software development refers to integrating security measures early in the 
development process, rather than waiting until later stages (such as post-deployment) to address 
security issues. By shifting security "left" in the software development lifecycle, teams can identify and 
address potential vulnerabilities and risks early, reducing costs and improving the overall security of the 
application. 
 
209.What is the primary role of Identity and Access Management (IAM)? 
A. To encrypt data at rest and in transit 
B. Ensure only authorized entities access resources 
C. To monitor and log all user activities and traffic 
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D. Ensure all users have the same level of access 
Answer: B 
Explanation: 
The primary role of Identity and Access Management (IAM) is to control and manage who has access to 
cloud resources and ensure that only authorized users, systems, or entities are granted access. IAM 
involves the creation, management, and enforcement of policies that define user identities and their 
corresponding permissions to access specific resources. This helps prevent unauthorized access and 
ensures that security policies are properly enforced. 
While encryption and activity monitoring are important security practices, they are not the primary focus 
of IAM. Similarly, IAM is about assigning appropriate access levels based on roles and needs, not 
ensuring all users have the same level of access. 
 
210.Which Identity and Access Management (IAM) principle focuses on implementing multiple security 
layers to dilute access power, thereby averting a misuse or compromise? 
A. Continuous Monitoring 
B. Federation 
C. Segregation of Duties 
D. Principle of Least Privilege 
Answer: C 
Explanation: 
The principle of Segregation of Duties (SoD) focuses on implementing multiple security layers by dividing 
responsibilities among different individuals or systems to ensure that no single entity has enough control 
to misuse or compromise access. This principle helps to prevent fraud, error, and misuse by ensuring 
that critical tasks are divided and that sensitive actions require multiple people or processes to perform, 
adding an extra layer of security. 
Continuous Monitoring refers to the ongoing observation of activities to detect unusual behavior, but it is 
not directly about diluting access power. Federation involves linking multiple identity management 
systems together to allow access across different domains but does not specifically address limiting 
access power through multiple security layers. Principle of Least Privilege ensures 
that users have only the minimum necessary access to perform their tasks, but it does not directly 
involve dividing duties or responsibilities. 
 
211.What is a key characteristic of serverless functions in terms of execution environment? 
A. They need continuous monitoring by the user 
B. They run on dedicated long-running instances 
C. They require pre-allocated server space 
D. They are executed in isolated, ephemeral environments 
Answer: D 
Explanation: 
Serverless functions are designed to run in isolated, ephemeral environments, meaning that each 
execution is independent and temporary. These functions are typically event-driven and executed on-
demand, without the need for pre-allocated server resources. Once the function finishes executing, the 
environment is discarded, making it highly efficient and scalable. This architecture abstracts away 
infrastructure management, allowing developers to focus on the code itself. 
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212.What key activities are part of the preparation phase in incident response planning? 
A. Implementing encryption and access controls 
B. Establishing a response process, training, communication plans, and infrastructure evaluations 
C. Creating incident reports and post-incident reviews 
D. Developing malware analysis procedures and penetration testing 
Answer: B 
Explanation: 
The preparation phase in incident response planning involves activities that set the foundation for a 
successful response to potential security incidents. 
These activities typically include: 
Establishing a response process: Defining clear procedures for how incidents will be detected, analyzed, 
and mitigated. 
Training: Ensuring that all relevant personnel are trained on their roles and responsibilities during an 
incident. 
Communication plans: Creating communication protocols to ensure that all stakeholders are informed 
during an incident. 
Infrastructure evaluations: Assessing the existing security infrastructure to ensure it is capable of 
supporting incident response efforts. 
Implementing encryption and access controls is important for security but is not specifically part of the 
preparation phase for incident response. Creating incident reports and post-incident reviews is typically 
part of the post-incident phase, after the response is completed. Developing malware analysis 
procedures and penetration testing is more related to ongoing security operations and testing rather than 
the preparation phase of incident response. 
 
213.What is the primary objective of posture management in a cloud environment? 
A. Automating incident response procedures 
B. Optimizing cloud cost efficiency 
C. Continuous monitoring of configurations 
D. Managing user access permissions 
Answer: C 
Explanation: 
The primary objective of posture management in a cloud environment is to ensure that cloud 
configurations are continuously monitored to ensure compliance with security policies, best practices, 
and regulatory requirements. Posture management involves assessing and maintaining the security 
posture by identifying misconfigurations, vulnerabilities, or non-compliant resources, and ensuring that 
the cloud environment remains secure and aligned with organizational policies. 
Automating incident response procedures is important but is not the primary focus of posture 
management, which focuses more on proactive configuration and security monitoring. Optimizing cloud 
cost efficiency is a key concern in cloud management, but it is not the main focus of posture 
management, which deals with security and compliance. Managing user access permissions is related to 
Identity and Access Management (IAM), which is a separate aspect of cloud security from posture 
management. 
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214.Which of the following events should be monitored according to CIS AWS benchmarks? 
A. Regular file backups 
B. Data encryption at rest 
C. Successful login attempts 
D. Unauthorized API calls 
Answer: D 
Explanation: 
According to the CIS AWS (Center for Internet Security AWS) benchmarks, unauthorized API calls 
should be closely monitored because they indicate potential security threats or malicious activity within 
the AWS environment. Monitoring unauthorized API calls helps detect unauthorized access, 
misconfigurations, or attempts to exploit cloud resources. It's a key part of maintaining a secure AWS 
environment and helps ensure compliance with security best practices. 
Regular file backups are important but not specifically a focus of the CIS AWS benchmarks. Data 
encryption at rest is a security best practice but monitoring unauthorized API calls directly addresses 
access control and security within the environment. Successful login attempts are important but 
monitoring failed login attempts (as opposed to successful ones) is generally a better practice for 
identifying suspicious activity. 
 
215.Which aspect of cybersecurity can AI enhance by reducing false positive alerts? 
A. Anomaly detection 
B. Assisting analysts 
C. Threat intelligence 
D. Automated responses 
Answer: A 
Explanation: 
AI can enhance anomaly detection in cybersecurity by analyzing large volumes of data and identifying 
patterns that deviate from normal behavior. By using machine learning algorithms, AI can improve the 
accuracy of anomaly detection, reducing false positive alerts. This helps security teams focus on genuine 
threats while minimizing distractions from irrelevant alerts. 
Assisting analysts is a valid benefit of AI, but reducing false positives directly improves anomaly 
detection capabilities. Threat intelligence refers to gathering and analyzing information about potential 
threats but isn't directly focused on reducing false positives in the same way as anomaly detection. 
Automated responses can be part of AI's role in cybersecurity, but reducing false positives is more 
directly related to improving anomaly detection. 
 
216.In securing virtual machines (VMs), what is the primary role of using an “image factory" in VM 
deployment? 
A. To encrypt data within VMs for secure storage 
B. To facilitate direct manual intervention in VM deployments 
C. To enable rapid scaling of virtual machines on demand 
D. To ensure consistency, security, and efficiency in VM image creation 
Answer: D 
Explanation: 
An image factory is used in VM deployment to create standardized and secure virtual machine images. 
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The primary role of the image factory is to automate the creation of these images, ensuring that all VMs 
deployed from the image are consistent in terms of configuration, security settings, and performance. By 
using an image factory, organizations can ensure that their VMs are secure (with the necessary security 
patches and settings), efficient (optimized for performance), and consistent (following the same 
configuration). 
This process minimizes the risk of configuration drift and reduces manual intervention in VM deployment, 
leading to more efficient and secure operations. 
 
217.In the IaaS shared responsibility model, which responsibility typically falls on the Cloud Service 
Provider (CSP)? 
A. Encrypting data at rest 
B. Ensuring physical security of data centers 
C. Managing application code 
D. Configuring firewall rules 
Answer: B 
Explanation: 
In the Infrastructure as a Service (IaaS) shared responsibility model, the Cloud Service Provider (CSP) is 
typically responsible for securing the physical infrastructure, which includes the physical security of data 
centers, servers, networking hardware, and the physical security controls that protect them from 
unauthorized access or damage. 
Encrypting data at rest is typically the responsibility of the consumer, though the CSP may offer tools to 
help with this. Managing application code is the responsibility of the consumer, as they control and 
deploy the applications on the infrastructure provided by the CSP. Configuring firewall rules is also the 
responsibility of the consumer, as they manage the configuration of the virtual network, including security 
rules like firewalls. 
 
218.In federated identity management, what role does the identity provider (IdP) play in relation to the 
relying party? 
A. The IdP relies on the relying party to authenticate and authorize users. 
B. The relying party makes assertions to the IdP about user authorizations. 
C. The IdP and relying party have no direct trust relationship. 
D. The IdP makes assertions to the relying party after building a trust relationship. 
Answer: D 
Explanation: 
In federated identity management, the identity provider (IdP) is responsible for authenticating users and 
making assertions about their identity to the relying party (which could be a service or application that 
trusts the IdP). The IdP and the relying party establish a trust relationship in advance, which allows the 
IdP to assert that a user is authenticated, often in the form of security tokens or assertions like SAML or 
OpenID Connect. 
The IdP that authenticates users and makes assertions, not the relying party. The relying party does not 
make assertions to the IdP; the relying party relies on assertions made by the IdP. The IdP and relying 
party do have a direct trust relationship in federated identity management. 
 
219.What primary aspects should effective cloud governance address to ensure security and 
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compliance? 
A. Service availability, disaster recovery, load balancing, and latency 
B. Decision making, prioritization, monitoring, and transparency 
C. Encryption, redundancy, data integrity, and scalability 
D. Authentication, authorization, accounting, and auditing 
Answer: B 
Explanation: 
Effective cloud governance focuses on managing and overseeing cloud resources to ensure that 
security, compliance, and business objectives are met. 
Key aspects include: 
Decision making: Establishing clear processes for how decisions are made regarding cloud resource 
usage, security measures, and compliance strategies. 
Prioritization: Ensuring that critical security and compliance risks are prioritized and addressed first. 
Monitoring: Continuously monitoring cloud environments for security threats, performance issues, and 
compliance violations. 
Transparency: Ensuring that governance activities are visible to stakeholders, enabling accountability 
and making it easier to demonstrate compliance with laws, regulations, and internal policies. 
These aspects help organizations maintain control over their cloud environments while ensuring they 
meet security and regulatory requirements. 
 
220.In the context of incident response, which phase involves alerts validation to reduce false positives 
and estimates the incident's scope? 
A. Preparation 
B. Post-Incident Analysis 
C. Detection & Analysis 
D. Containment, Eradication, & Recovery 
Answer: C 
Explanation: 
The Detection & Analysis phase of incident response involves the validation of alerts to reduce false 
positives and estimating the scope of the incident. During this phase, security teams assess whether the 
alerts indicate an actual incident, investigate the nature and severity of the threat, and determine the 
affected systems, data, and potential impact. This phase is critical for accurately identifying the scope of 
the issue and ensuring appropriate actions are taken in subsequent phases, such as containment and 
eradication. 
 
221.What's the best way for organizations to establish a foundation for safeguarding data, upholding 
privacy, and meeting regulatory requirements in cloud applications? 
A. By implementing end-to-end encryption and multi-factor authentication 
B. By conducting regular security audits and updates 
C. By deploying intrusion detection systems and monitoring 
D. By integrating security at the architectural and design level 
Answer: D 
Explanation: 
The best way for organizations to establish a foundation for safeguarding data, upholding privacy, and 
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meeting regulatory requirements in cloud applications is by integrating security at the architectural and 
design level. This approach ensures that security is built into the application from the start, rather than 
being added as an afterthought. By incorporating security features like encryption, access controls, and 
compliance measures during the design and development phases, organizations can better protect 
sensitive data, reduce vulnerabilities, and meet regulatory requirements more effectively. 
While implementing encryption, multi-factor authentication, conducting audits, and deploying monitoring 
tools are also important, they are part of the overall security strategy rather than the foundational 
approach. Integrating security into the architecture ensures a more comprehensive, proactive security 
posture. 
 
222.Which of the following cloud computing models primarily provides storage and computing resources 
to the users? 
A. Function as a Service (FaaS) 
B. Platform as a Service (PaaS) 
C. Software as a Service (SaaS) 
D. Infrastructure as a Service (laa 
Answer: D 
Explanation: 
Infrastructure as a Service (IaaS) primarily provides users with storage, computing resources, and 
networking capabilities. In the IaaS model, cloud providers offer virtualized computing resources over the 
internet. Users can rent servers, storage, and networking equipment without needing to manage the 
physical hardware themselves. This allows for flexible scaling and resource management according to 
the users' needs. 
FaaS focuses on serverless computing where users run code in response to events. PaaS provides a 
platform that allows users to develop, run, and manage applications without worrying about the 
underlying infrastructure. SaaS delivers fully managed applications over the internet, where users 
access software without managing the infrastructure. 
 
223.Which of the following is used for governing and configuring cloud resources and is a top priority in 
cloud security programs? 
A. Management Console 
B. Management plane 
C. Orchestrators 
D. Abstraction layer 
Answer: B 
Explanation: 
The management plane is used for governing and configuring cloud resources and is considered a top 
priority in cloud security programs. It provides the tools and interfaces for administrators to manage, 
configure, and control cloud resources, such as virtual machines, storage, and networking. It is critical to 
secure the management plane because it often has access to sensitive configurations and the ability to 
modify cloud environments, making it a prime target for attacks. 
Management Console is an interface that interacts with the management plane, but it is not the 
underlying system for governance and configuration. Orchestrators are used to automate the 
management and deployment of cloud resources but are not the primary component for governing 
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andsecuring cloud environments. Abstraction layer refers to the layer that hides the complexity of 
underlying infrastructure, but it does not directly govern or configure cloud resources. 
 
224.What is the main purpose of multi-region resiliency in cloud environments? 
A. To increase the number of users in each region 
B. To ensure compliance with regional and international data laws 
C. To reduce the cost of deployments and increase efficiency 
D. To improve fault tolerance through deployments across multiple regions 
Answer: D 
Explanation: 
Multi-region resiliency in cloud environments is primarily used to improve fault tolerance by deploying 
applications and services across multiple geographical regions. This strategy ensures that if one region 
experiences an outage or failure, the application or service can failover to another region, maintaining 
availability and minimizing downtime. Multi-region deployments help organizations ensure business 
continuity, disaster recovery, and high availability. 
Increasing the number of users in each region is not the main purpose of multi-region resiliency. While 
multi-region deployment can help with compliance, the primary goal is fault tolerance and availability, not 
compliance with data laws. While multi-region deployment may offer some efficiency benefits, the main 
purpose is not cost reduction; it's about ensuring reliability and availability. 
 
225.What is critical for securing serverless computing models in the cloud? 
A. Disabling console access completely or using privileged access management 
B. Validating the underlying container security 
C. Managing secrets and configuration with the least privilege 
D. Placing serverless components behind application load balancers 
Answer: C 
Explanation: 
In serverless computing models, the primary security concern is ensuring that secrets (such as API keys, 
database credentials, etc.) and configuration settings are handled securely. The principle of least 
privilege means that these secrets and configurations should only be accessible by the minimum set of 
functions or services that truly need them, reducing the attack surface. Proper management of secrets 
and configurations ensures that unauthorized access or misuse is prevented. 
Disabling console access completely or using privileged access management is important for securing 
any environment, but it is not specifically tied to serverless models. Validating the underlying container 
security is more relevant to containerized environments rather than serverless computing, which 
abstracts away infrastructure management. Placing serverless components behind application load 
balancers is useful for routing traffic but is not specifically critical for securing the serverless model itself. 
Managing secrets and access controls is a more direct concern for securing serverless environments. 
 
226.In the context of server-side encryption handled by cloud providers, what is the key attribute of this 
encryption? 
A. The data is encrypted using symmetric encryption. 
B. The data is not encrypted in transit. 
C. The data is encrypted using customer or provider keys after transmission to the cloud. 
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D. The data is encrypted before transmission to the cloud. 
Answer: C 
Explanation: 
In the context of server-side encryption handled by cloud providers, the data is encrypted after 
transmission to the cloud using either provider-managed keys or customer-managed keys. The cloud 
provider takes responsibility for encrypting the data when it is stored in the cloud, ensuring that the data 
at rest is protected. 
Server-side encryption typically uses symmetric encryption for performance reasons, but this attribute is 
not what defines the encryption process. Also, server-side encryption focuses on protecting data once it's 
in the cloud, not before transmission. Encryption in transit is typically handled separately from server-
side encryption and applies to data as it moves between the client and the cloud. 
 
227.What is the purpose of access policies in the context of security? 
A. Access policies encrypt sensitive data to protect it from disclosure and unrestricted access. 
B. Access policies define the permitted actions that can be performed on resources. 
C. Access policies determine where data can be stored. 
D. Access policies scan systems to detect and remove malware infections. 
Answer: B 
Explanation: 
Access policies are a critical component of security frameworks that specify and enforce the permitted 
actions that users or systems can perform on resources, such as files, applications, or services. These 
policies help ensure that only authorized individuals or systems have access to certain resources and 
that they can only perform authorized actions, such as reading, writing, or modifying the resources. 
Access policies are fundamental in managing security and preventing unauthorized access, misuse, or 
attacks. 
Access policies encrypt sensitive data is incorrect because encryption of sensitive data is typically 
handled by encryption policies, not access policies. Access policies determine where data can be stored 
is more related to data management policies rather than access control. Access policies scan systems 
for malware is related to security measures such as antivirus or anti-malware tools, not the scope of 
access control policies. 
 
228.In a cloud environment spanning multiple jurisdictions, what is the most important factor to consider 
for compliance? 
A. Relying on the cloud service provider's compliance certifications for all jurisdictions 
B. Focusing on the compliance requirements defined by the laws, regulations, and standards enforced in 
the jurisdiction where the company is based 
C. Relying only on established industry standards since they adequately address all compliance needs 
D. Understanding the legal and regulatory requirements of each jurisdiction where data originates, is 
stored, or processed 
Answer: D 
Explanation: 
In a cloud environment that spans multiple jurisdictions, it is crucial to understand the legal and 
regulatory requirements of each jurisdiction where data originates, is stored, or is processed. Different 
regions or countries have varying laws, regulations, and compliance standards regarding data privacy, 
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protection, and security. Organizations must ensure they meet all applicable requirements in each 
jurisdiction to avoid potential legal issues, fines, and reputational damage. 
 
229.What is a primary benefit of using Identity and Access Management (IAM) roles/identities provided 
by cloud providers instead of static secrets? 
A. They lower storage costs 
B. They reduce the risk of credential leakage 
C. They facilitate data encryption 
D. They improve system performance 
Answer: B 
Explanation: 
Using IAM roles/identities provided by cloud providers instead of static secrets (like passwords or API 
keys) significantly reduces the risk of credential leakage. IAM roles enable dynamic and temporary 
credentials, meaning that they are automatically rotated and do not need to be manually stored or 
managed. This eliminates the need for hardcoding sensitive credentials into code or configuration files, 
which can often lead to accidental exposure or misuse if not properly secured. 
Lowering storage costs is not a direct benefit of using IAM roles over static secrets. Facilitating data 
encryption is important for security, but IAM roles are not specifically focused on data encryption. 
Improving system performance is not a primary benefit of using IAM roles over static secrets. The main 
advantage is security-related, specifically the reduction in credential leakage risks. 
 
230.What are the key outcomes of implementing robust cloud risk management practices? 
A. Ensuring the security and resilience of cloud environments 
B. Negotiating shared responsibilities 
C. Transferring compliance to the cloud service provider via inheritance 
D. Reducing the need for compliance with regulatory requirements 
Answer: A 
Explanation: 
The key outcomes of implementing robust cloud risk management practices focus on ensuring the 
security and resilience of cloud environments. This involves identifying, assessing, and mitigating risks 
associated with the use of cloud services, such as security threats, data privacy issues, and service 
availability concerns. By adopting strong risk management practices, organizations can better protect 
their data, ensure business continuity, and maintain compliance with regulations, which ultimately 
strengthens the overall security and reliability of their cloud environments. 
Negotiating shared responsibilities is an important aspect of cloud security but is not the direct outcome 
of risk management practices. It's about clarifying roles between the customer and provider. Transferring 
compliance to the cloud service provider via inheritance is not the complete picture. While cloud service 
providers may help with compliance, the responsibility for compliance and risk management is still 
shared. Reducing the need for compliance with regulatory requirements is incorrect. Robust risk 
management practices help ensure compliance with regulatory requirements, not reduce the need for 
them. 
 
231.In preparing for cloud incident response, why is it crucial to establish a cloud deployment registry? 
A. To maintain a log of all incident response activities and have efficient reporting 
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B. To document all cloud services APIs 
C. To list all cloud-compliant software 
D. To track incident support options, know account details, and contact information 
Answer: D 
Explanation: 
Establishing a cloud deployment registry is crucial for cloud incident response because it helps track 
critical information related to the cloud environment, such as incident support options, account details, 
and contact information for cloud service providers (CSPs). This registry provides a central place where 
key details about cloud services and deployments are documented, allowing the incident response team 
to quickly access necessary information, escalate issues to the appropriate CSP support teams, and 
coordinate response efforts effectively. 
 
232.Which of the following best describes a benefit of using VPNs for cloud connectivity? 
A. VPNs are more cost-effective than any other connectivity option. 
B. VPNs provide secure, encrypted connections between data centers and cloud deployments. 
C. VPNs eliminate the need for third-party authentication services. 
D. VPNs provide higher bandwidth than direct connections. 
Answer: B 
Explanation: 
A VPN (Virtual Private Network) is commonly used to provide secure, encrypted connections between 
on-premises data centers and cloud deployments, ensuring that data transmitted across the internet is 
protected from unauthorized access. VPNs help safeguard sensitive information by encrypting the 
communication channel, offering confidentiality and integrity for the data in transit. 
VPNs are not necessarily more cost-effective than other options like dedicated private connections or 
direct connect services, especially when considering performance and reliability. While VPNs provide 
secure connections, they do not eliminate the need for third-party authentication services, which are still 
important for controlling access. VPNs typically offer lower bandwidth and higher latency compared to 
direct connection solutions, which are designed for higher-performance use cases. 
 
233.What is the primary function of landing zones or account factories in cloud environments? 
A. Provide cost-saving recommendations for cloud resources 
B. Consistent configurations and policies for new deployments 
C. Enhance the performance of cloud applications 
D. Automate the deployment of microservices in the cloud 
Answer: B 
 
234.Which of the following functionalities is provided by Data Security Posture Management (DSPM) 
tools? 
A. Firewall management and configuration 
B. User activity monitoring and reporting 
C. Encryption of all data at rest and in transit 
D. Visualization and management for cloud data security 
Answer: D 
Explanation: 
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Data Security Posture Management (DSPM) tools are designed to help organizations visualize, monitor, 
and manage the security of their data in the cloud. These tools help ensure that data is properly 
classified, protected, and compliant with relevant regulations and standards. DSPM tools typically 
provide capabilities like identifying and managing sensitive data, assessing security risks, and ensuring 
data security posture is aligned with best practices. 
The other options are not the primary focus of DSPM tools: 
Firewall management relates to network security rather than data security. 
User activity monitoring is more about identity and access management or security information and 
event management (SIEM). 
Encryption is important for data protection but is not the primary function of DSPM, which focuses more 
on data visibility and management. 
 
235.What is a primary objective during the Detection and Analysis phase of incident response? 
A. Developing and updating incident response policies 
B. Validating alerts and estimating the scope of incidents 
C. Performing detailed forensic investigations 
D. Implementing network segmentation and isolation 
Answer: B 
Explanation: 
During the Detection and Analysis phase of incident response, the primary objective is to validate alerts 
to determine whether they represent a genuine security incident, and to estimate the scope of the 
incident to understand the potential impact on the organization. This phase involves analyzing evidence, 
confirming the nature of the incident, and gathering the necessary information to move forward with 
containment and remediation. 
Developing and updating incident response policies is important but occurs more during the preparation 
phase, not during the detection and analysis of an active incident. Performing detailed forensic 
investigations typically takes place during later phases, such as Containment, Eradication, & Recovery 
or Post-Incident Analysis. Implementing network segmentation and isolation may be part of the 
Containment phase but is not the primary focus during the Detection and Analysis phase. 
 
236.Which term describes the practice in cloud compliance where a customer acquires a set of pre-
approved regulatory or standards-based controls from a compliant provider? 
A. Automated compliance 
B. Attestation inheritance 
C. Audit inheritance 
D. Compliance inheritance 
Answer: D 
Explanation: 
Compliance inheritance refers to the practice in cloud compliance where a customer leverages a set of 
pre-approved regulatory or standards-based controls that have been established and validated by a 
compliant cloud provider. Essentially, the cloud provider implements these controls, and the customer 
inherits the provider's compliance framework to meet their own regulatory requirements. This allows 
customers to benefit from the provider’s compliance efforts without having to implement everything 
themselves. 
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Automated compliance refers to automating compliance tasks and processes but does not describe the 
practice of inheriting compliance controls. Attestation inheritance is not a standard term used in cloud 
compliance; attestation typically refers to formally certifying or declaring compliance. Audit inheritance 
would relate to the inheritance of audit reports or records, but it doesn't describe the broader process of 
inheriting compliance controls. 
 
237.In cloud environments, why are Management Plane Logs indispensable for security monitoring? 
A. They provide real-time threat detection and response 
B. They detail the network traffic between cloud services 
C. They track cloud administrative activities 
D. They report on user activities within applications 
Answer: C 
Explanation: 
Management Plane Logs are indispensable for security monitoring because they track administrative 
activities related to the management of cloud resources. These logs capture actions such as user logins, 
configuration changes, access control modifications, and resource provisioning or decommissioning. By 
monitoring these logs, organizations can detect unauthorized or suspicious administrative actions, 
ensuring that only authorized personnel are making changes to critical cloud resources. This helps 
prevent configuration errors, privilege escalation, and potential attacks targeting the management plane. 
Other options refer to different aspects of security monitoring but are not specifically related to the role of 
Management Plane Logs. 
 
238.When establishing a cloud incident response program, what access do responders need to 
effectively analyze incidents? 
A. Access limited to log events for incident analysis 
B. Unlimited write access for all responders at all times 
C. Full-read access without any approval process 
D. Persistent read access and controlled write access for critical situations 
Answer: D 
Explanation: 
When establishing a cloud incident response program, responders need persistent read access to 
resources, such as logs, configurations, and system data, in order to analyze and investigate incidents 
effectively. This access allows them to view and understand the nature of the incident, the affected 
systems, and any potential risks. In critical situations, controlled write access is necessary to take 
remedial actions, such as stopping malicious processes, patching vulnerabilities, or implementing other 
immediate security measures, but write access should be restricted and carefully managed to prevent 
misuse or errors. 
Access limited to log events is too restrictive, as responders need more than just log events to fully 
analyze incidents. Unlimited write access for all responders is too broad and dangerous; unrestricted 
write access could lead to accidental or malicious changes to critical systems. Full-read access without 
any approval process could be dangerous if it allows responders too much access without appropriate 
oversight, potentially violating privacy or security policies. 
 
239.Why is it important to capture and centralize workload logs promptly in a cybersecurity environment? 
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A. To simplify application debugging processes 
B. Primarily to reduce data storage costs 
C. Logs may be lost during a scaling event 
D. To comply with data privacy regulations 
Answer: C 
Explanation: 
In a cybersecurity environment, it is important to capture and centralize workload logs promptly because 
logs may be lost during a scaling event. When workloads are scaled up or down, such as when cloud 
resources are dynamically allocated, logs may not be properly captured or may be overwritten if they are 
not centralized and stored in a reliable, persistent location. Centralizing logs ensures that valuable 
security data is not lost during these events and can be accessed for incident detection, analysis, and 
response. 
 
240.Which of the following enhances Platform as a Service (PaaS) security by regulating traffic into 
PaaS components? 
A. Intrusion Detection Systems 
B. Hardware Security Modules 
C. Network Access Control Lists 
D. API Gateways 
Answer: D 
Explanation: 
API Gateways enhance Platform as a Service (PaaS) security by regulating traffic into and out of PaaS 
components. They act as an intermediary between external requests and the PaaS applications, helping 
to enforce security policies such as authentication, authorization, rate limiting, input validation, and 
logging. API gateways help protect PaaS components by controlling which traffic is allowed to reach the 
services, thereby reducing exposure to potential attacks. 
Intrusion Detection Systems (IDS) are used to detect potential threats in a network, but they don't 
specifically regulate traffic into PaaS components like API Gateways do. Hardware Security Modules 
(HSMs) are used for managing encryption keys and cryptographic operations but do not directly regulate 
traffic to PaaS components. Network Access Control Lists (NACLs) control traffic at the network layer but 
are generally used for controlling traffic to/from virtual machines or subnets rather than for PaaS 
components specifically. 
 
241.What is the primary purpose of Identity and Access Management (IAM) systems in a cloud 
environment? 
A. To encrypt data to ensure its confidentiality 
B. To govern identities' access to resources in the cloud 
C. To monitor network traffic for suspicious activity 
D. To provide a backup solution for cloud data 
Answer: B 
Explanation: 
The primary purpose of Identity and Access Management (IAM) systems in a cloud environment is to 
govern and control which identities (users, groups, or services) have access to which resources within 
the cloud. IAM systems ensure that only authorized users and services can access specific cloud 
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resources, and they help enforce security policies such as least privilege access, role-based access 
control (RBAC), and multi-factor authentication (MFA). 
 
242.Which of the following best describes the purpose of cloud security control objectives? 
A. They are standards that cannot be modified to suit the unique needs of different cloud environments. 
B. They focus on the technical aspects of cloud security with less consideration on the broader 
organizational goals. 
C. They dictate specific implementation methods for securing cloud environments, tailored to individual 
cloud providers. 
D. They provide outcome-focused guidelines for desired controls, ensuring measurable and adaptable 
security measures 
Answer: D 
Explanation: 
Cloud security control objectives are designed to provide outcome-focused guidelines that help 
organizations achieve specific security goals in the cloud. These objectives are typically high-level and 
focused on the desired security outcomes, rather than dictating the exact technical implementation 
methods. This allows the security measures to be adaptable and applicable across different cloud 
environments and service models, while also being measurable to ensure effectiveness. 
 
243.Which of the following best describes a risk associated with insecure interfaces and APIs? 
A. Ensuring secure data encryption at rest 
B. Man-in-the-middle attacks 
C. Increase resource consumption on servers 
D. Data exposure to unauthorized users 
Answer: D 
Explanation: 
Insecure interfaces and APIs can expose data to unauthorized users, which is a significant security risk. 
If the API or interface is not properly secured with authentication, authorization, and encryption 
measures, attackers may exploit vulnerabilities to gain unauthorized access to sensitive data or control 
over cloud services. This can lead to data breaches and loss of confidentiality. 
Ensuring secure data encryption at rest is important, but it is not directly related to insecure interfaces 
and APIs, which are more about securing data during transmission or interaction. Man-in-the-middle 
attacks can occur if APIs and interfaces are not properly secured with encryption, but this is a more 
specific type of attack rather than the primary risk. Increased resource consumption on servers is not 
typically associated with insecure interfaces or APIs. This might be a result of other issues, like poorly 
optimized APIs. 
 
244.Which type of controls should be implemented when required controls for a cybersecurity framework 
cannot be met? 
A. Detective controls 
B. Preventive controls 
C. Compensating controls 
D. Administrative controls 
Answer: C 
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Explanation: 
Compensating controls are implemented when the required controls for a cybersecurity framework 
cannot be met due to technical or practical limitations. These controls are alternative measures that 
provide similar protection or risk mitigation. Compensating controls help to ensure that the security 
posture remains strong even when the primary controls cannot be applied. 
Detective controls focus on identifying security incidents after they occur but do not replace required 
controls. Preventive controls aim to prevent security incidents from occurring but may not always be 
possible or practical to implement in certain situations. Administrative controls include policies and 
procedures but do not address the need for compensating measures when technical controls cannot be 
met. 
 
245.What is the most effective way to identify security vulnerabilities in an application? 
A. Performing code reviews of the application source code just prior to release 
B. Relying solely on secure coding practices by the developers without any testing 
C. Waiting until the application is fully developed and performing a single penetration test 
D. Conducting automated and manual security testing throughout the development 
Answer: D 
Explanation: 
The most effective way to identify security vulnerabilities in an application is to conduct automated and 
manual security testing throughout the development lifecycle. This approach ensures that security is 
continuously evaluated at every stage of development, rather than waiting until the end. Automated tools 
can help identify common vulnerabilities quickly, while manual testing allows for more in-depth analysis, 
including testing for complex, contextual security issues. This proactive and ongoing approach reduces 
the risk of vulnerabilities being overlooked and helps ensure that security is integrated into the 
application from the start. 
Performing code reviews just prior to release is valuable, but it’s not comprehensive enough. Security 
testing should be done early and continuously, not just before release. Relying solely on secure coding 
practices is important but not sufficient. Even with secure coding practices, testing is essential to identify 
vulnerabilities. Waiting for a single penetration test after development is not effective because waiting 
until the end can allow many vulnerabilities to go unnoticed during development, leaving the application 
exposed. 
 
246.What are the most important practices for reducing vulnerabilities in virtual machines (VMs) in a 
cloud environment? 
A. Disabling unnecessary VM services and using containers 
B. Encryption for data at rest and software bill of materials 
C. Using secure base images, patch and configuration management 
D. Network isolation and monitoring 
Answer: C 
Explanation: 
To reduce vulnerabilities in virtual machines (VMs) in a cloud environment, it is critical to use secure 
base images that are free from known vulnerabilities, ensure regular patching to fix any discovered 
security issues, and implement configuration management to ensure that VMs are properly configured 
according to security best practices. This combination of practices ensures that VMs are both secure 
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from the start and remain secure over time as new vulnerabilities are discovered. 
Disabling unnecessary VM services and using containers is a good security practice but does not directly 
address vulnerabilities in VMs specifically. Encryption and SBOM is important for securing data and 
understanding dependencies but does not specifically focus on reducing vulnerabilities in VMs. Network 
isolation and monitoring are key network security practices but do not directly address the security of the 
VMs themselves. 
 
247.Which of the following best describes an aspect of PaaS services in relation to network security 
controls within a cloud environment? 
A. They override the VNet/VPC's network security controls by default 
B. They do not interact with the VNet/VPC’s network security controls 
C. They require manual configuration of network security controls, separate from the VNet/VPC 
D. They often inherit the network security controls of the underlying VNet/VPC 
Answer: D 
Explanation: 
In a Platform as a Service (PaaS) environment, the network security controls of the underlying Virtual 
Network (VNet) or Virtual Private Cloud (VPC) are often inherited by the PaaS services. This means that 
the network security settings, such as firewalls, security groups, and access control lists (ACLs), that are 
applied to the VNet/VPC also extend to the PaaS services, providing a seamless security model. 
While PaaS services abstract much of the infrastructure management, they still interact with the network 
security controls in the VNet/VPC, allowing for centralized management of network security. 
PaaS services typically do not override network security controls; they integrate with them. They do 
interact with VNet/VPC security controls, often integrate with network security controls, and do not 
always require separate manual configuration. 
 
248.In the initial stage of implementing centralized identity management, what is the primary focus of 
cybersecurity measures? 
A. Developing incident response plans 
B. Integrating identity management and securing devices 
C. Implementing advanced threat detection systems 
D. Deploying network segmentation 
Answer: B 
Explanation: 
In the initial stage of implementing centralized identity management, the primary focus of cybersecurity 
measures is to integrate identity management (such as Single Sign-On (SSO), Role-Based Access 
Control (RBAC), and user directories) and secure devices that interact with the identity management 
system. This ensures that only authorized users and devices can access the network and resources, 
helping to establish a strong foundation for secure and efficient identity and access management. 
Developing incident response plans is important but typically comes after establishing core security 
controls like identity management. Implementing advanced threat detection systems is a later stage 
security measure, after foundational controls like identity management are in place. Deploying network 
segmentation is a useful security strategy, but it is not the primary focus in the early stages of centralized 
identity management. 
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249.Which of the following is a primary purpose of establishing cloud risk registries? 
A. In order to establish cloud service level agreements 
B. To monitor real-lime cloud performance 
C. To manage and update cloud account credentials 
D. Identify and manage risks associated with cloud services 
Answer: D 
Explanation: 
A cloud risk registry is primarily used to identify and manage risks associated with cloud services. It 
serves as a tool for documenting, tracking, and assessing potential risks to the organization that arise 
from using cloud services. This includes risks related to security, compliance, availability, and 
performance. The risk registry helps organizations prioritize and mitigate these risks effectively to ensure 
the security and resilience of their cloud infrastructure. 
Establishing SLAs is related to cloud contract management but not the primary purpose of a risk registry. 
Monitoring real-time cloud performance is a performance monitoring task, not the focus of a risk registry. 
Managing cloud account credentials is an aspect of identity and access management, not related to risk 
registries. 
 
250.Which of the following from the governance hierarchy provides specific goals to minimize risk and 
maintain a secure environment? 
A. Implementation guidance 
B. Control objectives 
C. Policies 
D. Control specifications 
Answer: B 
Explanation: 
Control objectives are specific goals or outcomes designed to minimize risk and maintain a secure 
environment. They are part of a broader governance framework and provide clear, measurable targets 
that organizations aim to achieve in order to meet security, compliance, and operational goals. Control 
objectives help guide the implementation of security measures and ensure the organization’s security 
posture aligns with its risk management strategy. 
Implementation guidance provides detailed instructions on how to implement controls but does not set 
specific goals. Policies define the high-level principles and rules that guide behavior and decision-
making, but they are more general than control objectives. Control specifications typically define how 
specific controls are implemented but do not establish the overarching goals that guide risk 
management. 
 
251.What does orchestration automate within a cloud environment? 
A. Monitoring application performance 
B. Manual configuration of security policies 
C. Installation of operating systems 
D. Provisioning of VMs, networking and other resources 
Answer: D 
Explanation: 
In a cloud environment, orchestration automates the provisioning and management of various cloud 
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resources, including virtual machines (VMs), networking, storage, and other infrastructure components. 
Cloud orchestration involves the use of software to coordinate and automate tasks that would otherwise 
require manual intervention, improving efficiency, scalability, and consistency across the environment. 
Monitoring application performance is typically handled by monitoring tools, not orchestration. Manual 
configuration of security policies is something that can be automated through policy management but is 
not the focus of orchestration. Installation of operating systems is part of provisioning resources, but 
orchestration primarily focuses on automating the overall management of infrastructure and services, not 
just the installation of operating systems. 
 
252.Which of the following best describes the concept of AI as a Service (AIaaS)? 
A. Selling Al hardware to enterprises for internal use 
B. Hosting and running Al models with customer-built solutions 
C. Offering pre-built Al models to third-party vendors 
D. Providing software as an Al model with no customization options 
Answer: B 
Explanation: 
AI as a Service (AIaaS) refers to cloud-based services that provide organizations with access to pre-built 
or customizable AI models and infrastructure. These services allow businesses to host and run AI 
models, often with the ability to tailor them to meet their specific needs. AIaaS enables customers to 
leverage AI capabilities without needing to build the underlying infrastructure or develop complex AI 
models from scratch. 
 
253.Which component is primarily responsible for filtering and monitoring HTTP/S traffic to and from a 
web application? 
A. Anti-virus Software 
B. Load Balancer 
C. Web Application Firewall 
D. Intrusion Detection System 
Answer: C 
Explanation: 
A Web Application Firewall (WAF) is primarily responsible for filtering and monitoring HTTP/S traffic to 
and from a web application. It is designed to protect web applications by filtering and monitoring traffic for 
malicious requests, such as SQL injection, cross-site scripting (XSS), and other common application-
layer attacks. A WAF helps secure web applications by analyzing the HTTP/S traffic and blocking any 
harmful requests before they reach the application. 
Anti-virus Software is used to detect and remove malicious software on endpoints and devices but is not 
designed to filter HTTP/S traffic specifically for web applications. Load Balancer is used to distribute 
network traffic across multiple servers to ensure performance and reliability, but it does not focus on 
security filtering. Intrusion Detection System (IDS) monitors network traffic for suspicious activity but 
operates at a different level of the network stack and is not focused solely on web application traffic. 
 
254.What is a cloud workload in terms of infrastructure and platform deployment? 
A. A network of servers connected to execute processes 
B. A collection of physical hardware used to run applications 
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C. A single software application hosted on the cloud 
D. Application software deployable on infrastructure/platform 
Answer: D 
Explanation: 
A cloud workload refers to the application software or services that are deployed and run on cloud 
infrastructure or platform. It can include a variety of computing tasks such as processing data, running 
applications, or performing computations, depending on the type of workload. Cloud workloads are 
typically virtualized and managed within cloud environments, utilizing resources like compute, storage, 
and networking provided by the cloud infrastructure or platform. 
A network of servers connected to execute processes refers more to the underlying infrastructure, not 
the workload itself. A collection of physical hardware used to run applications describes the 
infrastructure, not the workload. A single software application hosted on the cloud is a partial description 
but doesn’t capture the broader concept of workloads, which could include multiple services or 
applications. 
 
255.Which of the following best describes an authoritative source in the context of identity management? 
A. A list of permissions assigned to different users 
B. A network resource that handles authorization requests 
C. A database containing all entitlements 
D. A trusted system holding accurate identity information 
Answer: D 
Explanation: 
An authoritative source in the context of identity management refers to a trusted system that contains 
accurate identity information. This system is considered the source of truth for identities, and other 
systems or services within the organization rely on it for the most up-to-date and verified identity details, 
such as usernames, attributes, roles, and permissions. 
A list of permissions assigned to different users represents access control data but is not considered the 
authoritative source of identity. A network resource that handles authorization requests refers to 
authorization mechanisms but is not the authoritative source for identity. A database containing all 
entitlements could be part of an identity management system but is not necessarily the authoritative 
source for identity itself; it focuses more on access rights and entitlements. 
 
256.Which benefit of automated deployment pipelines most directly addresses continuous security and 
reliability? 
A. They enable consistent and repeatable deployment processes 
B. They enhance collaboration through shared tools 
C. They provide detailed reports on team performance 
D. They ensure code quality through regular reviews 
Answer: A 
Explanation: 
The most direct benefit of automated deployment pipelines in addressing continuous security and 
reliability is that they enable consistent and repeatable deployment processes. This ensures that the 
same steps are followed every time code is deployed, reducing human error and inconsistencies that 
could introduce vulnerabilities or reliability issues. Automated pipelines can also include security checks, 
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such as static code analysis, vulnerability scanning, and automated testing, all of which help ensure that 
security and reliability are maintained continuously. 
Enhancing collaboration through shared tools is a benefit of automated pipelines but doesn't directly 
address security and reliability. Providing detailed reports on team performance is useful for team 
management but doesn't directly contribute to security or reliability. Ensure code quality through regular 
reviews can improve security indirectly but is not the most direct benefit when it comes to continuous 
security and reliability in the deployment process. 
 
257.Which of the following best describes the multi-tenant nature of cloud computing? 
A. Cloud customers operate independently without sharing resources 
B. Cloud customers share a common pool of resources but are segregated and isolated from each other 
C. Multiple cloud customers are allocated a set of dedicated resources via a common web interface 
D. Cloud customers share resources without any segregation or isolation 
Answer: B 
Explanation: 
The multi-tenant nature of cloud computing refers to the model where multiple cloud customers share a 
common pool of resources (such as computing power, storage, etc.), but each customer's data and 
applications are segregated and isolated from the others to ensure privacy, security, and independent 
performance. This approach allows cloud providers to efficiently use resources while ensuring that each 
tenant's environment is protected and operates independently. 
 
258.Which of the following best describes a primary risk associated with the use of cloud storage 
services? 
A. Increased cost due to redundant data storage practices 
B. Unauthorized access due to misconfigured security settings 
C. Inherent encryption failures within all cloud storage solutions 
D. Complete data loss due to storage media degradation 
Answer: B 
Explanation: 
One of the primary risks associated with cloud storage services is unauthorized access due to 
misconfigured security settings. Cloud storage providers typically offer a range of configuration options 
for managing access, but if these settings are not properly configured (e.g., improper access control lists, 
missing encryption, or inadequate permissions), it can lead to unauthorized users gaining access to 
sensitive data. This is a common and significant risk in cloud environments, which is why securing and 
correctly configuring access controls is critical. 
 
259.Which AI workload mitigation strategy best addresses model inversion attacks that threaten data 
confidentiality? 
A. Secure multi-party computation 
B. Differential privacy 
C. Encryption 
D. Model hardening 
Answer: B 
Explanation: 
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Differential privacy is a strategy designed to protect data confidentiality by ensuring that the output of a 
machine learning model does not expose sensitive information about individual data points. In the 
context of model inversion attacks, where attackers try to infer confidential data from the model, 
differential privacy introduces noise into the model’s output in a way that prevents attackers from 
accurately reconstructing the input data. This helps safeguard against attacks that threaten the privacy of 
the data used to train the model. 
Secure multi-party computation is useful for enabling collaborative computation on encrypted data but 
does not specifically address model inversion attacks. Encryption is important for securing data at rest or 
in transit but does not directly protect against model inversion attacks. Model hardening refers to general 
measures to make models more robust to adversarial attacks, but it does not directly mitigate the 
specific risk of model inversion attacks related to data confidentiality. 
 
260.Which of the following best describes a key aspect of cloud risk management? 
A. A structured approach for performance optimization of cloud services 
B. A structured approach to identifying, assessing, and addressing risks 
C. A structured approach to establishing the different what/if scenarios for cloud vs on-premise decisions 
D. A structured approach to SWOT analysis 
Answer: B 
Explanation: 
A key aspect of cloud risk management is taking a structured approach to identify, assess, and address 
risks related to using cloud services. This includes evaluating potential risks such as security 
vulnerabilities, data privacy issues, service outages, and compliance challenges. Effective risk 
management helps organizations proactively mitigate potential threats, ensuring the cloud environment 
is secure, compliant, and resilient. 
A structured approach for performance optimization of cloud services is more related to performance 
management, not risk management. A structured approach to establishing the different what/if scenarios 
for cloud vs on-premise decisions refers to decision-making scenarios, not the identification and 
management of risks. A structured approach to SWOT analysis) is a strategic planning tool that focuses 
on strengths, weaknesses, opportunities, and threats, but it is not specifically focused on cloud risk 
management. 
 
261.Which of the following statements best reflects the responsibility of organizations regarding cloud 
security and data ownership? 
A. Cloud providers are responsible for everything under the 'limited O responsibilities clauses.' The 
customer and the provider have joint accountability. 
B. Cloud providers assume full responsibility for the security obligations, and cloud customers are 
accountable for overall compliance. 
C. Data ownership rights are solely determined by the cloud provider, leaving organizations with no 
control or accountability over their data. 
D. Organizations are accountable for the security and compliance of their data and systems, even 
though they may lack full visibility into their cloud provider's infrastructure. 
Answer: D 
Explanation: 
The Shared Responsibility Model in cloud computing establishes that: 
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Cloud providers are responsible for securing the underlying infrastructure, networking, and hardware. 
Customers (organizations)are responsible for securing data, identity and access management (IAM), 
encryption, and compliance obligations. 
Data ownership remains with the customer, even though visibility into cloud infrastructure may be limited. 
The major security challenge in cloud computing is that organizations lack full control over cloud 
infrastructure but must still ensure that security policies align with regulatory requirements (e.g., GDPR, 
HIPAA, PCI DSS). 
This principle is outlined in: 
CCSK v5 - Security Guidance v4.0, Domain 2 (Governance and Enterprise Risk Management) Cloud 
Security Alliance’s (CSA) Cloud Controls Matrix (CCM) - Data Security and Governance. 
 
262.Which cloud service model typically places the most security responsibilities on the cloud customer? 
A. Platform as a Service (PaaS) 
B. Infrastructure as a Service (IaaS) 
C. The responsibilities are evenly split between cloud provider and customer in all models. 
D. Software as a Service (SaaS) 
Answer: B 
Explanation: 
In Infrastructure as a Service (IaaS), the customer has the most control and security responsibility 
because: 
The provider only secures physical infrastructure (data centers, networking, hardware). 
Customers must configure and manage firewalls, network security, operating system patches, and IAM. 
Data security, encryption, and application security are entirely the customer's responsibility. 
In contrast: 
PaaS (Platform as a Service) places some security responsibility on the provider (e.g., runtime 
environments, managed databases). 
SaaS (Software as a Service) places most security responsibility on the provider, with customers mainly 
managing identity and access controls. 
This is extensively discussed in: 
CCSK v5 - Security Guidance v4.0, Domain 1 (Cloud Computing Concepts and Architectures) Cloud 
Controls Matrix (CCM) - Infrastructure and Application Security Controls. 
 
263.Which strategic approach is most appropriate for managing a multi-cloud environment that includes 
multiple IaaS and PaaS providers? 
A. Allow each department to manage their own cloud services independently. 
B. Use a single security tool for all providers. 
C. Rely on each provider's native security features with limited additional oversight. 
D. Implement strict governance and monitoring procedures across all platforms. 
Answer: D 
Explanation: 
In amulti-cloud environment, organizations must implement centralized governance, security policies, 
and monitoring to: 
Ensure compliance across multiple providers (AWS, Azure, Google Cloud, etc.). 
Standardize security policies to avoid inconsistencies and misconfigurations. 
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Use Cloud Security Posture Management (CSPM) tools to automate security compliance and 
misconfiguration detection. 
Prevent cloud sprawl by enforcing identity and access policies across multiple providers. 
This aligns with: 
CCSK v5 - Security Guidance v4.0, Domain 2 (Governance and Risk Management) 
CSA’s Cloud Security Alliance (CCM) - Cloud Security Operations Best Practices. 
 
264.What is a primary benefit of consolidating traffic through a central bastion/transit network in a hybrid 
cloud environment? 
A. It minimizes hybrid cloud sprawl and consolidates security. 
B. It reduces the need for physical network hardware. 
C. It increases network redundancy and fault tolerance. 
D. It decreases the latency of data transfers across the cloud network. 
Answer: A 
Explanation: 
A centralized bastion or transit network improves hybrid cloud security by: 
Reducing cloud sprawl through a unified security control point. 
Centralizing firewall, logging, and security monitoring for better threat detection and response. 
Enforcing consistent security policies across different cloud platforms (AWS, Azure, on-premises data 
centers). 
Minimizing unauthorized lateral movement within hybrid cloud environments. 
This concept is extensively covered in: 
CCSK v5 - Security Guidance v4.0, Domain 7 (Infrastructure Security) 
Cloud Controls Matrix (CCM) - Network Security and Monitoring. 
 
265.In Identity and Access Management (IAM) containment, why is it crucial to understand if an attacker 
escalated their identity? 
A. It aids in determining the source IP of the attacker. 
B. Because it simplifies the recovery process and increases the response time. 
C. To prevent further unauthorized access and limit the management plane blast radius. 
D. To facilitate the eradication of malware. 
Answer: C 
Explanation: 
Privilege escalation is a major cloud security risk because attackers can: 
Gain administrative access to cloud environments. 
Modify security configurations, disable logs, and exfiltrate sensitive data. 
Expand the attack blast radius, compromising multiple cloud resources. 
To mitigate identity escalation threats, security teams must: 
Implement strong IAM policies with least privilege access. 
Use Multi-Factor Authentication (MFA) and Just-in-Time (JIT) access. 
Monitor IAM logs for unusual privilege escalations and lateral movements. 
This is detailed in: 
CCSK v5 - Security Guidance v4.0, Domain 12 (Identity, Entitlement, and Access Management) Cloud 
Controls Matrix (CCM) - IAM Controls and Privilege Escalation Prevention. 
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266.Which aspect of assessing cloud providers poses the most significant challenge? 
A. Inconsistent policy standards and the proliferation of provider requirements. 
B. Limited visibility into internal operations and technology. 
C. Excessive details shared by the cloud provider and consequent information overload. 
D. Poor provider documentation and over-reliance on pooled audit. 
Answer: B 
Explanation: 
One of the biggest challenges in cloud security risk assessment is the lack of transparency regarding 
cloud provider operations and security controls. 
Key Issues with Limited Visibility: 
Cloud providers manage infrastructure at a global scale: 
Customers cannot directly inspect security implementations. 
Rely on third-party attestations like SOC 2, ISO 27001, CSA STAR instead of direct assessments. 
Multi-tenancy complexities: 
Cloud customers share infrastructure with other tenants. 
Data isolation mechanisms (e.g., virtual private clouds, encryption) must be trusted without direct 
verification. 
Regulatory compliance challenges: 
Organizations handling sensitive data (e.g., healthcare, finance) require strict controls. 
Cloud providers may not offer sufficient audit logs or control over data residency and processing. 
Incident response limitations: 
In traditional IT, organizations control log access, forensic analysis, and recovery. 
In the cloud, incident investigation depends on the provider’s logging and notification practices. 
This visibility issue is extensively covered in: 
CCSK v5 - Security Guidance v4.0, Domain 4 (Compliance and Audit Management) 
ENISA’s Cloud Computing Risk Assessment (Limited visibility into cloud provider security policies) 
 
267.Which type of AI workload typically requires large data sets and substantial computing resources? 
A. Evaluation 
B. Data Preparation 
C. Training 
D. Inference 
Answer: C 
Explanation: 
Among AI workloads, Training requires the most computational power and data resources. 
Why AI Training is Computationally Intensive? 
Large datasets: 
AI models (e.g., deep learning, neural networks) require millions or billions of labeled data points. 
Training involves processing massive amounts of structured/unstructured data. 
High computational power: 
Training deep learning models involves running multiple passes (epochs) over data, adjusting weights, 
and optimizing parameters. 
Requires specialized hardware like GPUs (Graphics Processing Units), TPUs (Tensor Processing Units), 
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and HPC (High-Performance Computing). 
Long training times: 
AI model training can take days, weeks, or even months depending on complexity. 
Cloud platforms offer distributed computing (multi-GPU training, parallel processing, auto-scaling). 
Cloud AI Training Benefits: 
Cloud providers (AWS, Azure, GCP) offer ML training services with on-demand scalable compute 
instances. 
Supports frameworks like TensorFlow, PyTorch, and Scikit-learn. 
This aligns with: 
CCSK v5 - Security Guidance v4.0, Domain 14 (Related Technologies - AI and ML Security) 
Cloud AI Security Risks and AI Data Governance (CCM - AI Security Controls) 
 
268.Which factor is typically considered in data classification? 
A. CI/CD step 
B. Storage capacity requirements 
C. Sensitivity of data 
D. Data controller 
Answer: C 
Explanation: 
Data classification is a fundamental security practice used to protect sensitive information based on risk, 
confidentiality, integrity, and regulatory requirements. 
Key Factors in Data Classification: 
Data Sensitivity: 
Organizations classify data based on how sensitive it is: 
Public (e.g., marketing material). 
Internal Use Only (e.g., business plans). 
Confidential (e.g., financial reports). 
Restricted/Highly Confidential (e.g., personal healthcare records, credit card details). 
Compliance & Legal Requirements: 
Certain data types have strict compliance laws: 
PII (Personally Identifiable Information) → GDPR, CCPA 
Financial Data → PCI DSS 
Healthcare Data → HIPAA 
Cloud providers must ensure security policies align with compliance frameworks. 
Impact on Security Controls: 
Highly sensitive data requires encryption at rest and in transit. Access control must be enforced with 
least privilege and IAM policies. Risk Management: 
Proper data classification helps organizations define security policies such as: 
Retention policies (How long data should be stored?). 
Backup and disaster recovery strategies. 
This is outlined in: 
CCSK v5 - Security Guidance v4.0, Domain 11 (Data Security and Encryption) Cloud Controls Matrix 
(CCM) - Data Security and Data Classification Standards 
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269.Which of the following best describes a primary focus of cloud governance with an emphasis on 
security? 
A. Enhancing user experience with intuitive interfaces. 
B. Maximizing cost savings through resource optimization. 
C. Increasing scalability and flexibility of cloud solutions. 
D. Ensuring compliance with regulatory requirements and internal policies. 
Answer: D 
Explanation: 
Cloud governance focuses on security, risk management, and compliance to ensure data protection, 
audit readiness, and regulatory adherence. 
Key Elements of Cloud Security Governance: 
Regulatory Compliance: 
Organizations must comply with GDPR, HIPAA, PCI DSS, ISO 27001. 
Cloud Security Posture Management (CSPM) helps enforce compliance automatically. 
Security Policies & Controls: 
Cloud governance frameworks include IAM (Identity and Access Management), encryption policies, and 
workload isolation. 
Organizations must standardize security settings across multiple cloud environments. 
Audit & Risk Management: 
Implement continuous monitoring, security logging, and forensic readiness. 
Risk-based access control policies ensure data security across workloads. 
Data Protection & Privacy: 
Enforcing cloud-native security frameworks (e.g., Zero Trust, CASB, SIEM). 
Data retention, access control, and incident responseareessential governance practices. 
This is covered in: 
CCSK v5 - Security Guidance v4.0, Domain 2 (Governance and Risk Management) 
Cloud Security Alliance’s Cloud Controls Matrix (CCM) - Cloud Governance and Compliance Standards 
 
270.What is a key advantage of using Infrastructure as Code (IaC) in application development? 
A. It removes the need for manual testing. 
B. It eliminates the need for cybersecurity measures. 
C. It enables version control and rapid deployment. 
D. It ensures zero configuration drift by default. 
Answer: C 
Explanation: 
Infrastructure as Code (IaC)allows organizations to automate cloud infrastructure 
managementusingcode-based templates instead of manual configuration. 
Key Benefits of IaC: 
Version Control & Automation 
IaC uses version control systems (e.g., Git) to track changes in infrastructure. 
Developers can quickly deploy infrastructure updates, reducing human errors. 
Ensuresconsistent, repeatable deploymentsacross environments. 
Rapid & Scalable Deployments 
EnablesCI/CD (Continuous Integration/Continuous Deployment) pipelines. 
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Automates infrastructure provisioning, reducing deployment time from hours to minutes. Works with 
Terraform, AWS CloudFormation, Ansible, and Kubernetes manifests. Security & Compliance 
Enhancements 
Policies as Code (PaC) & Security as Code (SaC) enforce security best practices. Cloud Security 
Posture Management (CSPM)scans IaC for misconfigurations. Reduces shadow IT risksby enforcingpre-
approved infrastructure templates. Prevents Configuration Drift 
RegularIa C re-application (desired state enforcement) ensures consistent infrastructure settings. 
Eliminates manual misconfigurations that lead to security vulnerabilities. 
This is extensively covered in: 
CCSK v5 - Security Guidance v4.0, Domain 6 (Management Plane and Business Continuity) 
Cloud Security Alliance (CSA) Cloud Controls Matrix (CCM) - Infrastructure and Configuration 
Management Controls. 
 
271.What is a primary benefit of implementing Zero Trust (ZT) architecture in cloud environments? 
A. Reduced attack surface and simplified user experience. 
B. Eliminating the need for multi-factor authentication. 
C. Increased attack surface and complexity. 
D. Enhanced privileged access for all users. 
Answer: A 
Explanation: 
Zero Trust (ZT) security architectureis amodern cloud security approach that operates on the principle of 
“Never Trust, Always Verify." 
Primary Benefits of Zero Trust in Cloud: 
Minimizes Attack Surface 
Traditional security modelsassume trust within an internal network. 
Zero Trust eliminates implicit trust and enforces continuous verification of user identities. 
Reduces the risk ofdata breaches, insider threats, and lateral movement attacks. 
Strong Authentication & Access Controls 
Multi-Factor Authentication (MFA) & Just-in-Time (JIT) access are mandatory in Zero Trust models. 
Uses context-based access policies (device, location, behavior analytics) to enforce adaptive security. 
Micro-Segmentation & Least Privilege Access 
Restricts access to only necessary applications, minimizing lateral movement in cloud environments. 
Micro-segmentation isolates workloads, reducing the impact of breaches. 
Cloud-Native Zero Trust Integration 
Cloud providers (AWS, Azure, Google Cloud) offer Zero Trust Network Access (ZTNA)solutions. 
Cloud Security Posture Management (CSPM)continuously scans cloud environments for security 
compliance. 
This aligns with: 
CCSK v5 - Security Guidance v4.0, Domain 12 (Identity, Entitlement, and Access Management) Zero 
Trust Cloud Security Architecture (CSA Zero Trust Working Group). 
 
272.Which type of security tool is essential for enforcing controls in a cloud environment to protect 
endpoints? 
A. Unified Threat Management (UTM). 
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B. Web Application Firewall (WAF). 
C. Endpoint Detection and Response (EDR). 
D. Intrusion Detection System (IDS). 
Answer: C 
Explanation: 
Endpoint Detection and Response (EDR)is acritical security tool for cloud environmentsthatmonitors, 
detects, and responds to endpoint threats. 
Why EDR is Essential for Cloud Security? 
Real-Time Threat Detection & Response 
EDRcontinuously monitors endpoint activity (e.g., cloud VMs, servers, containers). Detectsanomalous 
behavior, malware, and unauthorized access attempts. Automated Remediation & Forensics 
UsesMachine Learning (ML) & AItoanalyze cloud endpoint telemetry. 
Supportsautomated response actions (isolating infected endpoints, rolling back malicious changes). 
Cloud-Native Security Integration 
Works with Cloud Security Information and Event Management (SIEM) and Security Orchestration, 
Automation, and Response (SOAR). 
Enables proactive threat hunting in hybrid and multi-cloud environments. 
Complements Other Cloud Security Tools 
WAF (Web Application Firewall) protects against web-based attacks (OWASP Top 10) but does not 
provide endpoint security. 
UTM (Unified Threat Management) is more suited for traditional perimeter security (firewalls, 
IPS/IDS). 
IDS (Intrusion Detection System) only detects threats, whereas EDR actively responds to them. 
This aligns with: 
CCSK v5 - Security Guidance v4.0, Domain 7 (Infrastructure Security) 
Cloud Controls Matrix (CCM) - Endpoint Security Controls. 
 
273.What is the primary advantage of implementing Continuous Integration and Continuous 
Delivery/Deployment (CI/CD) pipelines in the context of cybersecurity? 
A. Replacing the need for security teams. 
B. Slowing down the development process for testing. 
C. Automating security checks and deployments. 
D. Enhancing code quality. 
Answer: C 
Explanation: 
CI/CD pipelines integrate security into the DevOps process, ensuring that security is automated at every 
stage of the software development lifecycle (SDLC). 
Why CI/CD Pipelines Enhance Cloud Security? 
Automates Security Scans & Compliance Checks 
CI/CD pipelines integrate Static Application Security Testing (SAST) & Dynamic Application Security 
Testing (DAST). 
Infrastructure as Code (IaC) security scans prevent misconfigurations in cloud deployments. Reduces 
Human Errors in Security Configurations 
Automates security best practices (e.g., enforcing HTTPS, setting least privilege IAM roles). 
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Reduces risk of manual security misconfigurations. 
Speeds Up Secure Deployments 
Automatically tests for vulnerabilities before production releases. 
Ensures that security patches are rapidly deployedwithout breaking functionality. 
Shifts Security Left in DevSecOps 
CI/CD enables early vulnerability detectionin thedevelopment phase, reducing costs and risks. 
Cloud-native CI/CD tools like AWS CodePipeline, GitHub Actions, and Jenkins integrate security 
automation. 
This aligns with: 
CCSK v5 - Security Guidance v4.0, Domain 10 (Application Security) 
DevSecOps and Cloud Security Best Practices (Cloud Security Alliance - DevSecOps Working Group). 
 
274.Which of the following is true about access policies in cybersecurity? 
A. They are used to monitor real-time network traffic 
B. They are solely concerned with user authentication methods 
C. They provide data encryption protocols for secure communication 
D. They define permissions and network rules for resource access 
Answer: D 
Explanation: 
Access policies in cybersecurity are critical for managing and controlling how users and devices access 
resources within a network or cloud environment. These policies are primarily concerned with defining 
permissions and rules that govern access to resources. They help organizations implement role-based 
access control (RBAC) or attribute-based access control (ABAC), which specify who can access what 
resources and under what conditions. 
In the context of cloud computing, access policies are typically enforced using Identity and Access 
Management (IAM) tools and services, which allow administrators to define and manage the permissions 
associated with user identities. Access policies include various rules that specify allowed or denied 
actions based on roles, user attributes, device types, or network conditions. 
For example, in the AWS environment, access policies are written in JSON and define permissions for 
services like EC2, S3, or RDS. Similarly, Azure uses Role-Based Access Control (RBAC) to manage 
resource access policies. 
Access policies are not concerned with real-time monitoring (option A), user authentication methods 
(option B), or encryption protocols (option C). Instead, they explicitly focus on defining access 
permissions and controlling how resources are utilized. 
Reference: CSA Security Guidance v4.0, Domain 12: Identity, Entitlement, and Access Management 
Cloud Computing Security Risk Assessment (ENISA) - Identity and Access Management section Cloud 
Controls Matrix (CCM) v3.0.1 - IAM Domain 
 
275.Which plane in a network architecture is responsible for controlling all administrative actions? 
A. Forwarding plane 
B. Management plane 
C. Data plane 
D. Application plane 
Answer: B 
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Explanation: 
The Management plane in a network architecture is responsible for controlling all administrative actions, 
including configuration, management, monitoring, and maintenance of network devices and services. It 
provides the interface for administrators to interact with the network, perform system management tasks, 
and enforce policies. 
The management plane typically includes functions such as: 
Configuration management 
Monitoring and logging 
Administrative access control 
Policy enforcement 
In the context of cloud environments, the management plane also includes APIs and web-based 
consoles that allow administrators to manage virtual resources. Due to its critical role in controlling 
network and system settings, securing the management plane is of utmost importance to prevent 
unauthorized access and potential control over the entire network infrastructure. 
Why Other Options Are Incorrect: 
A. Forwarding plane: Responsible for the actual forwarding of data packets through the network based 
on predefined rules. It does not handle administrative functions. 
C. Data plane: Responsible for data transmission and the forwarding of packets through the network but 
does not involve management tasks. 
D. Application plane: This is not a commonly used term in network architecture, and it generally refers to 
application-specific functions rather than network administration. 
Reference: CSA Security Guidance v4.0, Domain 6: Management Plane and Business Continuity Cloud 
Computing Security Risk Assessment (ENISA) - Management Interface Compromise Cloud Controls 
Matrix (CCM) v3.0.1 - IAM Domain 
 
276.What is an essential security characteristic required when using multi-tenant technologies? 
A. Segmented and segregated customer environments 
B. Limited resource allocation 
C. Resource pooling 
D. Abstraction and automation 
Answer: A 
Explanation: 
In multi-tenant technologies, the fundamental security requirement is segmented and segregated 
customer environments. Multi-tenancy means that multiple customers (tenants) share the same physical 
or virtual infrastructure while maintaining logical separation to prevent data leakage and 
unauthorized access between tenants. 
To ensure security and compliance in multi-tenant environments, providers implement: 
Network segmentation (VLANs, Virtual Private Clouds) 
Isolation mechanisms (such as virtual firewalls and access control lists) 
Data isolation through encryption and access controls 
Hypervisor-based isolation in virtualized environments 
The goal is to create strong logical isolation between tenants to mitigate risks like data leakage, guest-
hopping attacks, and unauthorized access. 
Why Other Options Are Incorrect: 
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B. Limited resource allocation: While resource limits may help performance management, they do not 
inherently ensure security in multi-tenant settings. 
C. Resource pooling: Though fundamental to cloud computing, it does not address the isolation needed 
for secure multi-tenancy. 
D. Abstraction and automation: These are key elements in cloud computing but do not directly address 
multi-tenant security. 
Reference: CSA Security Guidance v4.0, Domain 7: Infrastructure Security 
Cloud Computing Security Risk Assessment (ENISA) - Isolation Failure 
Cloud Controls Matrix (CCM) v3.0.1 - Infrastructure and Virtualization Security Domain 
 
277.How does DevSecOps fundamentally differ from traditional DevOps in the development process? 
A. DevSecOps removes the need for a separate security team. 
B. DevSecOps focuses primarily on automating development without security. 
C. DevSecOps reduces the development time by skipping security checks. 
D. DevSecOps integrates security into every stage of the DevOps process. 
Answer: D 
Explanation: 
DevSecOps stands for Development, Security, and Operations and represents the integration of security 
practices within the DevOps process from the very beginning. The key difference between traditional 
DevOps and DevSecOps is thatDevSecOps embeds security as a core component rather than an 
afterthought. 
In traditional DevOps, security is often handled as a separate process at the end of the development 
lifecycle. However, this can lead to vulnerabilities being identified late, increasing the cost and effort 
required to fix them. 
In DevSecOps, security is "baked in" from the start, involving practices such as: Automated security 
testing: Integrating security checks into CI/CD pipelines. Continuous monitoring: Real-time threat 
detection during development and production. Collaboration: Cross-functional teams working together to 
maintain security at each stage. 
Why Other Options Are Incorrect: 
A. Removes the need for a separate security team: This is false as DevSecOps does not eliminate 
security teams; it integrates them within the development lifecycle. 
B. Focuses on automating development without security: The opposite is true; DevSecOps specifically 
focuses on integrating security. 
C. Reduces development time by skipping security checks: This contradicts the core principle of 
DevSecOps, which enhances security without sacrificing speed. 
Reference: CSA Security Guidance v4.0, Domain 10: Application Security 
Cloud Computing Security Risk Assessment (ENISA) - DevSecOps Best Practices 
Cloud Controls Matrix (CCM) v3.0.1 - DevOps and Continuous Integration/Continuous Deployment 
(CI/CD) 
 
278.In the context of cloud security, which approach prioritizes incoming data logs for threat detection by 
applying multiple sequential filters? 
A. Cascade-and-filter approach 
B. Parallel processing approach 
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C. Streamlined single-filter method 
D. Unfiltered bulk analysis 
Answer: A 
Explanation: 
TheCascade-and-filter approach is a method used in cloud security to handle incoming data logs 
efficiently. It prioritizes logs for threat detection by applying multiple sequential filters, where each filter 
progressively narrows down the data. 
This approach helps in: 
Layered threat detection: Early filters eliminate non-critical data, while subsequent filters perform more 
detailed analysis. 
Efficient processing: Reduces the volume of data passed through advanced and resource-intensive 
filters. 
Improved accuracy: Allows focusing on the most relevant security events. 
For example, in a cloud environment, the first filter might check for known malicious IP addresses, the 
second might look for suspicious file types, and subsequent filters may perform behavioral analysis or 
anomaly detection. 
Why Other Options Are Incorrect: 
B. Parallel processing approach: This method processes logs simultaneously, not sequentially, and is 
less efficient for prioritizing threats. 
C. Streamlined single-filter method: Uses a single filter for all data, which lacks depth and thoroughness 
in identifying complex threats. 
D. Unfiltered bulk analysis: This approach is resource-intensive and inefficient, as it does not prioritize or 
filter logs. 
Reference: CSA Security Guidance v4.0, Domain 9: Incident Response 
Cloud Computing Security Risk Assessment (ENISA) - Log Management and Threat Detection 
Cloud Controls Matrix (CCM) v3.0.1 - Logging and Monitoring Domain 
 
279.What is the primary purpose of Cloud Infrastructure Entitlement Management (CIEM) in cloud 
environments? 
A. Monitoring network traffic 
B. Deploying cloud services 
C. Governing access to cloud resources 
D. Managing software licensing 
Answer: C 
Explanation: 
Cloud Infrastructure Entitlement Management (CIEM) is primarily designed to govern access to cloud 
resources. It addresses the challenges of managing user entitlements and permissions across multi-
cloud and hybrid environments. CIEM solutions help organizations manage identity and access rights, 
particularly in complex cloud infrastructures where multiple services and user roles are involved. 
The primary functions of CIEM include: 
Access Governance: Ensuring that the right users have the appropriate level of access to cloud 
resources. 
Least Privilege Enforcement: Automatically identifying and eliminating excessive permissions. 
Access Monitoring and Auditing: Continuously tracking permission usage to detect unusual patterns or 
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risks. 
Identity Lifecycle Management: Managing the creation, modification, and revocation of identities and 
their associated permissions. 
Why CIEM is Important: 
As cloud environments scale, manual management of user roles and permissions becomes 
unmanageable and prone to errors. CIEM tools automate this process, providing visibility and control 
over cloud entitlements to minimize the risk of privilege escalation and unauthorized access. 
Why Other Options Are Incorrect: 
A. Monitoring network traffic: This falls under network security monitoring and is not related to 
entitlement management. 
B. Deploying cloud services: This involves cloud orchestration and provisioning, not entitlement 
management. 
D. Managing software licensing: CIEM is not concerned with license management, which is handled by 
software asset management tools. 
Reference: CSA Security Guidance v4.0, Domain 12: Identity, Entitlement, and Access Management 
Cloud Computing Security Risk Assessment (ENISA) - Identity and Access Management Cloud Controls 
Matrix (CCM) v3.0.1 - IAM Domain 
 
280.A company plans to shift its data processing tasks to the cloud. 
Which type of cloud workload best describes the use of software emulations of physical computers? 
A. Platform as a Service (PaaS) 
B. Serverless Functions (FaaS) 
C. Containers 
D. Virtual Machines (VMs) 
Answer: D 
Explanation: 
The correct answer is D. Virtual Machines (VMs). In the context of cloud computing, Virtual Machines 
(VMs)are software-based emulations of physical computers. They run an operating system (OS) and 
applications just like a physical machine would. VMs are often hosted on physical servers using 
hypervisors, which allow multiple VMs to run on a single physical machine, thereby sharing resources 
like CPU, memory, and storage. 
Why Virtual Machines (VMs) are Suitable for Data Processing: 
Full OS Environment’s provide a complete operating system environment, making them suitable for 
running complex data processing tasks that require specific OS configurations. 
Isolation: Each VM operates independently, providing isolation between different workloads, which is 
essential when processing sensitive or diverse data sets. 
Scalability: Cloud providers offer VM scaling options to meet the demands of data processing workloads. 
Compatibility’s can run legacy applications that may not be compatible with newer cloud-native 
technologies. 
Why Other Options Are Incorrect: 
A. Platform as a Service (PaaS): PaaS provides a platform for developing and deploying applications 
without managing underlying infrastructure. It is not directly related to VM-based processing. 
B. Serverless Functions (FaaS): Serverless computing abstracts the infrastructure and is used for 
running discrete functions rather than emulating entire machines. 
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C. Containers: Containers package applications and dependencies but share the host OS kernel. They 
are lightweight compared to VMs and do not fully emulate physical computers. 
Real-World Example: 
If a company moves a data processing application that was traditionally run on an on-premises physical 
server to the cloud, they might choose VMs on services like AWS EC2, Azure Virtual Machines, or 
Google Compute Engine to maintain the same OS environment and application compatibility. 
Reference: CSA Security Guidance v4.0, Domain 7: Infrastructure Security 
Cloud Computing Security Risk Assessment (ENISA) - Virtualization Risks 
Cloud Controls Matrix (CCM) v3.0.1 - Infrastructure as a Service (IaaS) Domain 
 
281.What Identity and Access Management (IAM) process decides to permit or deny a subject access to 
system objects like networks, data, or applications? 
A. Authorization 
B. Federation 
C. Authentication 
D. Provisioning 
Answer: A 
Explanation: 
The correct answer is A. Authorization. In Identity and Access Management (IAM), authorizationis the 
process of determining whether a subject (user, application, or device) has the right to access a specific 
system object, such as networks, data, or applications. Authorization decisions are made after 
successful authentication and are based on the subject's permissions, roles, or attributes. 
Key Characteristics of Authorization: 
Decision Making: Determines if access is permitted or denied based on policies or permissions. 
Role and Attribute-Based Access: Often uses Role-Based Access Control (RBAC) or Attribute-Based 
Access Control (ABAC) mechanisms to enforce policies. 
Post-Authentication Process: Occursafter authentication has verified the user's identity. 
Resource-Specific: Determines the level of access or specific operations (like read, write, execute) a 
user is allowed. 
Example Scenario: 
When a user logs into a cloud platform, the system firstauthenticatesthe user (verifies their identity) and 
thenauthorizestheir access to specific resources, such as viewing data in an S3 bucket or managing a 
VM instance. The access policies define what actions the authenticated user can perform. 
Why Other Options Are Incorrect: 
B. Federation: Involves linking a user's identity across multiple systems or domains but does not decide 
access permissions. 
C. Authentication: The process of verifying a user's identity, typically through passwords, biometrics, or 
multi-factor authentication (MFA), but it does not determine resource access. 
D. Provisioning: Refers to creating and managing user accounts and permissions, but it does not make 
real-time access decisions. 
Real-World Context: 
In cloud environments, services like AWS IAM or Azure AD use policies toauthorizeuser actions after 
they have been authenticated. For instance, an AWS IAM policy might allow a user to list S3 buckets but 
deny deletion. 
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Reference: CSA Security Guidance v4.0, Domain 12: Identity, Entitlement, and Access Management 
Cloud Computing Security Risk Assessment (ENISA) - IAM and Access Control Cloud Controls Matrix 
(CCM) v3.0.1 - Identity and Access Management Domain 
 
282.Which of the following best describes the concept of Measured Service in cloud computing? 
A. Cloud systems allocate a fixed immutable set of measured services to each customer. 
B. Cloud systems offer elastic resources. 
C. Cloud systems provide usage reports upon request, based on manual reporting. 
D. Cloud systems automatically monitor resource usage and provide billing based on actual 
consumption. 
Answer: D 
Explanation: 
The correct answer is D. Cloud systems automatically monitor resource usage and provide billing based 
on actual consumption. 
Measured Service is one of theessential characteristics of cloud computingas defined by theNIST 
(National Institute of Standards and Technology). It implies that cloud systems automatically control and 
optimize resource usage by leveraging ametering capability. This capability tracks and reports resource 
consumption (such as CPU, storage, or bandwidth), which is used for billing, monitoring, and planning. 
Key Characteristics: 
Automatic Monitoring: Cloud platforms continuously track resource usage without manual intervention. 
Billing Based on Usage: Customers are billed based on the actual consumption of resources (pay-as-
you-go model). 
Transparency: Users can view detailed usage reports to understand their resource utilization and 
associated costs. 
Resource Optimization: Providers use these metrics to optimize resource allocation and improve 
efficiency. 
Why Other Options Are Incorrect: 
A. Fixed immutable set of measured services: This contradicts the concept of elasticity and resource 
pooling in cloud computing. 
B. Elastic resources: While elasticity is a cloud characteristic, it does not directly define measured 
service. 
C. Manual reporting: Measured service is about automated, real-time monitoring and billing, not manual 
data gathering. 
Real-World Example: 
In AWS, services like Amazon Cloud Watch automatically collect and provide usage metrics, and the 
AWS Billing Console shows the cost associated with each resource. 
Reference: CSA Security Guidance v4.0, Domain 1: Cloud Computing Concepts and Architectures 
NIST SP 800-145 - The NIST Definition of Cloud Computing 
Cloud Controls Matrix (CCM) v3.0.1 - Metering and Billing Domain 
 
 
283.Which aspects are most important for ensuring security in a hybrid cloud environment? 
A. Use of encryption for all data at rest 
B. Implementation of robust IAM and network security practices 
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C. Regular software updates and patch management 
D. Deployment of multi-factor authentication only 
Answer: B 
Explanation: 
The correct answer is B. Implementation of robust IAM and network security practices. 
A hybrid cloud environment involves integrating private and public cloud infrastructures. This setup 
requires enhanced security practices to manage the complexity and diverse security requirements of 
both environments. 
Key Aspects: 
Identity and Access Management (IAM): Ensures secure authentication and authorization across both 
private and public clouds. 
Network Security: Includes securing data in transit, implementing network segmentation, and protecting 
communication between cloud environments. 
Unified Security Policies: Establishing consistent policies and access controls across both environments. 
Visibility and Monitoring: Continuous monitoring of network traffic and access logs to detect potential 
threats. 
Why Other Options Are Incorrect: 
A. Encryption for data at rest: Important but not the most comprehensive security measure for hybrid 
environments. 
C. Software updates and patch management: While essential, these practices alone do not address the 
complex challenges of a hybrid setup. 
D. Multi-factor authentication only: MFA enhances authentication security but does not cover the broader 
security requirements of a hybrid cloud. 
Real-World Context: 
Organizations using services like AWS Direct Connector Azure Express Route to integrate on-premises 
environments with the public cloud must implement robust IAM and network security practices to 
maintain secure and compliant data flows. 
Reference: CSA Security Guidance v4.0, Domain 7: Infrastructure Security 
Cloud Computing Security Risk Assessment (ENISA) - Hybrid Cloud Security 
Cloud Controls Matrix (CCM) v3.0.1 - Network and IAM Domains 
 
284.What is the primary function of a Load Balancer Service in a Software Defined Network (SDN) 
environment? 
A. To create isolated virtual networks 
B. To monitor network performance and activity 
C. To distribute incoming network traffic across multiple destinations 
D. To encrypt data for secure transmission 
Answer: C 
Explanation: 
The correct answer is C. To distribute incoming network traffic across multiple destinations. 
A Load Balancer Service in an SDN environment is responsible for efficiently distributing network traffic 
across multiple servers or instances. This ensures high availability, reliability, and optimized resource 
usage. 
Key Functions: 
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Traffic Distribution: Balances incoming requests to various servers based on predefined algorithms 
(round-robin, least connections, etc.). 
High Availability: Prevents server overload and reduces downtime by distributing workload. 
Scalability: Automatically adjusts as the number of requests or available resources changes. 
Health Monitoring: Continually checks server availability and responsiveness to avoid directing traffic to 
non-responsive instances. 
Why Other Options Are Incorrect: 
A. Isolated virtual networks: Creating isolated networks is a function of network virtualization, not load 
balancing. 
B. Monitor network performance: Monitoring is done by network monitoring tools, not load balancers. 
D. Encrypt data for secure transmission: Encryption is handled by security protocols like TLS/SSL, not 
load balancers. 
Real-World Example: 
Services like AWS Elastic Load Balancer (ELB)and Azure Load Balancer ensure that traffic is distributed 
efficiently across instances, maintaining performance and uptime. 
Reference: CSA Security Guidance v4.0, Domain 7: Infrastructure Security 
Cloud Computing Security Risk Assessment (ENISA) - SDN and Load Balancing 
Cloud Controls Matrix (CCM) v3.0.1 - Network and Infrastructure Domains 
 
285.Which tool is most effective for ensuring compliance and identifying misconfigurations in cloud 
management planes? 
A. Data Security Posture Management (DSPM) 
B. SaaS Security Posture Management (SSPM) 
C. Cloud Detection and Response (CDR) 
D. Cloud Security Posture Management (CSPM) 
Answer: D 
Explanation: 
The correct answer isD. Cloud Security Posture Management (CSPM). 
Cloud Security Posture Management (CSPM) is a comprehensive tool designed to identify and 
remediate misconfigurations and compliance violations incloud management planes. It helps 
organizations maintain secure and compliant cloud environments by continuously monitoring 
configurations against industry standards and best practices. 
Key Functions of CSPM: 
Configuration Management: Identifies misconfigurations and alerts administrators to fix them. 
Compliance Monitoring: Continuously assesses cloud environments against compliance frameworks 
such as CIS, NIST, GDPR, and others. 
Automated Remediation: Automatically fixes known configuration errors based on predefined policies. 
Visibility: Provides a comprehensive view of security and compliance risks across multi-cloud 
environments. 
Risk Assessment: Analyzes risks related to identity, data exposure, and network configurations. 
Why CSPM is Most Effective: 
Cloud environments are dynamic, and maintaining secure configurations is challenging. CSPM solutions 
like AWS Config, Azure Security Center, and Google Cloud Security Command Center automate the 
process of checking for security policy violations and configuration drift. 
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Why Other Options Are Incorrect: 
A. Data Security Posture Management (DSPM): Focuses on data security, data loss prevention, and 
data governance, rather than configuration and compliance management. 
B. SaaS Security Posture Management (SSPM): Specifically targets SaaS applications, managing 
security settings and compliance of cloud-based software rather than infrastructure. 
C. Cloud Detection and Response (CDR): Focuses on threat detection and incident response rather than 
configuration management and compliance. 
Real-World Example: 
A CSPM tool like Palo Alto Prisma Cloud or AWS Config can automatically detect if IAM policies are 
overly permissive or ifS3 buckets are publicly accessible, helping to maintain compliance and reduce 
attack surfaces. 
Reference: CSA Security Guidance v4.0, Domain 4: Compliance and Audit Management Cloud 
Computing Security Risk Assessment (ENISA) - Cloud Security Monitoring Cloud Controls Matrix (CCM) 
v3.0.1 - Cloud Configuration Management Domain 
 
286.In the context of Software-Defined Networking (SDN), what does decoupling the network control 
plane from the data plane primarily achieve? 
A. Enables programmatic configuration 
B. Decreases network security 
C. Increases hardware dependency 
D. Increases network complexity 
Answer: A 
Explanation: 
The correct answer is A. Enables programmatic configuration. 
InSoftware-Defined Networking (SDN), the control plane and data plane are decoupled, meaning that 
thenetwork intelligence (control plane) is separated from the traffic forwarding functions (data plane). 
This separation allows network control to be directly programmable, rather than embedded within the 
hardware. 
Key Benefits of Decoupling: 
Programmatic Configuration: Network administrators can program the network dynamically using 
software applications. This programmability enables automated, flexible, and efficient network 
management. 
Centralized Control: The control plane is managed from a centralized controller, which can adjust 
network configurations in real-time. 
Reduced Hardware Dependency: Since the control logic is no longer embedded in individual hardware 
devices, it is easier to use commodity hardware and standardized interfaces. 
Agility and Scalability: Organizations can rapidly deploy new services and update configurations without 
altering the underlying hardware. 
Why Other Options Are Incorrect: 
B. Decreases network security: Decoupling does not inherently decrease security. In fact, centralized 
control can enhance security through consistent policy enforcement. 
C. Increases hardware dependency: The opposite is true. SDN reduces dependency on proprietary 
hardware by enabling software-based management. 
D. Increases network complexity: While SDN introduces new software components, it simplifies network 
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management by centralizing control and reducing hardware configuration complexities. 
Real-World Example: 
In a cloud environment, SDN controllers like Open Daylight or Cisco A CIallow for dynamic routing, load 
balancing, and traffic management through APIs. This flexibility supports automated scaling and traffic 
optimization. 
Reference: CSA Security Guidance v4.0, Domain 7: Infrastructure Security 
Cloud Computing Security Risk Assessment (ENISA) - SDN and Network Virtualization 
Cloud Controls Matrix (CCM) v3.0.1 - Network Security Domain 
 
287.Which of the following is a primary benefit of using Infrastructure as Code (IaC) in a security 
context? 
A. Manual patch management 
B. Ad hoc security policies 
C. Static resource allocation 
D. Automated compliance checks 
Answer: D 
Explanation: 
The correct answer is D. Automated compliance checks. 
Infrastructure as Code (IaC)is a key DevSecOps practice where infrastructure configurations are defined 
and managed through code. In a security context, the primary benefit of using IaC is the ability 
toautomate compliance checksand enforce security best practices consistently across environments. 
Key Benefits of IaC in Security: 
Automated Compliance: IaC allows for the embedding ofsecurity policies directly into configuration 
scripts. This means that when infrastructure is deployed, it automatically adheres to compliance 
requirements (like NIST, CIS benchmarks). 
Consistency and Repeatability: Since IaC scripts are version-controlled, any configuration changes are 
tracked, minimizing the risk of configuration drift. 
Security by Design: By coding security configurations (like IAM roles, network ACLs, encryption settings), 
organizations ensure that every deployment meets security standards. 
Reduced Human Error: Automating infrastructure provisioning reduces manual errors that can lead to 
vulnerabilities. 
Why Other Options Are Incorrect: 
A. Manual patch management: IaC promotes automated and repeatable configurations, reducing the 
need for manual patching. 
B. Ad hoc security policies: IaC encouragesstandardized and consistentpolicies rather than ad hoc 
management. 
C. Static resource allocation: IaC is dynamic and scalable, allowing for automatic scaling and 
configuration management rather than static resource setups. 
Real-World Example: 
Using tools like Terraformor AWS CloudFormation, organizations can define IAM policies, security group 
rules, and data encryption settingsas part of the infrastructure code. These configurations are then 
automatically checked for compliance against established policies during deployment. 
Security and Compliance in IaC: 
Organizations can integrate tools likeTerraform ComplianceorAWS Config Rulesto automatically verify 
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that infrastructure settings align withregulatory requirementsandinternal security policies. 
Reference: CSA Security Guidance v4.0, Domain 10: Application Security 
Cloud Computing Security Risk Assessment (ENISA) - Infrastructure as Code Best Practices 
Cloud Controls Matrix (CCM) v3.0.1 - Configuration and Change Management Domain 
 
288.What is a key benefit of using customer-managed encryption keys with cloud key management 
service (KMS)? 
A. Customers can bypass the need for encryption 
B. Customers retain control over their encryption keys 
C. Customers can share their encryption keys more easily 
D. It reduces the computational load on the cloud service provider 
Answer: B 
Explanation: 
The correct answer is B. Customers retain control over their encryption keys. 
Usingcustomer-managed encryption keys (CMEK)with a cloudKey Management Service (KMS)allows 
the customer toretain full control over the encryption keysused to encrypt their data. This is crucial in 
maintaining data sovereignty, privacy, and compliance with regulatory requirements. 
Key Benefits of Customer-Managed Encryption Keys: 
Key Ownership and Control: Unlike cloud provider-managed keys, CMEK ensures that the customer has 
full authority over the key's lifecycle, including creation, rotation, and deletion. 
Enhanced Security: Customers can enforce strict access controls and audit who accesses the keys. 
Compliance: Many regulations (like GDPR or HIPAA) mandate that data owners maintain control over 
encryption keys. 
Data Privacy: Even though the data is stored on the cloud, the provider cannot access unencrypted data 
without the customer's permission. 
Flexibility: Customers can choose when to revoke or rotate keys, which directly impacts data availability 
and access. 
Why Other Options Are Incorrect: 
A. Bypass the need for encryption: CMEK does not eliminate the need for encryption; it strengthens it by 
giving customers direct control. 
C. Share encryption keys more easily: Sharing encryption keys can increase security risks, and CMEK is 
designed to restrict, not ease, key sharing. 
D. Reduces computational load on the cloud service provider: CMEK does not impact the computational 
load. It focuses on key management and control rather than reducing processing overhead. 
Real-World Example: 
In AWS KMS, using CMEK allows customers to bring their own keys (BYOK) and manage them directly 
through AWS Key Management Service. Similar practices exist in Google Cloud KMS and Azure Key 
Vault, where customers can generate and control their own encryption keys. 
Practical Use Case: 
A healthcare provider using a cloud service to store patient records may use CMEK to ensure that 
sensitive data is encrypted under keys they control, ensuring compliance with regulations like HIPAA. 
Reference: CSA Security Guidance v4.0, Domain 11: Data Security and Encryption 
Cloud Computing Security Risk Assessment (ENISA) - Key Management and Encryption 
Cloud Controls Matrix (CCM) v3.0.1 - Data Protection and Encryption Domain 



The safer , easier way to help you pass any IT exams. 

92 / 110 

 
289.Which two key capabilities are required for technology to be considered cloud computing? 
A. Abstraction and orchestration 
B. Abstraction and resource pooling 
C. Multi-tenancy and isolation 
D. Virtualization and multi-tenancy 
Answer: B 
Explanation: 
The CCSK v5.0 Study Guide defines cloud computing based on the NIST SP 800-145 definition, which 
outlines five essential characteristics: on-demand self-service, broad network access, resource pooling, 
rapid elasticity, and measured service. Two key capabilities that underpin these characteristics 
areabstractionandresource pooling. 
A bstractionrefers to the virtualization layer that hides the underlying physical infrastructure, allowing 
users to interact with resources (e.g., compute, storage, networking) without needing to manage the 
hardware directly. 
Resource pooling enables the provider’s computing resources to be pooled to serve multiple consumers 
using a multi-tenant model, with resources dynamically assigned and reassigned based on demand. 
From the CCSK v5.0 Study Guide, Domain 1 (Cloud Computing Concepts and Architectures), Section 
1.2: 
“Cloud computing relies on abstraction to simplify the user experience and resource pooling to efficiently 
allocate resources across multiple tenants. Resource pooling is a defining characteristic, where the 
provider’s computing resources are pooled to serve multiple consumers, with different physical and 
virtual resources dynamically assigned and reassigned according to consumer demand.” 
Option B correctly identifies abstraction and resource pooling as the two key capabilities. 
Option A (Abstraction and orchestration) is incorrect because orchestration, while important for 
automation, is not a defining characteristic of cloud computing. 
Option C (Multi-tenancy and isolation) is incorrect because, while multi-tenancy is a feature of resource 
pooling, isolation is a security mechanism, not a core capability of cloud computing. 
Option D (Virtualization and multi-tenancy) is incorrect because virtualization is a technology that 
enables abstraction, but multi-tenancy alone is not sufficient to define cloud computing. 
Reference: CCSK v5.0 Study Guide, Domain 1, Section 1.2: Cloud Computing Definitions and 
Characteristics. 
NIST SP 800-145: The NIST Definition of Cloud Computing. 
 
290.Which approach is commonly used by organizations to manage identities in the cloud due to the 
complexity of scaling across providers? 
A. Decentralization 
B. Centralization 
C. Federation 
D. Outsourcing 
Answer: C 
Explanation: 
Managing identities across multiple cloud providers is complex due to the need for scalability, 
interoperability, and consistent access control. The federationapproach is commonly used to address this 
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challenge. Identity federation allows organizations to use a single set of credentials across different cloud 
providers by leveraging standards such as SAML, OAuth, or OpenID Connect. This enables seamless 
authentication and authorization without requiring separate identity management 
systems for each provider. 
From the CCSK v5.0 Study Guide, Domain 6 (Identity, Entitlement, and Access Management), Section 
6.3: 
“Identity federation is a critical approach for managing identities in cloud environments, especially when 
scaling across multiple providers. Federation allows organizations to use a trusted identity provider (IdP) 
to authenticate users, enabling single sign-on (SSO) and consistent access control across disparate 
cloud services.” 
Option C (Federation) is the correct answer. 
Option A (Decentralization) is incorrect because decentralizing identity management increases 
complexity and reduces consistency across providers. 
Option B (Centralization) is incorrect because, while centralized identity management may be used 
within a single organization, it does not scale effectively across multiple cloud providers without 
federation. 
Option D (Outsourcing) is incorrect because outsourcing identity management does not inherently 
address the scalability and interoperability challenges of cloud environments. 
Reference: CCSK v5.0 Study Guide, Domain 6, Section 6.3: Identity Federation. 
CSA Security Guidance for Critical Areas of Focus in Cloud Computing v4.0, Domain 11. 
 
291.What is one significant way Artificial Intelligence, particularly Large Language Models, is impacting 
IT and security? 
A. Eliminating the need for encryption 
B. Replacing all IT personnel 
C. Automating threat detection and response 
D. Standardizing software development languages 
Answer: C 
Explanation: 
Artificial Intelligence (AI), including Large Language Models (LLMs), is significantly impacting IT and 
security by enabling automation of threat detection and response. AI-driven tools can analyze vast 
amounts of data in real-time, identify patterns indicative of threats, and respond faster than human 
operators, improving security operations efficiency and effectiveness. 
From the CCSK v5.0 Study Guide, Domain 12 (Emerging Technologies), Section 12.4: 
“AI and machine learning, including Large Language Models, are transforming cloud security by 
automating threat detection and response. These technologies can process and analyze security logs, 
network traffic, and user behavior to identify anomalies and potential threats, enabling rapid incident 
response and reducing the burden on security teams.” 
Option C (Automating threat detection and response) is the correct answer. 
Option A (Eliminating the need for encryption) is incorrect because AI does not eliminate the need for 
encryption; encryption remains a fundamental security control. 
Option B (Replacing all IT personnel) is incorrect because AI augments, rather than replaces, IT and 
security personnel. 
Option D (Standardizing software development languages) is incorrect because AI does not primarily 
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focus on standardizing development languages. 
Reference: CCSK v5.0 Study Guide, Domain 12, Section 12.4: AI and Machine Learning in Cloud 
Security. 
 
292.Which type of cloud workload would be most appropriate for running isolated applications with 
minimum resource overhead? 
A. Containers 
B. Function as a Service (FaaS) 
C. AI Workloads 
D. Virtual Machines (VMs) 
Answer: A 
Explanation: 
Containersare the most appropriate cloud workload for running isolated applications with minimum 
resource overhead. Containers provide lightweight, isolated environments that share the host operating 
system, reducing resource consumption compared to virtual machines (VMs). They are ideal for 
microservices and applications requiring isolation without the overhead of a full VM. 
From the CCSK v5.0 Study Guide, Domain 2 (Cloud Infrastructure and Platform Security), Section 2.5: 
“Containers are lightweight, portable, and isolated environments that share the host OS kernel, making 
them highly efficient for running applications with minimal resource overhead. Unlike VMs, which require 
a full guest OS, containers provide application isolation with significantly lower resource demands.” 
Option A (Containers) is the correct answer. 
Option B (Function as a Service) is incorrect because FaaS is designed for event-driven, short-lived 
functions, not for running full applications. 
Option C (AI Workloads) is incorrect because AI workloads are a category of tasks, not a specific 
workload type, and may run on VMs or containers. 
Option D (Virtual Machines) is incorrect because VMs include a full guest OS, resulting in higher 
resource overhead compared to containers. 
Reference: CCSK v5.0 Study Guide, Domain 2, Section 2.5: Containers and Virtualization. 
 
293.Why is it important to control traffic flows between networks in a cybersecurity context? 
A. To increase the speed of data transmission 
B. To reduce the blast radius of attacks 
C. To simplify network architecture 
D. To reduce the amount of data stored 
Answer: B 
Explanation: 
Controlling traffic flows between networks is critical in a cybersecurity context to reduce the blast 
radius of attacks. By segmenting networks and implementing controls such as firewalls, organizations 
can limit the lateral movement of attackers, containing breaches and minimizing their impact. 
From the CCSK v5.0 Study Guide, Domain 9 (Network Security), Section 9.2: 
“Controlling traffic flows between networks is a fundamental cybersecurity practice to reduce the blast 
radius of attacks. Network segmentation and micro-segmentation limit an attacker’s ability to move 
laterally within the environment, containing breaches and protecting critical assets.” 
Option B (To reduce the blast radius of attacks) is the correct answer. 
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Option A (To increase the speed of data transmission) is incorrect because traffic control focuses on 
security, not speed. 
Option C (To simplify network architecture) is incorrect because segmentation may increase complexity. 
Option D (To reduce the amount of data stored) is incorrect because traffic control does not directly affect 
data storage. 
Reference: CCSK v5.0 Study Guide, Domain 9, Section 9.2: Network Segmentation and Traffic Control. 
 
294.How does Infrastructure as Code (IaC) facilitate rapid recovery in cybersecurity? 
A. IaC is primarily used for designing network security policies 
B. IaC enables automated and consistent deployment of recovery environments 
C. IaC provides encryption and secure key management during recovery 
D. IaC automates incident detection and alerting mechanisms 
Answer: B 
Explanation: 
Infrastructure as Code (IaC)facilitates rapid recovery in cybersecurity by enabling automated and 
consistent deployment of recovery environments. IaC allows organizations to define infrastructure 
configurations as code, which can be versioned, tested, and deployed quickly to rebuild environments 
after an incident, ensuring consistency and reducing recovery time. 
From theCCSK v5.0 Study Guide, Domain 11 (Incident Response and Recovery), Section 11.4: 
“Infrastructure as Code (IaC) enhances rapid recovery by allowing organizations to automate the 
deployment of infrastructure and applications. By defining recovery environments as code, organizations 
can quickly and consistently rebuild systems after a security incident, minimizing downtime and ensuring 
operational continuity.” 
Option B (IaC enables automated and consistent deployment of recovery environments) is the correct 
answer. 
Option A (IaC is primarily used for designing network security policies) is incorrect because IaC focuses 
on infrastructure deployment, not policy design. 
Option C (IaC provides encryption and secure key management) is incorrect because IaC does not 
directly handle encryption or key management. 
Option D (IaC automates incident detection and alerting) is incorrect because IaC is not used for 
detection or alerting. 
Reference: CCSK v5.0 Study Guide, Domain 11, Section 11.4: Infrastructure as Code in Recovery. 
 
295.Which of the following best describes the role of program frameworks in defining security 
components and technical controls? 
A. Program frameworks evaluate the performance of individual security tools 
B. Program frameworks focus on implementing specific security technologies 
C. Program frameworks help organize overarching security policies and objectives 
D. Program frameworks primarily define compliance requirements for regulations 
Answer: C 
Explanation: 
Program frameworks play a critical role in cloud security by helping to organize overarching security 
policies and objectives. Frameworks suchas NIST CSF, ISO 27001, or the CSA Cloud Controls Matrix 
(CCM) provide structured guidance for defining security components, aligning technical controls with 
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business objectives, and ensuring a comprehensive security program. 
From theCCSK v5.0 Study Guide, Domain 3 (Governance and Enterprise Risk Management), Section 
3.2: 
“Program frameworks, such as the CSA CCM or NIST Cybersecurity Framework, provide a structured 
approach to organizing security policies, objectives, and technical controls. These frameworks help 
organizations align their security programs with business goals and ensure comprehensive coverage of 
security requirements.” 
Option C (Program frameworks help organize overarching security policies and objectives) is the correct 
answer. 
Option A (Evaluate the performance of individual security tools) is incorrect because frameworks focus 
on strategy, not tool performance. 
Option B (Focus on implementing specific security technologies) is incorrect because frameworks guide 
policy, not technology implementation. 
Option D (Primarily define compliance requirements) is incorrect because compliance is a subset of 
framework objectives, not the primary role. 
Reference: CCSK v5.0 Study Guide, Domain 3, Section 3.2: Security Program Frameworks. 
 
296.Which cloud deployment model involves a cloud and a datacenter, bound together by technology to 
enable data and application portability? 
A. Hybrid cloud 
B. Public cloud 
C. Multi-cloud 
D. Private cloud 
Answer: A 
Explanation: 
The hybrid cloud deployment model involves integrating a private cloud (or on-premises datacenter) with 
a public cloud, bound together by technology that enables data and application portability. This allows 
workloads to move seamlessly between environments, leveraging the benefits of both private and public 
clouds. 
From theCCSK v5.0 Study Guide, Domain 1 (Cloud Computing Concepts and Architectures), Section 
1.3: 
“A hybrid cloud combines on-premises infrastructure (or a private cloud) with a public cloud, integrated 
through technology that allows data and application portability. This model enables organizations to 
maintain sensitive workloads on-premises while leveraging the scalability of public cloud services.” 
Option A (Hybrid cloud) is the correct answer. 
Option B (Public cloud) is incorrect because it involves only cloud provider resources, not a datacenter. 
Option C (Multi-cloud) is incorrect because it refers to using multiple public cloud providers, not a 
datacenter. 
Option D (Private cloud) is incorrect because it does not inherently include integration with a public 
cloud. 
Reference: CCSK v5.0 Study Guide, Domain 1, Section 1.3: Cloud Deployment Models. 
 
297.Which of the following best describes a key benefit of Software-Defined Networking (SDN)? 
A. SDN is a hardware-based solution for optimizing network performance 
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B. SDN eliminates the need for physical network devices and cabling 
C. SDN allows networks to be dynamically configured and managed through software 
D. SDN is primarily focused on improving network security through advanced firewalls 
Answer: C 
Explanation: 
A key benefit ofSoftware-Defined Networking (SDN)is that it allows networks to be dynamically 
configured and managed through software. SDN separates the control plane from the data plane, 
enabling centralized management and programmable network configurations, which improves 
flexibility and scalability in cloud environments. 
From theCCSK v5.0 Study Guide, Domain 9 (Network Security), Section 9.3: 
“Software-Defined Networking (SDN) enables dynamic configuration and management of networks 
through software, decoupling the control plane from the data plane. This allows organizations to 
programmatically adjust network policies and traffic flows, improving agility and scalability in cloud 
environments.” 
Option C (SDN allows networks to be dynamically configured and managed through software) is the 
correct answer. 
Option A (Hardware-based solution) is incorrect because SDN is software-based. 
Option B (Eliminates physical devices) is incorrect because SDN still relies on physical infrastructure. 
Option D (Focused on firewalls) is incorrect because SDN’s primary benefit is flexibility, not firewalls. 
Reference: CCSK v5.0 Study Guide, Domain 9, Section 9.3: Software-Defined Networking. 
 
298.What is the primary function of Data Encryption Keys (DEK) in cloud security? 
A. To increase the speed of cloud services 
B. To encrypt application data 
C. To directly manage user access control 
D. To serve as the primary key for all cloud resources 
Answer: B 
Explanation: 
The primary function ofData Encryption Keys (DEK)in cloud security is toencrypt application data. DEKs 
are used to encrypt and decrypt specific data objects, such as files or database records, ensuring data 
confidentiality in cloud environments. 
From theCCSK v5.0 Study Guide, Domain 10 (Data Security and Encryption), Section 10.3: 
“Data Encryption Keys (DEKs) are used to encrypt and decrypt application data in cloud environments. 
DEKs are typically managed by key management services and applied to specific data objects to ensure 
confidentiality and protect against unauthorized access.” 
Option B (To encrypt application data) is the correct answer. 
Option A (Increase speed) is incorrect because encryption does not enhance performance. 
Option C (Manage user access control) is incorrect because DEKs are for encryption, not access control. 
Option D (Primary key for all resources) is incorrect because DEKs are specific to data encryption, not 
resource management. 
Reference: CCSK v5.0 Study Guide, Domain 10, Section 10.3: Encryption and Key Management. 
 
299.What is the primary benefit of Federated Identity Management in an enterprise environment? 
A. It allows single set credential access to multiple systems and services 
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B. It encrypts data between multiple systems and services 
C. It segregates user permissions across different systems and services 
D. It enhances multi-factor authentication across all systems and services 
Answer: A 
Explanation: 
Federated Identity Management (FIM) is designed to allow users to access multiple, separate systems 
using a single set of credentials, usually managed through trust relationships between Identity Providers 
(IdPs) and Service Providers (SPs). This process enables Single Sign-On (SSO) across cloud and on-
premise services, reducing password fatigue and improving administrative efficiency. 
Key federation protocols such as SAML, OAuth, and OpenID Connect are standard in establishing 
secure identity federation. FIM is especially beneficial in hybrid and multi-cloud environments where 
users must access numerous services seamlessly. 
This is emphasized in Domain 12: Identity, Entitlement, and Access Management of the CCSK guidance, 
which highlights how identity federation enhances user experience, improves security, and enables 
scalability. 
Reference: CSA Security Guidance v4.0 – Domain 12: Identity, Entitlement, and Access Management 
CSA Cloud Controls Matrix v3.0.1 – IAM-06: Federation & Single Sign-On 
 
300.What does Zero Trust Network Access (ZTNA) primarily use to control access to applications? 
A. Geolocation data exclusively 
B. Username and password 
C. IP address and port number 
D. Identity, device, and contextual factors 
Answer: D 
Explanation: 
Zero Trust Network Access (ZTNA) enforces the principle of "never trust, always verify." Unlike traditional 
perimeter-based security, ZTNA continuously evaluates access requests using dynamic factors. 
These include: 
User identity (authenticated via SSO or MFA) 
Device posture (device compliance, health status) 
Contextual information (time of access, location, behavior patterns) 
This layered decision-making process ensures that access is tightly controlled and highly contextual, 
minimizing attack surfaces and mitigating lateral movement within networks. 
ZTNA aligns with cloud-native security practices discussed in Domain 7: Infrastructure Security, 
emphasizing the transition from static access control lists to dynamic, identity-centric enforcement 
models. 
Reference: CSA Security Guidance v4.0 – Domain 7: Infrastructure Security 
CSA Cloud Controls Matrix v3.0.1 – IVS-09: Segmentation & Zoning 
 
301.Which resilience tool helps distribute network or application traffic across multiple servers to ensure 
reliability and availability? 
A. Redundancy 
B. Auto-scaling 
C. Load balancing 
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D. Failover 
Answer: C 
Explanation: 
Load balancing is a key resilience strategy in both traditional and cloud environments. It evenly 
distributes network or application traffic across multiple servers to ensure no single server becomes a 
point of failure or overloaded, thereby improving system availability, performance, and fault tolerance. 
In cloud infrastructure, load balancers may work at various OSI layers (Layer 4 or Layer 7) and are often 
integrated into cloud platforms as managed services (e.g., AWS Elastic Load Balancer or Azure Load 
Balancer). They play a critical role in mitigating risks like traffic spikes, system failure, or regional 
outages. 
This technique is described in Domain 7: Infrastructure Security of the CCSK guidance, which highlights 
tools like load balancing, redundant systems, and failover mechanisms to support cloud resilience and 
availability. 
Reference: CSA Security Guidance v4.0 – Domain 7: Infrastructure Security 
 
302.When implementing a Zero Trust (ZT) strategy, which approach is considered fundamental for 
ensuring enterprise security and connectivity? 
A. Allowing unrestricted access to resources within local networks but restricting cloud access 
B. Implementing perimeter-based security as the primary defense mechanism 
C. Enforcing strict access control and verification for all users and devices 
D. Only allowing trusted devices to connect to local/office networks 
Answer: C 
Explanation: 
The core tenet of Zero Trust is that no entity—internal or external—should be trusted by default. Every 
request for access must be authenticated, authorized, and encrypted based on granular access policies 
and continuous validation of identity, device health, location, and behavior. 
ZT eliminates reliance on traditional network perimeter models (which B and A describe), focusing 
instead on micro segmentation and dynamic policy enforcement to prevent lateral movement within a 
network. 
This approach is detailed in Domain 7: Infrastructure Security of the CCSK guidance. It emphasizes 
identity-aware access control, continuous monitoring, and contextual risk assessment as foundational 
elements of a secure Zero Trust framework. 
Reference: CSA Security Guidance v4.0 – Domain 7: Infrastructure Security 
 
303.How does cloud adoption impact incident response processes in cybersecurity? 
A. It only affects data storage and not incident response 
B. It has no significant impact on incident response processes 
C. It simplifies incident response by consolidating processes 
D. It introduces different processes, technologies, and governance models 
Answer: D 
Explanation: 
Cloud adoption transforms how incident response (IR) is conducted. Unlike traditional IT environments, 
cloud environments involve shared responsibility, provider collaboration, and remote orchestration. This 
shift requires security teams to adjust response strategies, tools, and governance to effectively detect, 
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analyze, and remediate incidents. 
Cloud-specific tools (e.g., CSP logs, API calls, auto-scaling environments) must be incorporated into IR 
plans. Coordination with cloud service providers is often necessary to access logs, enforce controls, or 
conduct forensics. 
This transformation is outlined in Domain 9: Incident Response, which stresses that effective IR in the 
cloud must be pre-planned and adapted to each provider and cloud model. 
Reference: CSA Security Guidance v4.0 – Domain 9: Incident Response 
 
304.Which of the following best describes the advantage of custom application level encryption? 
A. It simplifies the encryption process by centralizing it at the network level 
B. It enables ownership and more granular control of encryption keys 
C. It reduces the need for encryption by enhancing network security 
D. It delegates the control of keys to third-party providers 
Answer: B 
Explanation: 
Custom application-level encryption provides organizations with precise control over what is encrypted 
and who manages the encryption keys. Unlike network-level encryption, this method allows sensitive 
fields (e.g., credit card numbers) to be encrypted before data even enters the storage or processing 
pipeline. 
This approach enables compliance with strict data privacy laws and protects data from being decrypted 
by unauthorized actors—even cloud providers. Organizations can enforce key rotation policies and 
maintain exclusive key access. 
This is detailed in Domain 11: Data Security and Encryption, which recommends application-level 
encryption for sensitive data protection, particularly in regulated industries. 
Reference: CSA Security Guidance v4.0 – Domain 11: Data Security and Encryption 
 
305.Which of the following is a common exploitation factor associated with serverless and container 
workloads? 
A. Poor Documentation 
B. Misconfiguration 
C. Insufficient Redundancy 
D. Low Availability 
Answer: B 
Explanation: 
Misconfiguration is one of the most prevalent risks in serverless and container-based environments. 
Given the complex nature of container orchestration (e.g., Kubernetes), CI/CD pipelines, and ephemeral 
infrastructure, simple missteps—such as overly permissive roles or exposed ports—can lead to 
significant vulnerabilities. 
These workloads require strict configuration management, automated scanning, and secure defaults to 
prevent breaches. Unlike traditional servers, containers and functions spin up and down rapidly, making 
traditional visibility tools insufficient. 
This is discussed thoroughly in Domain 8: Virtualization and Containers, where the CCSK guidance 
identifies misconfiguration as a leading cause of cloud-native exploitation. 
Reference: CSA Security Guidance v4.0 – Domain 8: Virtualization and Containers 
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306.What mechanism does password less authentication primarily use for login? 
A. SMS-based codes 
B. Biometric data 
C. Local tokens or certificates 
D. OAuth tokens 
Answer: C 
Explanation: 
Passwordless authentication removes the reliance on traditional passwords and instead relies on strong, 
cryptographic-based login mechanisms. The primary technology behind password less authentication is 
the use of local tokens or certificates, particularly implemented through protocols like FIDO2 and Web 
Authn. 
These mechanisms work by storing a private key on the user’s device (like a hardware security module 
or TPM), while the public key is stored with the cloud service. When a login attempt is made, the system 
uses asymmetric cryptography to verify the user—without ever transmitting a secret like a password. 
“Passwordless authentication is enabled by mechanisms such as biometric verification and secure local 
credentials like hardware-bound certificates or tokens. The use of cryptographic authenticators (such as 
FIDO2) is becoming the cornerstone of secure, phishing-resistant authentication.” 
— Security Guidance for Critical Areas of Focus in Cloud Computing v4.0, Domain 12: Identity, 
Entitlement, and Access Management 
Also supported by the Cloud Controls Matrix (CCM) under IAM-12: 
“Utilize multifactor authentication or strong authentication mechanisms such as cryptographic tokens or 
certificates for user access to cloud services.” 
— Cloud Controls Matrix v3.0.1 (IAM-12) 
 
307.Which strategy is critical for securing containers at the image creation stage? 
A. Implementing network segmentation 
B. Using secure, approved base images 
C. Regularly updating repository software 
D. Enforcing runtime protection measures 
Answer: B 
Explanation: 
Securing containers begins at the image creation stage, and one of the most critical strategies at this 
point is ensuring that only secure and approved base images are used. Container images form the 
foundation of the runtime environment, and if a base image is compromised, every container derived 
from it will inherit that vulnerability. 
The CSA Security Guidance v4.0 under Domain 8: Virtualization and Containers stresses: 
“The use of trusted and validated base images is critical in preventing the introduction of vulnerabilities 
during the image build process. Organizations must ensure that all base images are sourced from 
authorized registries and are continuously verified for security and compliance.” 
(CSA Security Guidance v4.0, Domain 8: Virtualization and Containers) 
Furthermore, the Cloud Controls Matrix (CCM) under VIR-06 supports this principle: 
“Ensure that container images used in the environment are created from secure, validated, and 
approved sources. Prevent use of untrusted third-party containers to mitigate risk.” 
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Why not the other options? 
A. Network segmentation – Applies more to container runtime or deployment, not image creation. 
C. Regularly updating repository software – Important, but it refers to repository management, not 
directly to image creation. 
D. Enforcing runtime protection measures – This is about protecting containers after deployment, not 
during image creation. 
 
308.Which aspect of assessing cloud providers poses the most significant challenge? 
A. Poor provider documentation and over-reliance on pooled audit 
B. Inconsistent policy standards and the proliferation of provider requirements 
C. Excessive details shared by the cloud provider and consequent information overload 
D. Limited visibility into internal operations and technology 
Answer: D 
Explanation: 
The most significant challenge in assessing cloud providers is the limited visibility into the provider's 
internal security controls, operations, and technology. Cloud customers often lack direct access to the 
infrastructure, policies, and mechanisms behind the cloud service due to the shared responsibility model 
and provider confidentiality. 
According to CSA Security Guidance v4.0 – Domain 4: Compliance and Audit Management: 
“The cloud customer’s inability to see and assess the cloud provider’s security controls and practices—
known as limited visibility—is one of the most critical barriers to cloud assurance.” 
(CSA Security Guidance v4.0, Domain 4: Compliance and Audit Management) 
This is further echoed in CCM (Cloud Controls Matrix): 
AAC-03 (Audit Assurance and Compliance) – “Cloud providers should make sufficient audit mechanisms 
available to allow the customer to assess control implementation. Lack of visibility significantly impacts 
trust and compliance validation.” 
The other options may contribute to audit difficulties, but D represents the core, systemic challenge faced 
in cloud provider assessments. 
 
309.Which of the following represents a benefit of using serverless computing for new workload types? 
A. Requires short-term commitments and defers upfront costs 
B. Automatic scaling and reduced operational overhead 
C. Large initial configuration is not required 
D. Full control over underlying server environments 
Answer: B 
Explanation: 
Serverless computing (Function as a Service - FaaS) is designed for auto-scaling, high availability, and 
reduced management overhead. It enables developers to focus on writing code without managing the 
underlying infrastructure. This makes it an ideal solution for new or unpredictable workloads. 
As explained in CSA Security Guidance v4.0 – Domain 1: Cloud Computing Concepts and Architectures: 
“Serverless computing abstracts infrastructure management and allows automatic scaling of application 
functions in response to demand. This reduces operational overhead and enables teams to deploy 
scalable solutions rapidly.” 
(CSA Security Guidance v4.0, Domain 1: Cloud Computing Concepts and Architectures) 
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Why not the others? 
A. While cost benefits exist, it's not the core benefit of serverless. 
C. Configuration may be minimal, but not exclusive to serverless. 
D. Serverless removes control over the underlying server environment. 
 
310.What is a common characteristic of Platform as a Service (PaaS)? 
A. Satisfies compliance and security requirements 
B. Integration with application development frameworks and middleware capabilities 
C. Limited configuration options increases security risks 
D. Fully hosted application stack 
Answer: B 
Explanation: 
Platform as a Service (PaaS) provides a development and deployment environment with resources that 
enable users to deliver everything from simple cloud-based apps to sophisticated, cloud-enabled 
enterprise applications. 
According to CSA Security Guidance v4.0 – Domain 1: Cloud Computing Concepts and Architectures: 
“PaaS adds an additional layer of integration with application development frameworks, middleware 
capabilities, and functions such as databases, messaging, and queuing. These services allow 
developers to build applications on the platform with programming languages and tools that are 
supported by the stack.” 
(CSA Security Guidance v4.0, Domain 1) 
This integration with app development and middleware is the key defining feature of PaaS. 
 
311.Why is it essential to embed cloud decisions within organizational governance? 
A. Speeds up cloud service adoption significantly 
B. Reduces the complexity of implementing cloud solutions 
C. Gives IT department autonomous control over cloud resources 
D. Ensures alignment with business objectives and risk management 
Answer: D 
Explanation: 
Governance frameworks help organizations ensure that cloud computing aligns with strategic objectives 
and that cloud risks are identified, managed, and monitored. 
From CSA Security Guidance v4.0 – Domain 2: Governance and Enterprise Risk Management: 
“Cloud governance enables organizations to align cloud adoption with business strategy and risk 
management. Embedding cloud decisions into governance ensures accountability, informed decision-
making, and the alignment of cloud services with enterprise-wide goals.” 
(CSA Security Guidance v4.0, Domain 2) 
Answer D directly reflects this principle. The other choices do not capture the core strategic role of 
governance in cloud computing. 
 
312.When leveraging a cloud provider, what should be considered to ensure application security 
requirements are met? 
A. Fully rely on cloud provider's security features 
B. Cloud providers guarantee complete security compliance 
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C. Assume default settings are adequate for all applications 
D. Customize additional security measures to address gaps 
Answer: D 
Explanation: 
Application security in the cloud must be viewed as a shared responsibility. Providers deliver basic 
security features, but custom configurations and additional controls are often needed to meet 
organizational requirements. 
From CSA Security Guidance v4.0 – Domain 10: Application Security: 
“Cloud consumers should not assume default security settings are sufficient. Security features provided 
by cloud service providers often require additional configuration and hardening. Custom security controls 
may be needed to address specific organizational risks and compliance needs.” 
(CSA Security Guidance v4.0, Domain 10) 
 
313.Which of the following is a common risk factor related to misconfiguration and inadequate change 
control in cybersecurity? 
A. Failure to update access controls after employee role changes 
B. Lack of sensitive data encryption 
C. Lack of 3rd party service provider specialized in patch management procedures 
D. Excessive SBOM focus 
Answer: A 
Explanation: 
Correct Option: 
A. Failure to update access controls after employee role changes 
This falls under one of the most common risk factors related to cloud misconfiguration and poor change 
management. Misconfiguration errors often stem from insufficient change control, especially in dynamic 
environments like the cloud. According to CSA’s Security Guidance v4.0, poor governance of identity and 
access management (IAM) changes — such as not updating access privileges when user roles change 
— introduces serious security risks. 
"Cloud computing is dynamic by nature. This places more importance on automation and proper 
governance, especially for identity and access control. Failure to remove or update access permissions 
after personnel changes leads to orphaned or over-permissioned accounts, which are prime targets for 
attackers." 
— Domain 2: Governance and Enterprise Risk Management, CSA Security Guidance v4.0 Also 
highlighted in ENISA’s Cloud Risk Assessment: 
"Loss of governance includes failing to maintain proper control over access privileges and role 
assignments. Poor change management and inadequate configuration reviews can leave systems open 
to unauthorized access." 
— ENISA Cloud Computing Risk Assessment, Section R.2: Loss of Governance 
Why the Other Options Are Incorrect: 
B. Lack of sensitive data encryption: While encryption is critical, it is not directly tied to change control or 
misconfiguration, but rather falls under Data Security and Encryption domain. 
C. Lack of 3rd party service provider specialized in patch management procedures: This refers more to 
vendor management and Security-as-a-Service, not internal change control or misconfigurations. 
D. Excessive SBOM focus: Software Bill of Materials (SBOM) is important for supply chain transparency, 
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but excessive focus on it isn’t a typical misconfiguration or change control risk. 
Reference: CSA Security Guidance v4.0 – Domain 2: Governance and Enterprise Risk Management 
ENISA Cloud Computing Security Risk Assessment – R.2 Loss of Governance 
 
314.In the context of IaaS, what are the primary components included in infrastructure? 
A. Network configuration tools, storage encryption, and virtualization platforms 
B. Compute, network, and storage resource pools 
C. User authentication systems, application deployment services, and database management 
D. Load balancers, firewalls, and backup solutions 
Answer: B 
Explanation: 
Correct Option: 
B. Compute, network, and storage resource pools 
In the Infrastructure as a Service (IaaS) model, the term “infrastructure” refers to the core physical and 
virtualized building blocks that form the basis of a cloud environment. These components are abstracted 
and pooled to offer on-demand provisioning to cloud consumers. 
From the CSA Security Guidance v4.0 – Domain 1: Cloud Computing Concepts and Architectures: 
“Infrastructure: The core components of a computing system: compute, network, and storage. The 
foundation that everything else is built on. The moving parts.” 
— Section 1.1.4 Logical Model, CSA Security Guidance v4.0 Furthermore: 
“IaaS consists of a facility, hardware, an abstraction layer, an orchestration (core connectivity and 
delivery) layer to tie together the abstracted resources, and APIs to remotely manage the resources and 
deliver them to consumers.” 
— Section 1.1.3.1 Infrastructure as a Service, CSA Security Guidance v4.0 
These are commonly referred to as resource pools, and form the foundation of what IaaS delivers: virtual 
machines (compute), virtual networks (networking), and object/block storage systems (storage). 
Why the Other Options Are Incorrect: 
A. Network configuration tools, storage encryption, and virtualization platforms 
➤ These are supporting technologies and security tools, not the actual infrastructure components that 
make up IaaS. 
C. User authentication systems, application deployment services, and database management 
➤ These fall under PaaS (Platform as a Service) and SaaS. IaaS does not manage applications or 
authentication; it provides the foundation upon which these services run. 
D. Load balancers, firewalls, and backup solutions 
➤ These are add-on services or features, not the core infrastructure components of IaaS. While often 
used alongside IaaS, they are not the essential building blocks of infrastructure. 
Main Topic: Cloud Computing Concepts and Architectures 
Source: CSA Security Guidance v4.0, Domain 1, Sections 1.1.3.1 & 1.1.4 
 
315.What is the primary purpose of virtual machine (VM) image sources? 
A. To back up data within the VM 
B. To provide core components for VM images 
C. To optimize VM performance 
D. To secure the VM against unauthorized access 
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Answer: B 
Explanation: 
Correct Option: 
B. To provide core components for VM images 
In cloud computing and virtualization, VM image sources serve as base templates used to build new 
virtual machine instances. These image sources typically contain the core operating system, necessary 
drivers, and pre-installed software configurations that allow users to deploy environments quickly and 
consistently. 
From the CSA Security Guidance v4.0 – Domain 8: Virtualization and Containers: 
"The VM image repository (or image store) contains templates from which new VMs are instantiated. 
These base images include the core operating system and predefined settings. VM image sources 
ensure that instances can be created consistently and securely." 
— Domain 8: Virtualization and Containers, CSA Security Guidance v4.0 
Additionally, cloud providers often pre-harden these images to enhance security and ensure that they 
meet organizational compliance standards. However, the primary function remains to serve as starting 
points or blueprints for VM creation — not performance tuning or backup. 
Why the Other Options Are Incorrect: 
A. To back up data within the VM 
➤ VM image sources are not used for data backup. Backups involve capturing dynamic runtime data, 
while image sources are static templates used at deployment. 
C. To optimize VM performance 
➤ Image sources do not optimize performance. Performance is influenced by hardware, resource 
allocation, and tuning — not the image source itself. 
D. To secure the VM against unauthorized access 
➤ While hardened images may help reduce attack surface, security is not the primary purpose of VM 
image sources. That responsibility falls more under access controls, patching, and configuration 
management. 
Main Topic: Virtualization and Containers 
Source: CSA Security Guidance v4.0, Domain 8 – Virtualization and Containers 
 
316.Which of the following best describes the primary purpose of image factories in the context of virtual 
machine (VM) management? 
A. Automating the VM image creation processes 
B. Managing network configurations for VMs 
C. Providing backup solutions for VM images 
D. Enhancing security of VM images 
Answer: A 
Explanation: 
Correct Option: 
A. Automating the VM image creation processes 
Image factories are tools or systems designed to automate the building and maintenance of virtual 
machine images. They ensure that images are consistently created, updated, and patched, which is 
essential for maintaining a secure and manageable cloud infrastructure. 
From the CSA Security Guidance v4.0 – Domain 8: Virtualization and Containers: 
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“Image factories are systems that automate the creation of virtual machine images. They help ensure 
that base images are consistently built and can include controls for security, configuration management, 
and compliance.” 
— Domain 8: Virtualization and Containers, CSA Security Guidance v4.0 
These factories often integrate with CI/CD pipelines to streamline deployment and reduce human error 
— a key concern in cloud security operations. 
Why the Other Options Are Incorrect: 
B. Managing network configurations for VMs 
➤ This task is typically handled by orchestration layers or cloud networking tools, not image factories. 
C. Providing backup solutions for VM images 
➤ Image factories are not responsible for backups; they are focused on creation, not preservation. D. 
Enhancing security of VM images 
➤ While image factories can embed security best practices during creation, their primary purpose is 
automation, not security enhancement per se. 
Main Topic: Virtualization and Containers 
Source: CSA Security Guidance v4.0, Domain 8 – Virtualization and Containers 
 
317.What technology is commonly used to establish an encrypted tunnel between a remote user's 
device and a private network over the public Internet? 
A. Virtual Private Network (VPN) 
B. Domain Name System (DNS) 
C. Network Address Translation (NAT) 
D. Virtual Local Area Network (VLAN) 
Answer: A 
Explanation: 
Correct Option: 
A. Virtual Private Network (VPN) 
A Virtual Private Network (VPN) is a widely used technology that enables secure communication over 
untrusted networks like the public Internet. It works by creating an encrypted tunnel between the user's 
device and the internal private network, thereby ensuring data confidentiality, integrity, and 
authentication. 
From CSA Security Guidance v4.0 – Domain 7: Infrastructure Security: 
“Remote access solutions, such as VPNs, are commonly used to provide users with secure access to 
cloud or on-premises resources. VPNs create encrypted tunnels that protect data in transit, preventing 
unauthorized disclosure or tampering over public networks.” 
— Domain 7: Infrastructure Security, CSA Security Guidance v4.0 
This makes VPNs a fundamental security control when users are working remotely and need access to 
sensitive or internal systems. 
Why the Other Options Are Incorrect: 
B. Domain Name System (DNS) 
➤ DNS translates domain names to IP addresses. It does not provide encryption or secure tunneling. C. 
Network Address Translation (NAT) 
➤ NAT modifies IP address information but does not encrypt data or create tunnels. 
D. Virtual Local Area Network (VLAN) 
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➤ VLANs segment network traffic within a LAN. They do not secure remote communications over the 
Internet. 
 
318.Why is it important to plan and coordinate response activities for incidents affecting the Cloud 
Service Provider (CSP)? 
A. It eliminates the need for monitoring systems 
B. It ensures a systematic approach, minimizing damage and recovery time 
C. It guarantees that no incidents will occur in the future 
D. It reduces the frequency of security audits required 
Answer: B 
Explanation: 
Correct Option: 
B. It ensures a systematic approach, minimizing damage and recovery time 
Effective incident response planning is critical in cloud environments due to the shared responsibility 
model. When an incident affects the CSP, cloud customers must be prepared to coordinate response 
activities, ensure clarity of roles, and maintain continuity of operations. 
From CSA Security Guidance v4.0 – Domain 9: Incident Response: 
“Organizations must establish systematic and coordinated incident response plans for cloud incidents. 
This helps to reduce the impact, minimize damage, and shorten recovery time. Coordination with the 
CSP is vital to ensure responsibilities are understood and executed.” 
— Domain 9: Incident Response, CSA Security Guidance v4.0 
The guidance emphasizes that preparation and communication channels with CSPs should be defined in 
advance, as delays in joint response can significantly increase the scope and impact of incidents. 
Why the Other Options Are Incorrect: 
A. It eliminates the need for monitoring systems 
➤ Incorrect. Monitoring remains essential for detecting incidents early. Planning and monitoring serve 
different functions. 
C. It guarantees that no incidents will occur in the future 
➤ No system is immune to incidents. Planning reduces impact, but does not prevent incidents entirely. 
D. It reduces the frequency of security audits required 
➤ Audits are required based on compliance and regulatory needs, not on incident response planning. 
 
319.Which feature of cloud networks ensures strong separation between customer environments? 
A. Virtual local area network (VLANs) 
B. Resource pooling 
C. Software-defined networking 
D. Elasticity 
Answer: A 
Explanation: 
Correct Option: 
A. Virtual Local Area Networks (VLANs) 
VLANs are widely used in cloud and traditional environments to provide logical separation of network 
traffic. In a multi-tenant cloud environment, VLANs help ensure that one customer's network traffic is 
isolated from another’s, providing a key layer of segmentation and security. 
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From CSA Security Guidance v4.0 – Domain 7: Infrastructure Security: 
“To isolate tenants in multi-tenant environments, cloud providers often rely on mechanisms such as 
VLANs, VXLANs, or other software-defined networking technologies. VLANs ensure that different 
customer environments remain logically separated even though they share the same physical 
infrastructure.” 
— Domain 7: Infrastructure Security, CSA Security Guidance v4.0 
Why the Other Options Are Incorrect: 
B. Resource pooling 
➤ Refers to shared infrastructure in the cloud. It enables multi-tenancy but does not enforce separation 
between tenants. 
C. Software-defined networking (SDN) 
➤ SDN provides flexibility and programmability in networking. While it can support separation, VLANs 
are the actual mechanism used for enforcing it. 
D. Elasticity 
➤ Elasticity refers to scaling resources up/down based on demand. It has nothing to do with tenant 
isolation or network separation. 
 
320.An organization deploys an AI application for fraud detection. 
Which threat is MOST likely to affect its AI model’s accuracy? 
A. Adversarial attacks 
B. DDoS attacks 
C. Third-party services 
D. Jailbreak attack 
Answer: A 
Explanation: 
Correct Option: 
A. Adversarial attacks 
Adversarial attacks are specifically designed to deceive AI and machine learning models by feeding them 
crafted inputs that result in incorrect outputs. These attacks are highly effective against AI models, 
especially in areas like fraud detection, where accuracy is critical. 
From CSA Security Guidance v4.0 – Domain 13: Security as a Service (SecaaS) and related AI-focused 
security discussions: 
“AI models are vulnerable to adversarial inputs, where attackers introduce subtle perturbations to input 
data that are imperceptible to humans but cause the AI system to make wrong decisions. These attacks 
degrade the accuracy and reliability of machine learning models.” 
— CSA Guidance on AI Security (in Security as a Service domain) 
Adversarial ML is a well-recognized field of AI security, where the goal of the attacker is to intentionally 
corrupt or manipulate input data, thereby lowering the performance or biasing the output of the model. 
Why the Other Options Are Incorrect: 
B. DDoS attacks 
➤ Affects availability, not accuracy. DDoS can cause downtime but doesn’t interfere with model 
predictions. 
C. Third-party services 
➤ May introduce supply chain or dependency risks, but they don’t directly impact the AI model’s 
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accuracy unless involved in training data pipelines. 
D. Jailbreak attack 
➤ More relevant to LLMs (Large Language Models) or chatbots, not structured AI fraud detection 
models. 
 


