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1.What physical security control would be used to broadcast false emanations to mask the presence of
true electromagentic emanations from genuine computing equipment?

A. Faraday cage.

B. Unshielded cabling.

C. Copper infused windows.

D. White noise generation.

Answer: B

2.In software engineering, what does 'Security by Design”"mean?

A. Low Level and High Level Security Designs are restricted in distribution.

B. All security software artefacts are subject to a code-checking regime.

C. The software has been designed from its inception to be secure.

D. All code meets the technical requirements of GDPR.

Answer: C

Explanation:
https://en.wikipedia.org/wiki/Secure_by_design#:~:text=Secure%20by%20design%20(SBD)%2C,the%20
foundation%20t0%20be%20secure.&text=Malicious%20practices%20are%20taken%20for,0r%200n%20
invalid%20user%20input.

3.Which of the following is the MOST important reason for undertaking Continual Professional
Development (CPD)within the Information Securitysphere?

A. Professional qualification bodies demand CPD.

B. Information Security changes constantly and at speed.

C. IT certifications require CPD and Security needs to remain credible.

D. CPD is a prerequisite of any Chartered Institution qualification.

Answer: B

4 What form of training SHOULD developers be undertaking to understand the security of the code they
have written and how it can improve security defence whilst being attacked?

A. Red Team Training.

B. Blue Team Training.

C. Black Hat Training.

D. Awareness Training.

Answer: C

5.What advantage does the delivery of online security training material have over the distribution of
printed media?

A. Updating online material requires a single edit. Printed material needs to be distributed physically.

B. Online training material is intrinsically more accurate than printed material.

C. Printed material is a 'discoverable record' and could expose the organisation to litigation in the event of
an incident.

D. Online material is protected by international digital copyright legislation across most territories.
Answer: B
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