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1.Which term best describes the likelihood that a threat will exploit a vulnerability causing harm?
A. Risk

B. Threat

C. Exposure

D. Control

Answer: A

2.Which of the following conditions makes an FTP server highly vulnerable to abuse?
A. Passive mode disabled

B. Anonymous access enabled with write permissions

C. SFTP enabled instead of FTP

D. File listing disabled

Answer: B

3.Why is directory listing considered a security risk on web servers?
A. It slows down the server response time

B. It reveals server IP addresses

C. It encrypts traffic incorrectly

D. It exposes sensitive files to unauthenticated users

Answer: D

4.During traffic analysis, which layer of the OSI| model would reveal source and destination MAC
addresses?

A. Layer 3 — Network

B. Layer 5 — Session

C. Layer 2 — Data Link

D. Layer 7 — Application

Answer: C

5.Which service in Exchange may expose email address enumeration through HTTP response codes?
A. OWA

B. RPC

C. POP3

D. SMTP

Answer: A
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