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1.What process is used after authentication to generate and install encryption keys on 802.11 devices
using WPA2?

A. 802.1X port-based authentication

B. Passphrase to PSK mapping algorithm

C. EAP authentication

D. 4-way handshake

Answer: D

2.What are some common causes of connectivity problems in wireless networks?
A. Configuration errors

B. Low data rates

C. Driver issues

D. Feature incompatibility

Answer: A

3.You are receiving reports from several users that their clients connect with very low data rates. All
reports are confined to a particular area in the facility and the users report that the problem does not
occur with the same devices in other areas.

What is most likely problem in that area?

A. High SNR

B. Improper AP security configuration

C. Poor signal strength

D. Improper client security configuration

Answer: C

4. Which device type is commonly used for capturing video footage wirelessly?
A. Laptops

B. Tablets

C. Mobile phones

D. Specialty devices (video cameras)

Answer: D

5.What is one possible cause of poor signal strength in a wireless network?
A. Interference

B. Supplicant issues

C. Configuration errors

D. Low data rates

Answer: AD
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