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1.What could be considered a set of cybersecurity activities, desired outcomes, and applicable
references that are common across critical infrastructure sectors and align to five concurrent and
continuous functions?

A. Baseline

B. Core

C. Profile

D. Governance

Answer: B

2.Refer to the exhibit.

Detection ENG, FIN, 3 & 4 ] 7 4
Processes A Saleg
HE, EXEC 7 8
Security ENG. FIN, 5 8
Contituous 23 SALES.
Monitoring HR_EXEC
Anomalies ENG, FIN, (] 8
atid Events C SALES,
HE, EXEC

Your organization’s security team has been working with various business units to understand their
business requirements, risk tolerance, and resources used to create a Framework Profile. Based on the
Profile provided, what entries correspond to labels A, B, and C?

A A:PRIP
B:DE.CM
C:DE.AE

B. A:PEDS
B:DE AE
C: DE.CM

¢. A:DEAE
B: PR DS
C:R5.CO

A. Option A

B. Option B

C. Option C

Answer: A
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3.What term refers to a partially equipped, environmentally conditioned work space used to relocate
operations in the event of a significant disruption?

A. Hot site

B. Warm site

C. Mirror site

D. Secondary site

Answer: B

4.What common process conducted by organizations when protecting digital assets is outside the scope
of the NIST Cybersecurity Framework?

A. Recover

B. Identify

C. Protect

D. Investigate

Answer: D

5.What are the main components of the NIST Cybersecurity Framework?
A. Core, Categories, and Tiers

B. Functions, Profiles, and Tiers

C. Categories, Tiers, and Profiles

D. Core, Tiers, and Profiles

Answer: D
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