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1.An OSINT analyst finds a leaked password database online.
What should they do before using the information?

A. Verify the source's credibility

B. Attempt to log into the affected accounts

C. Report it directly to the company’s employees

D. Sell the information on a dark web forum

Answer: A

2.What OSINT tools can help gather IP addresses and domain information? (Choose two)
A. Shodan

B. Maltego

C. John the Ripper

D. Wireshark

Answer: AB

3.What security issues can be identified using DNS enumeration? (Choose two)
A. Leaked subdomains and hidden services

B. Misconfigured SPF/DKIM records

C. Physical network access points

D. Firewall misconfigurations

Answer: AB

4. What are the benefits of using Google Advanced Search Operators? (Choose two)
A. Helps refine OSINT searches for precise results

B. Bypasses website authentication pages

C. Helps locate publicly exposed files through advanced queries

D. Improves indexing of personal content on Google

Answer: AC

5.What security precautions should an OSINT analyst take when using search engines? (Choose two)
A. Use private search engines like DuckDuckGo

B. Regularly clear cookies and browsing history

C. Disable all security features to avoid detection

D. Use social media accounts with real personal information

Answer: AB
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