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1.Refer to the exhibit.

| summary [
Policy:

Policy Name:

WILAN, rols mapping
Description

Default Role Lt

Mapping Rules:
Rules Evaluation Algonthm:  First apoiicab

Conditions
{Authonzation: remoteinn A epartment EQUALS Product Manage L
l'1‘3“'!.(-"'-l_.l:f‘-:--":.'!t on:remotelat A0 UserDN EQUA yeeutive) g ERECLATS
2. | (Aurhonzation: [ Endpairts Repositon,
3 (Authorzation: [ Encdpoints ReEoository N0y

AND { Authorzaton: | Emdpornts Bep tory |1 05 Family EQUALS NEYAE - A G Dewecs
{Autnonzation: remateiat A apartment S0QUA 1K
. OR { Connection: » ) 4
OR {Date: Day-aof
{Hoat: OSType CO
5.0R {Host: OSTypae ©
OR {Host: OSType CONTAINS

B, { Connection: NAD

P-Address BELONGS TO GROUP Remate NAL : Taciete Envaiiu
An AD users department attribute value is configured as "QA". The user authenticates from a
laptop running MAC OS X.

Which role is assigned to the user in ClearPass?

A. HR Local

B. Remote Employee

C. [Guest]

D. Executive

E. IOS Device

Answer: B

2.Refer to the exhibit.

Conflguration = Authentication » Sowrces = Asd - remoteias AD
Authentication Sources - remotelab AD

_ Summary General Primary m

Specify fiter guenes used to fetch AWMNeENDCANOR and sutfonzabion attnbutes

Filltar Name Attribute Nama Allas Mame Enatied As
 1lauthenticatien P P = =
EETTITE ST epartbrient Role, Abtribute
Attribute
; rper. ti -
T e i

Role, Artribute
SRS A Attribute

S i Arrbute
Based on the Attribute configuration shown, which statement accurately describes the status
of attribute values?
A. Only the attribute values of department and member of can be used in role mapping policies.
B. The attribute values of department title, member of, telephone Number, and mail are directly applied
as ClearPass roles.
C. Only the attribute value of company can be used in role mapping policies, not the other attributes.
D. The attribute values of department and member Of are directly applied as ClearPass roles.
E. only the attribute values of title, telephone Number, and mail can be used in role mapping policies.
Answer: C
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3.Which components can use Active Directory authorization attributes for the
decision-making process? (Select two.)

A. Profiling policy

B. Certificate validation policy

C. Role Mapping policy

D. Enforcement policy

E. Posture policy

Answer: AB

4 Refer to the exhibit.

Summary Service Authentication Roles Enforcement

Authentication Methods: . jeap peap Move Up ]
EAP TLS] o
EAP MSCHAPZ Meve
Remove |
_ View Detaiis_|
Modity |
--Salect to Add-- —
Authentication Saurces: . Local User Repository| [Local SOL DB [ MoweUp |

remateiab AD [Actree Directory] Move Down |

Based on the Authentication sources configuration shown, which statement accurately describes
the outcome if the user is not found?

A. If the user is not found in the remotelab AD, but is present in the local user repository,

a reject message is sent back to the NAD

B. if the user is not found in the local user repository but is present in the remotelab AD, a

reject message is sent back to the NAD

C. If the user is not found in the local user repository a reject message is sent back to the NAD
D. if the user is not found in the local user repository and remotelab AD, a reject message is sent
back to the NAD

E. If the user is not found in the local user repository a timeout message is sent back to the NAD
Answer: AB

5.Which authorization servers are supported by ClearPass? (Select two)
A. Aruba Controller

B. LDAP server

C. Cisco Controller

D. Active Directory

E. Aruba Mobility Access Switch

Answer: CD




