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1.In a university setting where users often connect more than five devices to the network, an IT
administrator notices some devices are problematic and require frequent upgrades.

How can ClearPass assist in identifying the impact of these upgrades?

A. By profiling devices and allowing the administrator to see the types and number of devices affected
quickly

B. By blocking all problematic devices from connecting to the network

C. By automatically upgrading all devices to the latest firmware

Answer: A

2.A company has recently shifted to a zero-trust model and is facing challenges with its legacy network
infrastructure, which was not designed for such a model. The company is particularly concerned about
the security of its network as it accommodates a growing number of remote users and IoT devices.
What solution could help them create role-based access policies and ensure continuous, closed-loop
security across their network?

A. Implementing ClearPass to enable role-based access policies and device profiling.

B. Adding more traditional firewalls to strengthen the network perimeter.

C. Deploying additional VPNs for remote user access.

Answer: A

3.An organization wants to enhance its network security by integrating external systems to provide rich
context to its authorization logic. They plan to use ClearPass Policy Manager for this purpose.

Which feature of the Policy Manager will be most beneficial for integrating with these external systems?
A. Self-service device onboarding with built-in certificate authority

B. Guest access with extensive customization and sponsor-based approvals

C. Configuring external context servers and context server actions through APIs or HTTP/REST calls
Answer: C

4.An IT administrator needs to configure multiple profile collectors to gather endpoint context data for a
diverse network.

What is the primary benefit of using ClearPass for this task?

A. It helps manage devices and their security levels by profiling client devices when they connect to the
network.

B. It automatically blocks non-corporate devices.

C. It provides a single security policy for all devices.

Answer: A

5.An IT technician is tasked with ensuring that the Network Access Device’s (NAD) trust chain is properly
configured on ClearPass.

They select RadSec for the network device and observe that the PSK is automatically set to ‘radsec’.
What critical step should the technician take next to ensure secure communication?

A. Manually override the PSK field with a custom value.

B. Reboot the network device to apply the RadSec configuration.

C. Verify that the NAD'’s trust chain is trusted on ClearPass.

Answer: C
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